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CLASSIFICATION OF PROJECTS FOR THE PROTECTION
OF MARINE CRITICAL INFRASTRUCTURE FACILITIES

B.C. Bbninyos, I1.B. Maiioaniox. Knacugikauisi mpoexTiB 3aXHCTy 06’€KTiB MOPCHKOI KPUTHYHOI iHppacTpyKTypH. YKpaiHa €
MOPCBKOI0 IepP)KABO0 3 aKTUBHO IPALFOI0Y00 1HPPACTPYKTYPOIO BOAHOTO TpaHcmopTy. Jo 1i cki1amy BXOASTH MOPCHKI TPAHCHIOPTHI LUISIXH
y MOPCBKHMX TEPHTOpIaJIbHUX BOJAX JCp)KaBU Ta BHYTDIIIHI BOJAHI IUISIXH, MOPCHKI Ta PiYKOBI MOPTH, CYIHOOYMiBHI Ta CYJHOPEMOHTHI
3aBOJIM, MAricTpajibHi MOPCBKI TPyOOIpOBOAM TOIIO. 3riJHO 3aKOHOJABCTBY BKa3aHi 00’€KTH BiHOCATHCSA 10 00 €KTIB KPUTHYHOI
iH(QPACTPyKTypH JAepKaB 1 MiAAraloTh 3axucTy. Ha 1ell yac muTaHHS ynpaBiliHHS NPOEKTaMH PO3POOKU i CTBOPEHHS CHUCTEM 3aXHUCTY
00’€KTIB MOPCHKOI KPUTHYHOI iHPPACTPYKTYpH BiJl CY4aCHOrO KOMILIEKCY 3arpo3 iX (yHKIIOHYBaHHIO 3HAXOMUTHCS HA IMTOYATKOBIM cTamii
CBOro CTaHOBJICHHA. lle poOHMTh aKkTyalbHMM HayKOBE 3aBJAaHHS PO3pOOKHM KiacH(ikalil TAKMX IPOEKTIB, IO CTBOPWIO O TEOPETHUHY
OCHOBY JUTSl TIOAQJIBIINX JOCII/UKCHD y HANPSIMKY MPOSKTHOrO MEHEKMEHTY Ta s OOYJ0BH BHCOKOC()EKTHBHUX CHCTEM 3aXHCTY TAKHX
00’eKTiB. Y CTATTi 3aIPOIIOHOBAHO Y SIKOCTi 0a30BUX O3HAK KiacHikallii BAKOPUCTOBYBATH NPUHANICKHICTH 00 €KTIB MOPCHKOI KPUTHYHOT
IHQPACTPYKTYPH O TOYKOBHX, INIOIMHHNUX Ta MPOTHKHUX, 110 YTBOPIOE IIPorpaMy 6a30BHX MPOEKTIB 3aXHCTy TaKUX 00’€KTIB i 3a0e3neuye
ix yHiikamiro Ha CTaisX IUIAaHYyBaHHA 1 BUKOHAHHSA. Buxoisuu 3 peanizalii NPUHIMMIIB CHCTEMHOTO MiAXOMY MO0 KOMILUIEKCHOTO
BpaxyBaHHs 0COONHMBOCTeH (DYHKIIOHYyBaHHS MaTepialbHOI, eHepreTHyHol Ta iHdOopMaIiifHOT CKIIa0BUX 00’ €KTIB, @ TAKOX 3 ypaxyBaHHIM
TOAChKOro (akTopy SAK CKIIagoBOi e(eKTHBHOI eKCIUTyaTalii IUX 00’€KTiB, JUIS KOXKHOTO 3 IPOEKTIB MPOrpaMu 3alpoNOHOBAHO IX
knacudikaniro 3a BuaamMu Oesneku. Taka kinacudikailis BKIOYA€E OCHOBHI mignpoekTn «®PizuuHa Oe3nekay», «EHeprermuHa Oe3mekay,
«Indopmariitna 6e3nexa» Ta «Kaxposa Oe3neka» i yrBoproe apyruit kinacudikariitauii piBens. Tperiit kBamidikalitHui piBeHb, BHXOATIH
3 TPHHIMIIB CUCTEMHOTO IiJIXOJy, OXOILUIIOE THIOBI POOOTH MEHEmKepa MPOEKTy MO BCTAHOBJICHHIO BIIACTUBOCTEH 00’€KTIB 3aXMCTY Ta
XapakTepy 3arpo3, a TaKOXK TUIOBI poOOTH 3 BUOOPY HEOOXITHUX TEXHOJOTIH 3aXUCTY 1 MPAKTHUK iX YCIIIIHOTO CTBOPEHHS. 3alpOIIOHOBaHi
KBawiQikaniifHi piBHi cOpPMOBAHO Yy BUTIIAI MHOXHH, BiJITOBiIHO, 6a30BHX IPOEKTIB, OCHOBHHX MiJIPOEKTIB i THIIOBUX POOIT MeHeKepa
npoekTy. OTpHUMaHi MHOXXHMHH YTBOPIOIOTH T€HEpallbHy MHOKHHY POOIT NporpamMd HPOEKTiB 3aXHCTy 00’€KTiB MOPCHKOI KPHUTHYHOL
iHppactpykrypu. IlepBunHHe QopmyroBaHHS pPOOIT reHEpalbHOI MHOXXMHHU CTBOPIOE 0a3y HaHMX WIAOJIOHIB POOIT IS OXHOTHITHUX
IPOEKTiB, a BMKOHAHI THIOBI POOOTH, OCHOBHI IIANPOEKTH Ta 0a30Bi NPOEKTH YTBOPIOIOTh Ta IIOCTIHHO JOINOBHIOIOTH 0a3y JaHHX
apTedaKTHUX TIPOEKTIB 3aXHCTy 00’€KTiB MOPCBHKOI KPUTHYHOI iH(pacTpykTypr. I'eHepanpbHa MHOXHHA 0a30BHX IPOEKTIB, OCHOBHHX
MIANPOEKTIB 1 TUIIOBUX POOIT MPOrpaMu MPOEKTIB 3aXUCTy 00’€KTIB MOPCHKOI KPUTHYHOT iHYPACTPYKTYpH YTBOPIOE OpraHi3aliiiHy OCHOBY
11 eeKTHBHOT POGOTH MEHeKepiB MPOEKTiB Ge3nekn Takux 06 ekTib. {i 3aCTOCYBaHHS y MPAKTHIL YIPABIiHHSA NPOEKTAMH 3a6€3MeHTh
CKOPOYEHHS BHTPAT Yacy Ha IUIAHYBaHHsS IIPOCKTIB 3a paXxyHOK BHKOPHCTaHHs IMIAOJOHIB Ta apTe(aKkTHUX IIPOEKTIB, fKi MaroTh
HAKOMUYYBATHCH y PE3yJIbTaTi MPOSKTHOI MiSUTBHOCTI KOMaHI1 MEHEKEPIB y BiAMOBIAHUX 0a3ax JaHUX.

Knouosi crnosa: MOpcbka KpUTHYHA 1HPPACTPYKTypa, KIachu}ikalis MPOSKTiB 3aXUCTY, CHCTEMHHUIT MiXiJ, IporpaMa MpOoeKTiB

V. Blintsov, P. Maidaniuk. Classification of projects for the protection of marine critical infrastructure facilities. The Ukraine is
a seafaring state whose maritime transport infrastructure is actively operated. That infrastructure includes sea transport routes in the territorial
maritime belt and inland waterways, sea and river ports, shipbuilding and ship repair yards, off-shore main pipelines and other facilities.
According to the law, these facilities classified as the State's critical infrastructure components are subject to protection. Currently, the scope
of issues on managing projects for the development and creation of systems aimed onto marine critical infrastructure facilities protecting
against the contemporary threats to their functioning is still at the initial elaboration stage. That substantiates the relevance of urgent scien-
tific task to develop such projects classification which would serve in a theoretical basis for further research in the project management field
and would be useful for such facilities' most advanced protection systems building. The article proposes to use as the basic classification
features the marine critical infrastructure facilities' pertinency to point-, plane-area or extended type, that allows structuring such facilities'
protection basic projects program and ensures their unification at the planning and implementation stages. Departing from the systematic
approach principles as to the comprehensive account of the material, energy and information components' functioning and considering the
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human factor as these facilities efficient operation component, the classification by security type has been proposed for each of the pro-
gramme projects. Such classification includes the main subprojects “Physical security”, “Power-related security”, “Information security” and
“Personnel security” thus forming the second classification level. The third classification level, based on the system approach principles,
covers typical work of the project manager to identify the security objects' properties and the nature of threats, as well as typical works on
selecting the necessary security technologies and practices for their successful implementation. The proposed qualification levels are accord-
ingly presented as the sets formed by arrays that include basic projects, main subprojects, and typical works of the project manager. The
obtained sets form the entire pattern of works integral to the marine critical infrastructure facilities protection projects program. At the issue
of that Works general pattern initial formulation both a database of work templates for similar projects is created; thus the completed stand-
ard works, main subprojects, and basic projects do form and constantly contribute to the database of artifacts as to marine critical infrastruc-
ture objects protection projects. The entire set or totality of basic projects, main subprojects, and standard works under marine critical infra-
structure facilities protection projects program provides an organizational basis for efficient professional activity of such facilities security
project managers. Its application in project management practice will reduce the time spent on project planning through use of templates and
artifact project accumulated in the corresponding databases as a result of managers’ team project activities.
Keywords: marine critical infrastructure, protection projects classification, system approach, projects program

Introduction. Currently the Ukraine's marine transport infrastructure includes 13 continental ports
and 16 river ports and terminals [1]. Sea transport routes making part to the international maritime
traffic ways pass through the marine belt of Ukraine [2]. According to the decision taken by the Cabi-
net of Ministers of Ukraine, all ports belong to the State's critical infrastructure subject to protection
in order to guarantee the State functions both in peacetime and when a special period [3].

Analysis of global trends in marine transport activity evidences an increase in the terrorist threats
level, an increase in the number and complexity of attacks on marine infrastructure facilities as well as of
cyber attacks on their information resources. Considering those trends and damage to infrastructure facil-
ities in the Eastern and Southern regions of Ukraine, the Cabinet of Ministers of Ukraine approved the
“Concept on creating the national system to protect the critical infrastructure” [4].That concept identifies
the main directions, mechanisms and terms for a comprehensive legal arrangement as to the issues of
critical infrastructure protection, including the marine critical infrastructure (MCI) facilities, as well as
for the creation of a governmental control system in the field of critical infrastructure protection.

The significance in the international scale of Ukrainian MCI facilities protection is confirmed by
the European program for critical infrastructure protection (EPCIP) and the European information
network for critical infrastructure threat prevention (European Critical Infrastructure Warning infor-
mation network, CIWIN) [5, 6].

These and other documents do immediately point to the need for creating an unified system of
MCI facilities protection as a component of the European water transport safety. At the same time, the
main tasks of each European state include work on creating its own, national system for MCI facilities
protection, all those systems integrating as components into an united pan-European system and easily
integrating for joint actions.

Given the current geopolitical realities, the Ukrainian water transport system can be considered
by European and transatlantic partners as a critical infrastructure of pan-European significance. This
imposes as required the implementation of a project approach to building the national MCI protection
component, which would ensure the creation of a highly efficient protection system providing for a
close partnership with the EU countries.

Analysis of recent publications and problem statement. The task of marine critical infrastruc-
ture facilities (MCI) protecting (NCIS) has always been a central point the Ukrainian government and
domestic scientists [7 — 9] focused their attention onto. Thus, the Order issued by the Ministry of In-
frastructure of Ukraine [7] lays the foundations to a sea port security concept principally new for
Ukraine, that defines the main tasks as “implementing a totality of organizational, administrative, re-
gime-related and technical measures to prevent, detect and suppress acts of piracy, terrorism and ille-
gal interference in the port or port facility activities”. Still that document being this one of general or-
ganizational character it considers security measures for only one MCI facilities type (sea port). In par-
ticular, the issues of ensuring ports' energy and information security are not highlighted therein.

The publication [8] exposes the experience of working out the concept of critical infrastructure
protection in Ukraine and suggests priority directions for such concept implementing in the national
security system of Ukraine. In particular, the tasks of providing scientific and technological, methodo-
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logical and personnel support for the critical infrastructure protection are set. However, the features of
MCI facilities security organization are not considered in this work.

In [9], the issues of building a secured information system for sea area monitoring are considered,
but other important components of the MCI facilities protection system such as material, power, and
personnel have not been covered therein.

Among the foreign sources the most extensive study of issues on marine infrastructure protection
is given in the strategic documents of world's leading seafaring countries: Great Britain, USA and
France [10 — 12]. For example, [10] presents the UK's national maritime security strategy, that pro-
vides for a set of measures aimed to organize a three-level system for protecting the state's waters. The
source [11] outlines the U.S. national maritime security strategy, based on the global Maritime intelli-
gence integration plan, the Operational threat response plan, the international Information awareness
and coordination strategy, the Maritime transport system security plan, and the Maritime trade security
plan. The source [12] exposes the national maritime security strategy of France, which main imple-
mentation areas refer to the water environment control, ships protection, combating the illegal sea
trade channels practice, national economic interests protection at sea and the the state's maritime bor-
ders protection.

These documents contain a complete list of tasks relevant for any seafaring state in the world. How-
ever, these tasks implementation requires to elaborate a detailed implementation plan that would take into
account national interests and peculiarities of MCI facilities' functioning in each specific country.

In addition, a large number of publications are devoted to the world's main sea transport corridors
study and principles of their security organization. For example, in [13] discussed are the activities of
the Combined Maritime Forces (CMF) international organization to ensure the safety of navigation
through the Gulf of Aden, the Bab EI-Mandeb Strait, the Red Sea and in the related waters. In particu-
lar, considered is the creation of a new organizational structure, the Maritime Security Transit Corridor
(MSTC). The source [14] deals with the organization of maritime security in the Indian ocean. The
author focuses on the characteristics of maritime security and threats (including military aspects, lines
for communication at sea, maritime piracy, port security, ocean resources security, smuggling and
human trafficking, non-state threats and security outsourcing), as well as on the organisational prob-
lems as to the sub-regional and multinational cooperation.

In these and other foreign authors' publications the problems of sea transport routes security are
studied mainly from the position of armed countering to the unauthorized entrance aboard attempts in
order to capture ships taking possession of material resources. However, none source considers the
issues of international MCI facilities complex protection based on the principles of a systematic ap-
proach with the account of energy, communication and personnel components.

For Ukraine, currently, one of the state's general strategy establishing documents is this one pub-
lished by the National Institute for strategic studies [15], setting out the basic principles on building a
system for critical infrastructure protection, based on its role in ensuring the national security of a
modern state. According to this document, the critical infrastructure does mean the totality of "systems
and resources, physical or virtual so vital to the country that their functional incapacity or destruction
undermines the national security, national economy, public health or population security, either results
in any combination of the above."

Considering the Ukrainian MCI facilities, the issues of building systems that render protection
against “threats from the sea” are currently at the initial stage of development. The main task of pro-
ject management for such facilities today is to develop a general theoretical framework that allowed a
use of the system approach general principles to form a scientific basis for building those facilities
high-performance protection systems.

Well known is that in project management a system approach embodies a comprehensive study
of the whole phenomenon or process from the system analysis standpoint, aimed at clarifying the
complex problem with its rearrangement into series of tasks that can be resolved using organizational
and economic-mathematical methods, finding criteria for the solution and detailing those tasks' goals,
therefore a synthesis of effective organizational structure to achieve those goals [16].
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The project manager's priority task is to develop a generalized project management structure for
the MCI facilities' protection which would include systematic information about the main projects and
works required for their implementation.

This study purpose and objectives. This article purpose is to develop a classification of projects
for the marine critical infrastructure facilities protection as a theoretical basis for managing those facil-
ities protection processes based on a systematic approach, taking into account the protected objects'
properties, existing threats to their functioning, and protection technologies.

This goal achievement requires to solve the following scientific problems:

— creating, on the basis of the seafaring state typical MCI facilities analysis, the basic project pro-
gram aimed onto such objects safety ensuring, and offering, on the system approach basis, the main
subprojects which implementation will provide effective protection of the said facilities;

— offering a variety of typical project manager works, that will ensure both construction and suc-
cessful operation of MCI facilities protection system;

— getting a general pattern, totalizing projects, subprojects and works of MCI facilities protection
project program in the form of a three-dimensional matrix that helps the Manager in carrying out high-
quality planning of MCI facilities protection projects with works systematisation using databases of
similar projects templates and databases of MCI facilities protection artifact projects.

Development of general pattern for basic projects, main subprojects, and standard works
under MCI facilities protection projects program. The challenging worldwide, and particularly in
Ukraine, security situation on water transport, caused by the intensification of terrorism, piracy and
military aggression acts, requires to adopt appropriate measures (both preventive and response ones) in
relation to MCI facilities, which list, first of all, includes the following:

— water transport (WT) — sea, river, lake;

— water transport routes (WTR) — sea transport corridors, anchorages, river fairways and chan-
nels, shipping routes on water reservoirs and lakes;

—sea and river ports and transshipment complexes (PRT);

— offshore fixed platforms, underwater pipelines and other fixed structures located on the sea
shelf (SLF);

— shipbuilding and ship repair yards (YRD);

— naval bases (NVB).

In general case, such objects set can be expanded through:

— consideration of certain types of main MCI facilities as above (for example, for stationary
structures (SLF) located on the offshore shelf, here the list can be extended with offshore fixed plat-
forms (SIf1), underwater pipelines (SIf2), etc;

— adding to this security system other facilities of special importance (berthing facilities for spe-
cial cargo Ppgrr sir, Undersea communications cables Py rcr, floating ship-repair workshops Pwrsh,
floating docks Ppock and the like).

Accordingly, the security projects of these MCI types as an aggregate can be presented in the
form of a PPy, projects program integral to L projects (the indexes correspond to the above abbrevia-
tions):

PPyici ={Pwr; Pwrr; PerT; Psirs Pyro; Pnve; Pert sirs Pam rets Pwrsh; Poock; - P s Py (1)

Proposed is to develop a national system MCI facilities protection based on the systematic ap-
proach principles in combination with the best practices of project management [17,18].

It is known that the system approach to new technology objects creating implies a comprehen-
sive account of such objects' material, energy and information components functioning, as well as tak-
ing into account the human factor as their effective operation component. From the project manage-
ment theory it follows that this approach corresponds to the research direction “Project and program
management processes” [19].
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With regard to the MCI facilities protection, the following set of main subprojects UPy is pro-
posed for each of the program (1) projects, whose implementation is managed on the basis of a sys-
tematic approach to security types classification:

UPmci={UPp_sec; UPeN sec; UPIN sec; UPper sect (2)
where UPpy_sec — “Physical security” subproject which includes measures to prevent unauthorized
physical access to MCI facilities and their information resources;

UPen_sec — “Energy security”, subproject which includes measures for guaranteed energy supply
of MCI facilities in peacetime and when a special regime period,;

UP\\_sec — “Information security” subproject which includes measures to protect communication
systems and document flow at MCI facilities;

UPrer sec — “personnel security” subproject, which includes measures to manage the develop-
ment and implementation of personnel policy at MCI facilities.

In some cases, this set can be expanded by additional subprojects of a special direction — financial se-
curity UPgN _sec,, procurement security UPproc_sup, regulatory support for projects UP\es sup €tC Then de-
noting the total number of main subprojects with M, we write the expression (2) in the form:

UPnci={UPpn_sec; UPen sec; UPIN_sec; UPum_rets UPRIN sec;

UPrroc _sup; UPLec sup; ---; UPtecH sup; --.; UPw}. (3)

It is also proposed to introduce for each of these main subprojects, a set of project manager's

standard works Jyc, which should cover the full range of measures for creating a security system; so

such program implementation management will ensure the MCI facilities protection. Based on the

principles of a systematic approach to the process of creating the MCI protection system, such works
set shall cover:

Imer={Ix; Jorrenn; Jwryro; JerTp} 4)
where Jx — works on determining the list of all significant characteristics of MCI facilities subject to
protection (material values, energy, information and personnel support of MCI facilities);

Jorrenp — Work to identify the likely offenders characteristics to prevent from the protection sys-
tem shall be built (for sub-project UPpy sec — terrorists, unauthorized visitors and their technical
equipment; for subproject UPey_sec — Characteristics of the threats to the energy system of MCI facili-
ty; for subproject UPy_sec — hackers and unauthorized users; for subproject UPper sec — Characteris-
tics of MCI personnel constituting threats to the facility operation physical, energy and information
components, at the same time posing risks related to intellectual capacity of the personnel and labor
relations);

Jwrvrp — Works to determine the protection technologies required to prevent the offender's illegal
actions (information, technical and power related);

JerT, — Organisational works for practical implementation of MCI facilities protection projects
(design, construction, commissioning and maintenance of operation).

It should be noted that at separate projects the above list of typical activities can if necessary be
supplemented with other activities (organization and management of MCI facilities protection new
techniques development and creation processes Jyew, Organization and control of MCI facilities pro-
tection new equipment and technologies tests Jrests and the like).

It is obvious that the proposed set of standard works Juc is also based on a systematic approach
to creating a MCI protection system, since it covers work on identifying the security objects' properties
and the nature of threats, as well as work on selecting the necessary protection technologies and prac-
tices for their creation and embodiment.

Denoting the total number of typical works with N, we write this set as:

Imci={Ix; Jorrenp; Jwryro; JerTps Inews Jrests; -+ Jn; -oes IN- (5)

According to (1), (3) and (5) we build the entire assembly Qmci={PPwmci; UPwmci; Imci} of MCI
facilities protection program PPy, projects, subprojects and works, where each element ¢ mne Qumci
represents a single n-th job which execution control will protect the MCI I-th facility protection in re-
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spect of m-th threat type criterion. The resulting entire assembly Quc; embodies a classification of
basic projects, main subprojects and typical works at MCI facilities protection program projects.

From a mathematical viewpoint, the Quc; set is a three-dimensional matrix (a three-dimensional
array of MCI protection project manager works) Q. = (0, .).u .~ » Which initial filling creates tem-

plates for similar projects. This matrix allows an efficient work with databases of artifact projects, us-
ing them when planning projects for MCI facilities protection and enlarging those databases with new
projects and works.

A graphical representation of entire set of projects and works Quc shaped as the “Parallelepiped
of management tasks for MCI facilities protection projects” is shown in Figure.

=

(UPPH_SEC
[~
UPen_sec \\ // MCI protection projects
UPiN sec \\ I~ 1 1 templates database
UPPER SEC \ \ \ \ / //
UP, - ~_ N ™ =%

ved SOOI AT

\  UPwm \\\\\\\\\// L~ //
~d T ~L0_-T1 L7
PN |~ MCI protection artefact

projects database

Program “Parallelepiped of project management tasks for marine critical infrastructure facilities protection”

As seen in Figure, the entire set Quc, allows us to systematize the processes of templates database
creation.

Thus, the obtained entire projects and works set Quci components renders possible to systematize
the project manager work on managing the MCI facilities protection projects program PPy at all
phases of their existence.

It is obvious that in real practice the project manager shall build an individual “Parallelepiped of
protection projects management” Qwciin sec fOr €ach component of the security projects array (1) for
each i-th basic project of projects PPyc, program.

An example of a practical construction for a portion from the entire projects and works set
Qumci- As an example, let's consider a fragment of the initial implementation for one of the projects
making part to the projects PPyc, program, namely the Ps ¢ project. ensuring the marine stationary
platform safety (Ps.r1e Psir). We examine sequentially the features of managing subprojects in ac-
cordance with (3) on the example of UPs r1-p1 sec “Physical security” subproject for which a fully de-
veloped security subproject is not yet available.

Both from the printed sources [18] and the long-term experience accumulated by the Admiral
Makarov National University of Shipbuilding on surveying the marine stationary platforms (MSPs) on
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the Black sea well known is that the main task of the “Physical security” UPs r1-pn_sec SUDproject is to
manage the processes of preventing an unauthorized physical access to MSPs. Such subprojects usual-
ly require taking into account the particular given MSP's geographical location Js.r1-pn sec-xr, its de-
sign features from the facility access viewpoint Jsir1-pn_sec-xnm et @and determining the significant
characteristics of this MSP as an object of material value Js; r1-pn_sec-xproc_sup-

Then, according to (5) the subproject Ps ¢, implies a necessary control as to following works
making part to Jx subset for determining its significant characteristics list:

\]SLFl—PH_SEC—Xz{\]SLFl—PH_SEC—XF; \]SLFl—PH_SEC—XHM_FCT; JSLFl—PH_SEC—XPROC_SUP}- (6)

Management of works attributed to Jorrenp SUbset on determining the likely offenders' character-
istics for which prevention the protection system shall be built can be divided into:

— managing the Jsir1-orrenp-wt bock WOrks to identify characteristics and develop the alleged ter-
rorists and saboteurs behavioral models that may pose a threat of unauthorized entry to the territory of
MSPs by surface, underwater and air routes;

— managing the Js r1orrenp-new orreno WOPKS to identify characteristics and develop behavioral
models of unauthorized visitors who intend an unauthorized entry to MSPs territory for the material
gain purpose;

— managing the Js ri.orreno-wT vyrRo WOrks to identify characteristics and developing models of
technical equipment operation (on water surface, underwater and airborne) that can be used to pene-
trate the protected MSP water area for the purpose of transporting offenders or equipment intended
for unauthorized data retrieval or destructive damage.

Thus, according to (5) for Ps_r; subproject, the project manager must organize managerial control
over following works making part to the Jorrenp  SUbSet for determining the likely offenders' charac-
teristics:

JSLFl—PH_SEC—OFFENDz{JSLFl—PH_SEC—WT DOCK; \]SLFl—PH_SEC—NEW OFFEND; JSLFl—PH_SEC—WT YRD}- (7)

Managing the works referred to the Jwryrp Subset for determining the security technologies re-

quired to prevent the offenders' illegal actions usually involves creating a multi-level system of MSOs
protection which can be summarized as the following measures aggregate:

JsLr1-PH_sec-wT YRD={JSLF1-PH_SEC-HM_FCT SLF; JSLF1-PH_SEC-HM_FCT PRT;

JSLFl—PH_SEC—HM_FCTDock; \]SLFl—PH_SEC—HM_FCT tests}a (8)
where Jsir1-pr_sec-nm_rcT sir IS @ Set of measures for managing the processes of intruder detecting, his
actions monitoring, and evaluation of risks associated with those actions;

JsLri-pH_sec-um et prT 1S @ Set of measures for managing such intruder warning that he is detected
and about the need to stop unauthorized activities;

JsLr1-pH_sec-HM_FcT Dock 1S @ Set of measures to manage the forceful counteraction to the intruder,
aimed to motivate him for unauthorized activities abandoning;

JsiLr1-pH_sec-HM_FoT ests 1S @ Set of measures to manage the forceful counteraction to the offender,
purposed to force him for stopping the illegal actions.

Managing works from the Jerr, Subset on organization of MCI facilities protection projects prac-
tical implementation usually includes four main groups jobs:

\]SLFl-PH_SEC-WT YRD:{\]SLFI-PH_SEC-PRTpl; \]SLFl—PH_SEC-PRTpZ; \]SLFl-PH_SEC-PRTpS; JSLFl-PH_SEC-PRTp4}a (9)
where Js r1-pH_sec-rrTp1 1S WOrk on managing the development and design of a system securing MSPs
against the identified threats;

JsLr1-pH_sec-prTp2 Tefers to the management of works on organizing the MSP protection system
building;

Jsir1-pH_sec-prTps 1S the management of works on the organization of MSP protection system ac-
ceptance tests and commissioning;

JsiLr1-pH_sec-prps EFErs to the management of works to organize the MSP protection system opera-
tion.
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Thus, dependencies (6) — (9) allow the MSP security project manager to schedule a list of typical
activities for managing the UPs r1-pn sec “Physical security” subproject as an integral part of the ma-
rine stationary platform security project Ps r; Within entire PPy, projects program.

Similarly, taking into account the operation specific features and special requirements for the pro-
tection system, jobs arrays are composed as sets relevant to other subprojects of Ps ¢, project and other
components of PPy, projects program.

To mention is that the complexity of project managers work will decrease by the measure of pro-
ject templates database and the artifact projects database accumulation (Figure).

Discussion of elaborated classification of MCI facilities protection projects. Since in Ukraine
the task of managing the MCI facilities protection projects is at an early elaboration stage, those pro-
jects successful completion greatly depends onto development of such projects classification features
based on a systematic approach. This approach provides for a comprehensive consideration of all fac-
tors contributing the MCI facilities safety. These factors include:

— coverage by security measures of all basic MCI facilities, which failure will lead to losses on a
national scale; such facilities are subdivided into point objects (water transport, stationary facilities of
marine infrastructure), plane area-laid (ports, shipyards) and longitudinally-extended (water transport
routes) facilities;

—taking into account the peculiarities of functioning and protection as to MCI facilities' main
system components which include the protection of material, energy and information resources as well
as safeguarding against threats posed by unreliable or incompetent personnel;

— planning a set of works to build the MCI facilities protection system that provides answers to
project manager's key questions: “what shall we protect?”, “from whom shall it be protected?”, “how
should it be protected?”” and “how shall we arrange such a protection system?”.

The classification of MCI facilities protection projects here above proposed is built based on just
these factors. It represents a “Parallelepiped of project management tasks for MCI facilities protec-
tion”, built on the basis of three sets: the program of respectively, PPyc projects, UPyc subprojects
and Jyc, jobs. The proposed classification is systemically complete and provides the scientific and or-
ganizational basis assisting the project manager's work at the MCI facilities protection project plan-
ning phase.

The general pattern or Qy, totality of basic projects, main subprojects, and standard works of
MCI facilities protection projects program lays the procedural structure serving in basis to organize
effectively the MCI facilities protection projects managers,' activity since it allows reducing the time
they spend on project planning, using templates and project artifacts accumulated in the corresponding
databases throughout the management team project activities.

The considered example of a practical activities' plotting for a portion from projects and works
entire set, namely “Physical security of a marine stationary platform” subproject clearly demonstrates
the content of the project manager's activity in planning typical works for such kind of critical marine
infrastructure facilities.

Conclusions

The article proposes a classification of marine critical infrastructure facilities protection projects
based on the systematic approach principles and considering the protected facilities with regard to four
main threats types: threats to those facilities' physical, energy, information and personnel security. The
developed classification also takes into account the protected objects' features, existing threats to their
functioning and the technological opportunities to render them secured.

The study served to formulate a program of basic projects purposed to ensure such facilities' safe-
ty the protected objects being subcategorised into main point, plane area and extended marine critical
infrastructure facilities.

Created is the project manager's working tool embodied with a set of typical works which succes-
sive implementation management will contribute to both rational creation and efficient operation of
the marine critical infrastructure facilities protection system.

At the issue of research carried out, an entire set of the marine critical infrastructure facilities
protection system Program’s projects, subprojects, and works has been built in the form of a three-
dimensional matrix (a three-dimensional array of project manager's jobs), that matrix initial filling cre-
ates templates for similar projects.
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The resulting matrix gives the theoretical basis for marine critical infrastructure facilities protec-
tion system projects qualitative planning and formalizes the processes of those projects' new work
templates databases creating, as well as contributes to the systematic use of existing templates on work
and artifact projects for the marine critical infrastructure facilities protection projects.
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