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PULSE METHOD OF WATCHDOG DEVICE BUILDING
FOR SUBSCRIBER TELEPHONE LINES CONTROL

MA. Muxumiok, B.B. Xoma. IMnyabcHuii MeTol 00Y10BH CTOPOKOBOIO HMPUCTPOI0 KOHTPOJIIO A00HEHTCHKHUX Tele)OHHUX JIiHiii.
Iuranns 3axucty indopmanii HaOyBaIOTb y Cy4aCHOMY CBIiTi BCe OLTBIIOro 3Ha4eHH. OJJHIM 3 OCHOBHUX JDKepel 3arpo3 iHdopMartiiiHiii 6esmeni €
KOHTaKTHI Mix’e€1HaHHs 10 aOOHeHTChKUX TenehonHux miHid (ATJI) B Mepexax Tene(OHHOro 3B’sI3Ky MPUCTPOIB TEXHIUHOI po3Binku. Mema:
Mertoto poOOTH € NPEACTaBIEHHS! HOBOTO IMITYJIbCHOTO METO/TY BUSIBIICHHS! HECAHKIIIOHOBAaHHX MifiKimoueHb 10 ATJI, onvcanHs BapiaHTy peanizanii
CTOPOIKOBOTO NPHCTPOIO KOHTPOIIO Ta NpHHIMITY Horo (yHkuionyBaHHst. Mamepianu i memoou: CyTb MeToza NOISTaE B aHANI31 peaxiii Ha
IMITyJTbCHI 30y/DKEHHS ABOX KOJIMBHHX CHCTEM APYroro nopsiaky. [linkmodeHsst TeneoHHOT 3aKIa/IKi 3yMOBITIOE PO30aiaHC CUTHAIIB MK KOJIHB-
HHMH JIAHKaMU, 1110 ¥ 3aCBil4ye HasBHICTb 3aKianku. Pesyrsmamu: OmnvcaHo CTPYKTypy Ta (yHKIi CTOPOKOBOrO HMPHUCTPOIO HA OCHOBI LIbOTO
METOTy, SIKHI CKIIATaeThes 13 TBOX YAaCTHH — aHAJi3aTopa i OoKaTopa, sIKi pO3MIlIeHO Ha MPOTUIEKHHUX KiHIIX KOHTpOnboBaHO! AimtHKH ATJL
JletanbHO pO3IIITHYTO BapiaHT peatizalii iMITy IbCHOTO JIHIHHOTO aHaITi3aTopa i KaHaTy ONPALFOBAHHS CHTHATIB.

Kniouosi cnosa: aboHeHTChKa Teae()OHHA JIiHisl, CTOPOKOBUIT IPUCTPil KOHTPOJIIO, IMITyJIbCHUI METO/I, KaHaJl OTPALOBaHHS JaHUX.

M.Y. Mykytyuk, V.V. Khoma. Pulse method of watchdog device building for subscriber telephone lines control. The problems of
information security in modern world are becoming increasingly important. One of the main sources of threats is the contact connections to
the subscriber telephone lines (STL) in the telephone networks of technical intelligence communication devices. Aim: The aim of this work
is the presentation of the new pulse method of unauthorized connections identification to the STL, description of implementation and
principle of operation of the watchdog control device. Materials and Methods: The method consists in analysis of response to pulse excita-
tion of two second-order oscillating systems. The connection of telephone wiretap causes unbalancing of signals in oscillatory circuits and
this certifies the existence of the bug. Results: The structure and functions of the watchdog based on presented method is described. This
device consists of two parts — analyzer and blocker allocated at the opposite sides of the controlled STL. The variant of implementation of
the pulse linear analyzer and channel of signals processing is considered in details.
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Introduction. The problems of information security in modern world are becoming increasingly
important. This concerns each of companies that have corporate data, developments and so on and
every person that has personal confidential information. One of the main sources for information
security is the contact (wired) connections to subscriber telephone lines (STL) in telephone connection
lines of technical intelligence devices.

Methods of wiretap detection to STL are based on fact that direct attachment of exterior devices
causes changing of physical parameters of lines, i.e. voltage, current and capacity. Analysis of threats
for telephone communication has showed that subscriber line is the most vulnerable element of the
phone system. This is due to fixed access for unauthorized persons to automatic telephone exchange
(ATX) equipment, and the voice message wiretapping in junction lines and main channels of commu-
nication systems is hard because of group signal demultiplexing need [1, 2]. A STL has inhomo-
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geneous structure. In standard case, it is possible to highlight subscriber’s cable line section and the
main and secondary cable sections [3].

Information threats are implemented through technical intelligence devices connecting to
STL [4...6]. Such connection is low-probable case at the section of multiple-pair telephone cables
(especially at the main cable section, where the cable installed as underground communications). The
most simple and most probable case is the connection to open sections of subscriber wires [2, 7].

There are many methods of STL control developed for today each of in working so in powerless
mode [8, 9]. However, the devices that implement such methods are designed for prospecting, i.e. for
carrying out planned or unplanned control of STL parameters for telephone bugs detection. As the
control of the STL parameters is not exercised during the period between prospecting works so the
threat from unauthorized connection to STL after carrying out prospecting works will not be revealed —
that is the main lack of such approach. In this sense, the so-called watchdog devices working by the
principle of continuous control of the STL parameters. However, the arsenal of the methods suitable
for implementation of watchdog devices is the extremely limited. Usually in a basis of watchdog
devices operation the control of supply voltage is imposed. Reliability of control results is low that is
caused on the one hand by the low power consumption of modern wiretap devices and with another by
natural fluctuations of STL supply voltage. Therefore, search of new methods of watchdog devices
creation, which allow getting increased reliability of control results of the STL parameters, is actual.
Then it is possible to elicit the facts of unauthorized connections in real time.

The aim of the work is the presentation of the new pulse method of unauthorized connections
identification to the STL, the implementation case description and the principle of operation of the
watchdog device.

Materials and Methods. Basics of STL pulse control method and concept of watchdog devices
constructing based on this method. Permanent improvement of technical intelligence devices compli-
cates the problem of its detection. The reason is in reducing of their influence on parameters of tele-
phone lines. This requires not only sensitivity improvement of control tools but also the invariance
supplying to various destabilizing factors against which the control of informative parameters
provided.

The capacity of a telephone line is one of the parameters by which you can identify unauthorized
connections. Despite the fact that the input capacity of the modern telephone bug is only a few PF,
contact STL connection will lead to a sudden capacity increasing, though relatively modest.

This work describes the new pulse method of STL capacity control. The essence of this method is
in reactions analyzing to the impulse excitation of two oscillating second-order systems. The impulse
response of one of the systems is directly determined by the parameters of controlled telephone line.

As known, “a clean line” in simplified view (line without unauthorized connections) can be re-
presented as capacity Cx between two wires of telephone line. The connection of parallel wiretap in model
is represented by capacity Cy. So, the capacity of controlled telephone line Cy can take such values:

— for “clean line”

CX: C]{ 5 (1)

—in case of wiretap connection Cr3

CX = C[{ +C w . (2)

The model of pulse linear analyzer is shown in Fig. 1. This figure shows that sequential LC-
circuits are the oscillating systems.

Controlled telephone line connected to the pulse source through the represented in the diagram
inductor L, and resistor R, forming the first controlled CLR-circuit. The second CLR-circuit is also
composed of inductor L,, resistor R, and adjustable capacitor C, but in a different sequence. So, the

built controlled and exemplary CLR-circuits can be described as voltage dividers with the output
voltage U, and U:
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1= Up s (3)
1+sC R, +s>C L,
sCyR, +s2C,L,
,=U, o2 @)
1+sCyR, + s*C,L,
and the output signal of linear analyzer U, is their sum
Uout = Ul + UZ ’ (5)
where s— Laplace operator,
U, —input voltage.
J U1
L8 * Il
. L1 R Ox
Up L= ;
o Ro L2
| - T
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Fig. 1. The scheme of linear pulse analyzer

Adjustment of the linear analyzer provides selection of the adjustable capacitor capacity C, for
fulfillment of the condition of expression (1), i.e. is uniformity of values of capacitor capacities and
the “clean line” Cx. Then on condition of identity of inductor coils parameters (L,=L, and R|=R;) drop
in voltage U; and U, have the identical amplitude and frequency, but opposite phases therefore their
sum is equal to zero. The telephone wiretap connection causes voltage unbalance of signals between
oscillatory chains and testifies about availability of wiretap.

One of variants of implementation of the watchdog device based on a pulse method is included
below. To increase the reliability of watchdog device operation it is reasonable to perform control of
STL section where unauthorized connections are the most probable: STL section from a telephone set
(TS) to a distribution cabinet. Therefore, the watchdog device functions are referred also allocation of
a controlled section of STL in addition to change of capacity control.

Structure and functions of the watchdog device for STL condition control. The watchdog control
device (WCD) consists of two parts — the analyzer and a blocker placed on the opposite ends of a
controlled section of STL (Fig. 2). The blocker is established near TS and the analyzer is placed from
the opposite side of the line, for example, in a telephone cabinet. Analyzer and a blocker are the
components of one device. During functioning they transfer data among themselves that is reflected by
a dashed line in figure.

subscriber's cable Trunk line of STL
TS Blocker Analyzer ATX

Fig. 2. The scheme of connection watchdog control device for STL

The blocker provides:
— disconnection of telephone set from STL in the absence of current at local line (hand receiver);
— telephone handset pick up control;
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— communication with analyzer;

— signaling about the detected unauthorized connection.

Two aspects cause the need for a blocker:

— increasing the reliability of results of control by elimination of the destabilizing shunting
influence of a call chain of TS, first of all the separating capacitor against which it would be im-
possible to commit the minor changes of STL capacity caused by connection of a telephone wiretap;

— blocking of technical channels of the voice information leakage from a room with picked down
telephone handset of TS caused, for example, by microphone effect or “high-frequency intrusion”.

The analyzer functions are following:

— de-energization of a controlled STL section by detachment of the main cable for reduction of
influence on results of control of the different destabilizing factors;

— forming of the probing signal in the form of short pulses;

— control of an ATX call signal;

— communication with telephone blocker.

Operation of the watchdog control device of STL in more detail is explained by the function chart
(Fig. 3). The watchdog device can be in STL control mode if the tube is postponed and in a waiting
mode at the picked up handset or at receipt of a call signal from ATX.

The picking up of a telephone handset causes disconnection of a circuit. The lack of a current in
circuit is registered by sensor of current (SC), the blocker control unit (BCU) breaks contacts of the
blocker (CB) disconnecting the TS from wired line. In addition, there is an activation of the analyzer.
Analyzer control unit (ACU) switches for this the contacts of analyzer selector switch (AS), then the
controlled section of telephone line is disconnecting from main cable and connecting to pulse linear
analyzer (PLA).

At connection of a telephone wiretap, the capacity of a controlled line section suddenly changes
and there is an imbalance signal at the output of the pulse linear analyzer. Based on this, the channel of
signals processing (CSP) starts a signaling device (SD).

Changing the state of watchdog device into standby mode can be proceed in two ways.

to TS

Fig. 3. Function chart of watchdog device control of STL

To initiate telephone connection the subscriber picks up the handset and unblocks the telephone
set by manually pressing buttons on a blocker. Shunting of a subscriber line by impedance of colloqui-
al part of the telephone set breaks the fluctuating process, is recognized by the analyzer, causing a
connection of a controlled section of STL to main cable. Thus, whole subscriber’s line goes to the
regular mode and subscriber hearing a buzzer can dial a number.

On the other hand, shutdown of the watchdog device happens in case of receipt of call signals
from ATX. In a node of control of the analyzer, there is a selection of pulses of a call and switching of
contacts of the analyzer. This signal is transmitted to a blocker for connection of the telephone set to
the line. As telephone handset is picked up, so a call of the subscriber has to trip.
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It is possible to apply one of wires of the controlled line and a grounding line of object to
communication of management nodes of the analyzer and blocker. It will allow to separate chains of
measurement and management and to avoid the shunting impact of elements of management nodes on
an impedance of controlled section of STL.

Description of the pulse linear analyzer and channel of signals processing of the watchdog
device. Above the structure and functions of the watchdog control device in general is described.
These functions can be separated into two categories:

— primary (metrological), involved with registering of line capacity change;

— secondary (commutation), which provide changing state from a verification mode to a waiting
mode and vice versa, and also the best conditions for control of a line capacity change.

The core of the watchdog device of control is the pulse linear analyzer, which with the channel of
signals processing defines metrological properties of the whole device. The scheme of the pulse linear
analyzer and the scheme of the channel of signals processing are given in Fig. 4 and 5 respectively.

Two inductor coils are the parts of the pulse linear analyzer (L, and L,) with identical para-

meters, adjustable capacitor (C,), pulse generator (PG) and voltage summation unit (VS). Transfor-

mation function of the analyzer is described by the expressions (3)...(5). Research results of the pulse
linear analyzer are presented in work [10].

=<co
uz2

U1 Vs U out -

Fig. 4. The scheme of pulse linear analyzer

In case of sudden change of the line capacity there is an imbalance of fluctuations of controlled
and standard CLR-circuits. The imbalance signal (after straightening (ST) and integration (INT) using
corresponding devices) arrives to the threshold device (TD) which operation establishes the trigger (T)
in a high state. That is an informative flag of unauthorized connection to STL. It is possible to use the
light and sound signal to the notify about threat for information security.

_ D T
from linear ST INT S| 1 to signalizer
o

adapter
» M 4+
_]'_ R
T L

RESET

Fig. 5. Scheme of signals processing of the pulse linear analyzer

Conclusions. The need for improvement of characteristics of watchdog devices used for detec-
tion of unauthorized connections to STL is proved in this work. The pulse method of telephone lines
capacity control is provided. The watchdog devices can be constructed using this method. The struc-
ture and functions of the watchdog device constructed on the basis of the developed method is
described. The variant of implementation of the pulse linear analyzer and channel of signals pro-
cessing is considered in details.
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