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USING BLOCKCHAIN TECHNOLOGY TO IMPROVE
SECURITY IN THE DISTRIBUTED INTERNET OF THINGS

O. Cmpenvyos, M. Kampiuenko, FO. Opnogeyvkuil, M. I punvos. Bukopucranus texnosorii blockchain pis nokpauenns 6e3nexu
y posnoxiienomy inTepHeri pedveii. Cy4acHuil pO3BHTOK IH()OpPMALIMHUX TEXHOJOTIH aeqani Oinblie OpiEHTYEThCS Ha MOOYIOBY
pO3MOITIeHUX cucTeM, 30kpema [HrepHety peueit (I0T), skuit 00’ €1Hye MUTbSIpIU NPUCTPOIB Y €MHY rio0aibHy iH(pacTpykTypy. [IpoTe
Mmacimtabue mommupeHas [0T CympoBOMKYETbCsS 3pOCTaHHAM PH3UKIB y cdepi kibepOesmeku, OCKIIBKH LEHTPATi30BaHi MiAXOIH 0
36epiranHs Ta 0OPOOKHM JaHHX YacTO BHSIBISIIOTHCS BPA3IHBHMH [0 aTaK, MaHIMyJsLiid abo BiAMOB obnagHaHHs. Y bOMY KOHTEKCTI BCe
Oinbiiol yBarw HaOyBae BHKOPHCTAHHS TEXHOJIOTii OJIOKYEHH, sKa 3aBISIKH CBOIM KIFOYOBHM XapaKTEPHUCTHKaM — JeLeHTpai3arii,
MPO30POCTi Ta HE3MIHHOCTI JaHHX — BIAKPUBAE HOBI MOXJIMBOCTI ISl MiABHILNEHHs PiBHS O€3MEKH B po3moAiieHoMy lHTepHeTi peueir. Y
CTATTi PO3MIISIHYTO HpoOJieMaTuKy 3abesnedyeHHs 3axucTy iHdopmauii B loT-cucremax, HpoaHalli30BaHO OCHOBHI 3arpo3u, Taki sK
HECaHKI[IOHOBaHUH NOCTYTI, MiApoOKa JaHUX, BUTOKU KoH(ineHMiHHOT iHpopmanii Ta DDoS-araku. OcobiiBa yBara NpuIULIETECS aHANI3Y
Toro, sik imterpamis blockchain 3marHa MiHIMI3yBaTH Wi PH3HMKH LUIIXOM JCLIEHTPATi30BaHOTO YHPABIIHHSA TOCTYIIOM, aBTCHTHU(IKaIii
HPHUCTPOIB, 3aXHUIICHOrO 30epiraHHs Ta nepefadi AaHUX. PO3INISHYTO MOMIMBOCTI 3aCTOCYBAaHHS CMapT-KOHTPAKTIB JUIsl aBTOMAaTH3awil
nporeciB B3aeMoii Mixk Bysinamu loT-Mepesxi, 0 MigBHILYE JOBIpY MiXK Y9aCHHKAaMHU Ta 3HIDKY€ NOTpeOy y IOocepeqHUKaxX. Y pe3ybTaTi
JOCIiKeHHsT BH3Ha4yeHo, mo noeananus [oT ta blockchain ctBoproe mepeaymoBu 1uisi moOYIOBH HAAifHHX, CTIMKHX IO 3JTOBMHCHHX
BIUIMBIB PO3MOAINCHUX cucTeM. Lle Moxke MaTH NpaKkTHYHE 3aCTOCYBaHHS y TakuX cepax, K «po3yMHi» MicTa, MPOMHUCIOBHIT IHTepHET
peueid, OXopoHa 3/I0pOB’S Ta €HepreTHka. BoJHOYac BiJ3HAYEHO BUKJIMKH, IOB’S3aHi 3 MacIITa0OBaHICTIO, 3aTPUMKAaMHU IPH 0OpoOI
TPaH3aKIii Ta E€HEProcHOKMBAHHAM. [IepCIEKTHBHHUMM HalpsMaMH HOJAIBLIMX OCIIDKCHb € ONTHMi3allis HPOTOKOJIB KOHCEHCYCY,
BUKOPHCTAHHS MOPHIHUX apXiTEKTyp Ta po3poOKa crerianizoBanux pittens st loT-cepegoBuina.
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O. Streltsov, M. Katrichenko, Yu. Ornovetsky, M. Hrynyov. Using blockchain technology to improve security in the distributed
internet of things. The rapid development of information technologies increasingly focuses on building distributed systems, in particular the
Internet of Things (IoT), which integrates billions of devices into a single global infrastructure. However, the large-scale adoption of IoT is
accompanied by growing cybersecurity risks, since traditional centralized approaches to data storage and processing often prove to be
vulnerable to attacks, manipulations, or equipment failures. In this context, the use of blockchain technology is gaining increasing attention.
Owing to its key features — decentralization, transparency, and immutability of data — blockchain provides new opportunities to enhance
security in distributed IoT environments. The article addresses the problem of information protection in IoT systems and analyzes major
threats such as unauthorized access, data tampering, leakage of sensitive information, and DDoS attacks. Particular attention is given to how
the integration of blockchain can minimize these risks through decentralized access management, device authentication, and secure storage
and transmission of data. The use of smart contracts for automating interaction processes between IoT nodes is also examined, highlighting
how they foster trust among participants and reduce the need for intermediaries. The findings suggest that combining IoT with blockchain
technology creates the foundation for secure and resilient distributed systems that are resistant to malicious activities. Practical applications
include smart cities, industrial IoT, healthcare, and energy management. At the same time, the paper outlines key challenges related to
scalability, transaction latency, and energy consumption. Future research directions include optimizing consensus protocols, exploring hybrid
architectures, and designing specialized blockchain solutions tailored to IoT environments.
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1. Introduction

In today's era of digital transformation, the Internet of Things (IoT) plays a key role in the devel-
opment of information and communication technologies, allowing physical objects with built-in sen-
sors, software and communication devices to be connected into a single network. The rollout of fifth-
generation (5G) networks, which provide high bandwidth and reduced data transmission latency, has
significantly accelerated the adoption of IoT in various areas, from smart home systems to critical in-
frastructure: smart cities, e-Health systems, industrial loT (IIoT), automated agriculture, distributed
control systems and intelligent transport [1, 2].

Although the introduction of IoT technologies contributes to process automation, resource optimisa-
tion and increased efficiency, it is accompanied by significant challenges in the field of cybersecurity. In
particular, the scale of [oT infrastructure deployment, its heterogeneity, limited hardware resources of de-
vices, and frequent disregard for proper protection mechanisms create numerous attack vectors [3].
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One of the key threats is the possibility of remote takeover of IoT devices for use in botnets —
networks of compromised devices controlled by an attacker. A typical scenario involves hacking poor-
ly protected remote administration interfaces, in particular using default passwords or unpatched vul-
nerabilities in the firmware. Such botnets can be used to carry out distributed denial-of-service
(DDoS) attacks, intercept or modify traffic, substitute data, attack the integrity of services, or interfere
with the operation of critical facilities [4].

In centralised IoT architectures, there is an increased risk of compromising key nodes, such as
central servers or microcontrollers that coordinate data exchange between devices. A successful attack
on such an infrastructure element can lead to large-scale interference in the operation of the entire
network, which highlights the need to develop mechanisms for redundancy, decentralisation, and pro-
tection of communication channels.

Thus, the security problem in the distributed Internet of Things is complex and requires an inter-
disciplinary approach, including the development of adaptive security protocols, authentication and
authorisation mechanisms, software update strategies, and the application of artificial intelligence
methods to detect anomalous behavior in network traffic. A blockchain-oriented Internet of Things
architecture with smart contract-based data transfer can significantly improve integrity and trust in
distributed Internet of Things systems [5].

2. Analysis of literature and statement of the problem

One of the main architectural models traditionally used to organise Internet of Things (IoT) sys-
tems is a centralised management model, in which the main processing, control and data storage are
concentrated on a central server or in a cloud environment. This approach is relatively simple to im-
plement, but has significant limitations in terms of attack resistance, scalability, and fault tolerance.
The central point of control creates a critical vulnerability: if the server infrastructure is compromised,
an attacker could potentially gain access to the entire network of IoT devices [6].

In contrast, decentralised architecture provides for distributed management, where each device in
the network acts as an independent node capable of communicating without the need for a centralised
intermediary. This means that compromising one device does not allow the attacker to control the en-
tire network. To completely take over control of the system, an attacker would have to compromise a
large number of nodes, which significantly complicates the attack [7].

An additional advantage of the decentralised model is provided by the implementation of block-
chain technologies, which allow the creation of a secure communication environment between nodes
by transmitting signed transactions stored in a distributed ledger. Such a ledger guarantees data immu-
tability and message authenticity, and also provides the ability to verify each transaction by other
nodes in the network [8]. Blockchain also eliminates the need for centralised trust, allowing the crea-
tion of trustless systems based on peer-to-peer (P2P) interaction. Smart contracts on blockchain create
both opportunities and challenges in automation [9].

The key advantages of decentralised IoT include:

— decentralised management, which minimises the risks associated with centralised points of failure;

— high security through digital signatures, encryption and transaction verification mechanisms;

— device identification provided by public key authentication;

— network flexibility and scalability, allowing new nodes to be connected without rebuilding the
infrastructure;

— autonomous operation, independent of the stability or performance of the central server;

— data reliability, as data is only recorded on the blockchain after verification, which prevents the
creation or substitution of information.

Compared to centralised systems, decentralised loT networks demonstrate a higher level of fault tolerance,
which is particularly important for critical applications, such as in healthcare, energy, or transport infrastructure.

Therefore, a decentralised approach to building IoT systems is a promising direction that com-
bines modern cryptographic methods, distributed computing and the concept of autonomous interac-
tion, providing a new level of security, trust and stability in the context of a rapidly growing number of
connected devices.

3. Purpose and objectives of the study

The purpose of this study is to analyse architectural approaches to building Internet of Things
systems, with an emphasis on the advantages of a decentralised model compared to a centralised one.
The paper examines the impact of decentralisation on the level of information security, resistance to
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attacks, scalability and network autonomy. It also identifies the potential for integrating blockchain
technologies to build trusted, secure and fault-tolerant distributed loT systems.

4. Materials and methods

Based on a comparative analysis of centralised and decentralised IoT architectures in terms of
key parameters of security, flexibility and resistance to attacks, scientific sources covering current ap-
proaches to ensuring security in [oT (in particular, using blockchain technologies), a logical communi-
cation diagram for a distributed IoT network with blockchain support is proposed (Fig. 1).

IoT device 4 IoT device B IoT device C
(sensor/actuator) (gateway/sensor) (microcontroller)

Blockchain core
(distributed
ledger)

Smart contracts
(rules of action)

Fig. 1. Communication model in a distributed IoT network with blockchain support

The proposed model illustrates how nodes interact in a decentralised IoT network, where block-
chain technology is used for data protection and access control.

Each IoT device (sensor, gateway, actuator, etc.) is a full-fledged network node with the follow-
ing functions:

— data collection (temperature, pressure, movement, etc.);

— signing transactions with your own private key;

— sending messages to other nodes;

— validating transactions from a distributed ledger (partially or completely).

In some cases, nodes can be full nodes or light nodes, depending on resources.

The central element of decentralised logic is the blockchain core (distributed ledger).

Each node has a copy of the registry (complete or partial). Data sent by devices is recorded as
transactions (in JSON format). Validation occurs through consensus (e.g., Proof-of-Authority, Dele-
gated Proof-of-Stake, or IBFT for IoT). Recent advances in lightweight consensus and sharding tech-
niques for IoT data exchange have demonstrated significant performance improvements under high
transaction loads [10].

Smart contracts are software rules that automate actions in response to events:

— when a certain threshold value is reached or exceeded, the sensor activates the corresponding
executive element;

— control access to data;

— process microtransactions between devices.

The communication process in the network occurs in the following sequence:

1. Data collection: The IoT device measures a parameter (e.g., temperature).

2. Transaction formation: The data is packaged into a transaction, which is signed with the de-
vice's private key.

3. Network transmission: the transaction is distributed via a P2P network to other nodes.

4. Validation: neighboring nodes check the signature, time, format and presence of conflicts.

5. Recording to the blockchain: once consensus is reached, the transaction is added to the next
block.

6. Smart contract execution: if there is a corresponding trigger, an action is performed (e.g., a
command to a relay).

7. Status update: all nodes synchronise their copies of the ledger.

[HOOPMALIIITHI TEXHOJIOT'Ti



ISSN 2076-2429 (print) . . . 131
ISSN 2223-3814 (online) Proceedings of Odessa Polytechnic University, Issue 2(72), 2025

5. Research results

This approach ensures data security — all transactions are
signed and verified, and the data is immutable. The scheme has
the advantage of autonomy: nodes operate without a central co- -

. - measurements: mapping
ordinator. L
. . . (uint == Measurement)

The proposed model is resistant to attacks because the fail- - measurementCount: uint
ure of a single node does not affect the operation of the entire
network. It has transparent access to data in an open registry that

SensorRegistry

+ logData(value: uint): void
+ getMeasurement(_id: uint):

cannot be changed in an unauthorised manner. The network has (address, uint, uint)
good dynamic scalability and does not require additional config- |
uration. uses

For the practical implementation of the logical model of a |

decentralised IoT network, the Ethereum platform was used —
one of the most widespread blockchain ecosystems with built-in Measurement
support for smart contracts.
When using this platform, each [oT device (or its gateway) - sender: address
interacts with the Ethereum network via an Ethereum light client - value: uint
node (e.g., via Geth, Infura, or Alchemy), which allows transac- - timestamp: uint
tions to be transmitted without the need to store the entire block- <<event>> Datalogged
chain on the device. (address sender, uint value, uint timestamp)

The implementation of the logical model consists of three
main components:

1. An IoT device that generates key pairs (private/public),
signs measured values (e.g., temperature) and transmits the
transaction to the Ethereum gateway.

2. An Ethereum gateway connected to the Ethereum main net or test network (e.g., Sepolia,
Goerli) that accepts transactions from multiple devices and forms calls to smart contracts.

3. The smart contract, which accepts parameters (sender, value, timestamp), stores the transaction
history in event logs or arrays, and implements the logic for notification or triggering automated ac-
tions (Fig. 2).

Each IoT device (via a gateway) calls the logData() method, passing the measured value. The in-
formation is stored in a mapping with the possibility of further reading. The Datal.ogged event allows
the system to respond to new measurements in real time (for example, in an external infrastructure via
a Web3 connection).

Implementation on Ethereum determines storage reliability: all transactions are recorded in the
blockchain and cannot be changed. Smart contracts enable the implementation of complex response
logic, which provides certain opportunities for automation.

Integration with other systems is possible, for example, payment systems for micropayments for
device services.

6. Conclusions

The proposed implementation of the model has certain limitations on the amount of storage in the
smart contract. Transaction costs (gas fees) can complicate mass data recording.

For optimisation, only data hashes can be transferred to the blockchain, while the data itself is
stored in external storage (IPFS, Filecoin).

To reduce transaction costs, Ethereum L2 solutions (e.g., Arbitrum, Optimism) can be used.

As a result, this implementation allows for the creation of a reliable, distributed, scalable IoT sys-
tem capable of autonomous operation, in which all transactions are confirmed by the Ethereum net-
work consensus, and data is protected from unauthorised modification or falsification.

Fig. 2. Diagram of a smart contract
fragment
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