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STOCHASTIC MODELING OF NONLINEAR DYNAMICS
OF THE MACHINE-TOOL-WORKPIECE SYSTEM AND
ITS INFLUENCE ON THE FORMATION OF SURFACE
TOPOGRAPHY DURING FINISHING

M. Kyniyun, A. Ycos, FO. Cikipaw. CTOXacCTHYHE MO/IeTIOBAHHS HETiHIiHOT TMHAMIKM CUCTeMH BepcTaT-iHCTPYMEHT-1eTalb Ta il
BILIHB Ha (popmyBaHHs Tonorpadii moBepxHi npu ¢inimuiii 06podui. 3ade3nedeHHs cTabLIBHOI AKOCTI MOBEPXHI NpH (iHIMHINA 06poOI
€ KPUTHYHMM 3aBIaHHSAM Cy4aCHOTO MAIIMHOOYIyBaHHs, IPOTE TPAJHIIiNHI AeTEPMIHICTUYHI MOJENI JHHAMIKM Pi3aHHS HE3JATHI MOBHOIO
MIpOIO BIiITBOPUTH CTaTHCTHYHY HpHpoXy Tomorpadii, mo (opMyeTbcs B peanbHUX BHPOOHHMYMX yMoBax. lle cyTreBe oOMeXeHHS
3yMOBJICHE ITHOPYBAHHSAM BHIAIKOBHX (DAKTOPIB, TAKHX SK MIKPOCTPYKTYpHA HEOTHOPIAHICTH OOpOOIIOBAHOrO Martepiamy, (IIyKTyaiii
3HOCY IHCTPYMEHTY Ta 30BHIIIHI BiOpaliiiHi 30ypeHHs. Y naHiil poOOTi 3apoIIOHOBAHO HOBY HEJHIHHY CTOXaCTHYHY MOJENb JTUHAMIYHOT
CHCTEMH «BEpPCTAT-IPUCTOCYBAHHS-IHCTPYMEHT-JETAlIbY), SKa H03BOJIIE €(EKTHUBHO MOJOJATH LEH PO3PUB MK TEOPI€0 Ta HMPAKTUKOIO.
MareMaTHYHO CHCTEMa ONHUCYEThCS CTOXAaCTHYHUM JU(EpEeHIIabHIM pIBHIHHSAM i3 3ali3HCHHAM, IO KOMIUIEKCHO BpaxoBYy€
pereHepaTUBHUN e(EeKT CUII pi3aHHs, HENiHIIHY KyOi4Hy »KOPCTKICTh KOHCTPYKIIi Ta aAUTUBHI CTOXaCTHYHI 30ypeHHs TUIy OiIoro HIymy.
UncenpHa peaiizallis MOZENi BHKOHaHa 3 BHKOPHCTaHHAM Merony Eitnmepa-Mapysimu B pamkax amroputMy Monte-Kapno (N=50).
PesynbTaT MOAENIOBaHHS MMOKa3ajiM, IO CTAOLIbHA CHCTEMa IiJ Ji€lo yMy (OpMye CTOXACTHYHHUH aTpPakTOp, TEHEPYIUH OOMEKeHi
HeTIepioyHi KONMMBaHHA. ['0JIOBHIM HayKOBHM pe3yJIbTaTOM € M0oOyaoBa IMOBHOI (GyHKIIi po3moainy HMOBIpHOCTEH Ul IPOTHO30BAaHOT
CepeTHbOKBAIPATUYHOI IIOPCTKOCTI i3 cepeHiM 3HaYeHHsIM p=14,14 MKM, 110 JO3BOJISIE IEPEHTH 1O HMOBIPHICHOTO MPOTHO3YBaHHS SIKOCTI
TIOBEpPXHi 3aMiCTh BUKOPHCTAHHS €IMHOTO IETEPMIHOBAHOTO 3HadeHHs. [IpoBemeHa Bamimamisi aXeKBaTHOCTI MOJENI IPOJEMOHCTpYBaia
BHCOKHUiT KoebimieHT neTepmiHamii (R*=0,9999) mix JIUCTIEPCI€I0 BXIHOTO MIyMy Ta BUXIJHOIO IMCIEPCIEI0 3MIIIEHHS, IO IMiATBEPIXKYE
(hi3nuHy KOPEKTHICTh 3aMPOIIOHOBAHOTO MMiaX0y. Po3pobiena MeTo10IIoTisl CTBOPIOE HafiifHy OCHOBY JJIs IIPOTHO3YBaHHS HEBU3HAYEHOCTI
TEXHOJIOTIYHOTO MPOLECY, OL[IHKK HaAiHHOCTI 00pOOKHM Ta MiHIMi3alil OpaKy Ha BiJOBINATbHUX (DIHIIIHUX ONEpPaIisiX.

Kniouosi cnoea: cTOXacTMYHE MOJETIOBAHHS, HENiHIMHA WHAMiKa, MeXaHi4Ha 0OpoOKa, Tomorpadis MOBEpPXHi, CTOXacTHYHE
nmudepeHianbHe PIBHAHHS 13 3aMi3HEHHsIM, cuMyJisiist Monte-Kapio, perenepatiBuuii eext

M. Kunitsyn, A. Usov, Yu. Sikirash. Stochastic modeling of nonlinear dynamics of the machine-tool-workpiece system and its
influence on the formation of surface topography during finishing. Ensuring stable surface quality during finishing operations is a critical
task in mechanical engineering; however, traditional deterministic models of machining dynamics fail to fully capture the statistical nature of
surface topography formed under real-world conditions. This limitation arises from neglecting random factors such as microstructural
material inhomogeneity, tool wear fluctuations, and external vibrational disturbances. This paper proposes a novel nonlinear stochastic model
of the “machine-tool-workpiece” dynamic system to bridge this gap between theory and practice. Mathematically, the system is formulated
as a Stochastic Differential Delay Equation, which comprehensively incorporates the regenerative effect of cutting forces, nonlinear cubic
structural stiffness, and additive stochastic perturbations modeled as white noise. The numerical implementation of the model was performed
using the Euler-Maruyama scheme within a Monte Carlo framework (N=50). Simulation results demonstrated that the stable system, under
the influence of noise, forms a stochastic attractor, generating bounded non-periodic oscillations. The primary contribution of this study is
the derivation of a full Probability Density Function for the predicted Root Mean Square surface roughness, with a mean value of
p=14.14 pm. This enables a shift from single-point deterministic predictions to probabilistic forecasting of surface quality. A rigorous model
adequacy validation was conducted, yielding a near-perfect coefficient of determination (R*=0.9999) between the input noise variance and
the output displacement variance, confirming the physical consistency of the proposed approach. The developed methodology provides a
robust framework for predicting process uncertainty, assessing machining reliability, and minimizing scrap rates in high-precision finishing
operations.

Keywords: stochastic modeling, nonlinear dynamics, machining, surface topography, Stochastic Differential Delay Equation, Monte
Carlo simulation, regenerative effect

Introduction
Stochastic fluctuations in cutting force and material properties can amplify nonlinear vibrations
and degrade surface quality in machine-tool-workpiece systems during finishing operations. These

DOI: 10.15276/0pu.2.72.2025.01
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fluctuations-such as random variations in cutting force or material heterogeneity-act as external dis-
turbances that interact with the inherent nonlinearities of the system, arising from joint friction, struc-
tural flexibility, and regenerative effects [1, 2, 3]. When subjected to such fluctuations, the system can
exhibit periodic, quasi-periodic, and chaotic vibrations, especially near resonance [2, 3]. The ampli-
tude and frequency content of these vibrations are strongly influenced by the magnitude and spectral
characteristics of the stochastic inputs [4, 5].

Surface quality is most affected by roughness and defects [4, 6], dynamic instability [7], and noise-
induced effects [4]. The statistical properties of vibrations are linked to surface topography parameters (e.g.,
R,, R, ) through regression, spectral analysis, or machine learning. Linear and nonlinear regression mod-
els predict roughness from vibration RMS [8, 9]. Spectral and principal component analysis extract corre-
lated vibration features [10]. Physics-based models simulate topography by superimposing vibrations on
the tool path [11]. Machine learning uses vibration features for high-accuracy predictions [12].

Analysis of recent research and publications

Deterministic models of nonlinear vibrations fail to predict actual surface quality accurately be-
cause they neglect random disturbances such as material inhomogeneity, tool wear, and environmental
fluctuations, leading to discrepancies between predicted and measured profiles [13]. These models are
typically validated under controlled laboratory conditions and lose predictive accuracy when applied
to industrial settings with varying machines, materials, or process parameters [13].

Idealized assumptions in deterministic models inadequately capture key nonlinearities, including
friction, tool disengagement, and regenerative chatter effects, which significantly influence surface
formation [14]. Deterministic approaches struggle to model multi-axis vibrations and high-frequency
phenomena in advanced processes like ultrasonic vibration-assisted machining, resulting in errors in
roughness prediction [15].

The Fokker-Planck equation models the probabilistic evolution of system states in stochastic cut-
ting dynamics, with recent deep learning solvers enabling solutions for high-dimensional cases [16].
Monte Carlo simulations propagate uncertainties from process parameters through cutting force mod-
els to predict surface roughness and optimize robustness [17].

Spectral analysis using Gaussian processes simulates random cutting force fluctuations and dis-
tinguishes stochastic noise from deterministic chatter in vibration signals [18]. Stochastic differential
equations incorporate Gaussian white noise into deterministic cutting models, capturing high-
frequency fluctuations for more realistic dynamic simulations [19].

Surrogate models like stochastic kriging approximate stability boundaries under uncertainty, of-
fering computational efficiency over full Monte Carlo methods [17]. High-dimensional stochastic
models remain limited for multi-physics cutting systems, lacking scalable methods for coupled vibra-
tions and surface formation [20].

Real-time integration of sensor data with stochastic models for adaptive control or online topog-
raphy prediction is underexplored [19]. Stochastic defects in materials, modeled as random variables
with probabilistic distributions, are integrated into dynamic response predictions using Monte Carlo
and statistical finite element methods [21].

Cubic structural stiffness introduces nonlinear effects like hardening/softening and jump phe-
nomena, amplifying vibrations under stochastic inputs [22]. Regenerative cutting forces, dependent on
delayed vibrations, are the primary source of chatter instability in nonlinear machining dynamics [22].

Nonlinear friction in tool-workpiece interfaces exhibits velocity-dependent behavior, influencing
both vibration excitation and suppression [23].

Problem. Most cutting dynamics models are deterministic. They can predict the stability limit
(the onset of “chipping”), but cannot adequately describe the statistical nature of surface roughness,
which is formed in real conditions under the influence of random factors. Existing models describe
nonlinear oscillations, but not their stochastic nature.

Hypothesis. The introduction of stochastic disturbances into a nonlinear differential model of the
dynamics of the machine-tool-workpiece system will allow not only to determine the limits of stabil-
ity, but also to obtain a statistically reliable forecast of the parameters of the topography of the ma-
chined surface, which is more consistent with experimental data than purely deterministic models.

The purpose and objectives of the research

To develop a mathematical model for analyzing the influence of stochastic disturbances in the
nonlinear dynamic machine-tool-workpiece system on the probabilistic characteristics of the quality
(topography) of the surface layer during finishing operations.
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Research Methodology

Stochastic differential equations (SDEs) and high-dimensional probabilistic modeling are suited
for coupling nonlinear vibrations with random surface topography, while probabilistic cellular automa-
ta are specialized for discrete microstructure evolution [24, 25]. SDEs model nonlinear instabilities
under stochastic influences, extendable to spatial effects via random fields [24, 26]. SDE-based mod-
els predict fluctuation propagation to surface topography when coupled with statistical analysis [27].

High-dimensional methods like probability density evolution handle joint uncertainties in dynam-
ic response and surface formation [28]. Numerical integration via Euler-Maruyama or Monte Carlo is
standard for nonlinear machining SDEs, as analytical Fokker-Planck solutions are limited [29, 30].

Model Definition. Dominant nonlinear forces include cubic structural stiffness causing harden-
ing/softening and jump phenomena [22], regenerative cutting force inducing chatter, nonlinear friction
with velocity dependence [23], process damping at low speeds [22], and non-smooth contact at large
amplitudes [31].

Main stochasticity sources are random material properties varying cutting forces [32], friction
fluctuations from wear [23], tool wear progression [32], abrasive grain distribution [33], and external
noise as Gaussian processes [34].

To bridge the sources of stochasticity with the governing dynamics, these random effects are in-
corporated into the cutting force F,(q,#) and as an additive stochastic term I'(¢), transforming the de-

terministic equation of motion into a system of stochastic differential equations [18, 19].
The system for relative displacement q(¢) is:

Mq(1) +Cq(1) +Kq(t) =F,(q. 1)+ T'(2),
with I'(¢) as stochastic noise [18, 19].

Inputs: stiffness K, damping C, cutting coefficients (stochastic), noise variance c’, mass M,
process parameters [35].

Outputs: displacement time series, surface topography via tool path integration, statistical mo-
ments (e.g., S, Sq ), stability indicators [18, 19, 27].

Theoretical Basis and Model Formulation

Physical Formulation and Basic Model. The aim of this study is to perform stochastic modeling
of the dynamics of the “machine-tool-workpiece” (MTW) system to predict the statistical characteris-
tics of surface topography. The key indicator that directly shapes the micro-relief is the vector of rela-
tive displacement between the cutting tool and the workpiece in a plane perpendicular to the cutting
axis.

Let us denote this vector as q(¢) € R" (where n is the number of degrees of freedom, usually n=2).

In the most general form, the dynamics of this system are described by the classical Langevin equation
(equation of motion):

Mg(#) +Cq(0) + Kq(1) = F.(0), ()
where M is the system mass matrix (nxn ), C is the damping matrix (nxn ), K is the stiffness matrix
(nxn), F_(¢) is the vector of external forces, primarily cutting forces (nx1).

This deterministic linear model (1) is unable to describe two key aspects of real processing noted
in the problem statement: nonlinear effects (vibration generation, “crushing”) and stochastic nature
(random nature of topography).

Introduction of nonlinearities. Model (1) is refined by introducing dominant nonlinear factors
identified in the literature review.

1. Structural nonlinearity (cubic stiffness): The actual stiffness of machine tool components is not lin-
ear. The elastic resistance force F, is more accurately described as a nonlinear displacement function. By

introducing dominant cubic nonlinearity (hardening/softening effects), we replace the linear term Kq(?) :

where F,(q) is a vector of nonlinear forces, whose components are usually cubic polynomials of the

components q (e.g.,~k,q).
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2. Nonlinearity of the process (regenerative effect): A key source of dynamic instability (chatter).
The cutting force F, depends not on the absolute position of the tool, but on the current thickness of

the layer being cut. This thickness, in turn, is the difference between the current position of the tool
q(¢) and the position of the tool on the previous revolution q(¢t—7), where T is the period of one

revolution of the workpiece:
Aq(0)=q(*) —q( - T). 3)
The cutting force F. also depends nonlinearly on the cutting speed q(#) (nonlinear damping of
the process). Thus, the deterministic cutting force becomes a nonlinear function with a delay:

F.() = F.(Aq(1).9() =F.(q(®) —q( - T),q()). (1)
Combining (1), (2), and (4), we obtain a deterministic nonlinear model with delay:
Mq(?) +Cq(1) +Kq(0) + K, (q) = F.(q() —q(t = T7),q(1)). )

Introduction of stochastic factors. Model Ommnoka! McToYHMK cCHIJIKM He HaijeH. is still de-
terministic and will only predict convergence to a point or limit cycles (stable “fragmentation™). To
describe the statistical nature of the topography, we introduce stochastic (random) perturbations using
the space (Q, F,P).

1. Additive noise (external fluctuations): Models unaccounted for high-frequency fluctuations in
the process: fluctuations in drives, random shocks, etc. Introduced as an additive force term I'(¢,®) .

2. Parametric/Multiplicative noise (Internal fluctuations): This is the core of the hypothesis. The
parameters of the system itself are random processes:
— Material randomness: Heterogeneities (®,, ) cause the cutting force coefficients F, to fluctuate

over time.
— Tool wear: The random wear process (®, ) causes a slow random “drift” of the stiffness K and

damping C parameters.
Thus, the deterministic matrices and functions from (5) are replaced by their stochastic ana-
logues:

C->C(iEw,),
K—->K(@#w,),
F.(..)—>FE(..w).

Final Stochastic Model. Combining all components, we obtain a system of nonlinear stochastic
differential equations with delay and stochastic coefficients:

Mq(2) + Cw)q() + K& w)q(2) + F, (@) =F.(q() —q(z = 7),q(®), o)T'(¢, @) . (6)
Physical meaning of variables in the final model (6):
— q(?) : (nx1) Relative displacement vector (instrument-part) — the quantity of interest;
— M: (nxn) Mass matrix (deterministic).
— C(t,m): (nxn) Stochastic damping matrix (includes deterministic part and wear fluctuations).
— K(t,0) : (nxn) Stochastic linear stiffness matrix (includes deterministic part and wear fluctua-
tions).

— F,(q) : (nx1) Vector of nonlinear structural stiffness forces (e.g., cubic).
— F (...,o): (nx1) Vector of nonlinear cutting force depending on:

— q(t)—q(t—T): Vector of lagging displacement (regenerative effect).

— q(?) : Vector of velocity (nonlinear damping).

— o : Random fluctuations (material heterogeneity).
— T : Period of one revolution (scalar, delay time).
— I'(t,®) : (nx1) Additive noise vector (external fluctuations).

Reduction to a form suitable for numerical solution. Equation (6) is a second-order system, which is
inconvenient for integrators. For numerical implementation, it must be converted to a first-order system.
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Let us introduce the state vector x(7) € R”:

q(®) || x,(0)
R »
q(n) ] x, ()
Then the derivative x(¢) will be:
4(¢ X, (¢
() =[‘E‘( )} :{ 0 } ®
q(t) M [Ftotal]
where F_, is the sum of all forces from the right and left parts of (6) transferred to the right (except
for Mq).

Writing the stochastic terms in canonical Ito form (where dW(¢) is a Wiener process), we reduce
(6) to the standard form of a Stochastic Delay Differential Equation (SDDE):
dx(t) =f(x(?),x(t—T1),)dt + G(x(?),x(t —T),1)dW(t). 9
This form (9) is the final result, where f(...) is the deterministic drift term containing all nonline-
ar and deterministic forces; G(...) is the diffusion matrix containing all additive and multiplicative
stochastic coefficients; dW () is the vector Wiener process.

Feasibility check. The model in form (9) is completely ready for numerical solution. It can be
implemented using numerical integrator by modified Euler-Maruyama method or stochastic Runge-
Kutta for SDDE; or Monte Carlo simulations by repeatedly (thousands of times) numerically integrat-
ing (9) with different realizations of dW(#) to obtain an ensemble of trajectories x(¢) ; or by topogra-

phy analysis where each trajectory q(f) =X,(¢) from the ensemble represents one random realization
of the surface topography. Analysis of this ensemble (calculation of R, , R, , asymmetry) will give the

desired statistical prediction of surface quality.

Research results

The stochastic differential delay equation (SDDE) model, as formulated in (9), was solved nu-
merically to investigate the system’s dynamic behavior and its resultant impact on surface topography.
The simulation was performed using a 1-DoF model with parameters representative of a stable finish-
ing process on AISI 1045 steel, as detailed in the simulation code.

Numerical Simulation Algorithm. The complex, non-linear, and stochastic-delay nature of the fi-
nal model (9) precludes a closed-form analytical solution. Therefore, a numerical approach based on
the Euler-Maruyama integration scheme was implemented in Python with a time step of df =1x107 s,
accelerated using Numba for JIT-compilation. The core computational process is divided into two
main algorithms, as illustrated in the flowcharts below: the primary Monte Carlo simulation for topog-
raphy prediction and a secondary adequacy test for model validation.

Next diagram (Fig. 1) illustrates the main simulation loop ( ;N =50) used to solve the SDDE and
aggregate the statistical results for surface topography (as shown later in Fig. 6).

Next diagram (Fig. 2) shows the validation process ( N =20 runs per level) used to test the model’s
physical consistency by correlating input noise power with output system power (as shown later in Fig. 7).

The analysis in the following sections is presented based on the outputs of these two core algo-
rithms. The analysis is presented in three parts: first, an examination of the system’s steady-state dy-
namics from individual simulation runs; second, the aggregated statistical findings from a Monte Carlo
analysis; and third, a crucial validation of the model’s physical adequacy.

Single-Run Dynamic Analysis. To understand the fundamental behavior of the system, individual
simulation trajectories were analyzed after the initial transient period (£>0.25 s).

Fig. 3 illustrates the relative displacement q(z) during the steady-state phase for three distinct

simulations. The trajectories confirm that the system, governed by the selected stable parameters (e.g.,
k,c, kn1 ,and K, ), does not diverge. Instead, it settles into bounded, non-periodic oscillations. This
behavior is characteristic of a stable nonlinear system under persistent stochastic excitation. The am-

plitude of these vibrations, which directly dictates the kinematic component of surface roughness, is
dynamically constrained by the interplay of the linear damping (¢) and the nonlinear “hardening”

MACHINE BUILDING



12 . . . . ISSN 2076-2429 (print)
[Mpani Opecbkoro nositexHiYHOTO YHiBepcuTety, 2025. Bur. 2(72) ISSN 2223-3814 (online)

stiffness (knl) . The non-periodic, chaotic-like nature is a direct consequence of the persistent stochas-

tic force term I’ (t,co) , which models the physical randomness of the process.
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Fig. 3. Steady-state displacement trajectories for three independent simulation runs (last 0.05 s)

Fig. 4 presents the corresponding steady-state phase portrait, plotting system velocity ¢(¢) against
displacement q(#) . In a classical deterministic system, a stable process would converge to a fixed point (no

vibration) or a clean limit cycle (periodic chatter). However, the introduction of stochasticity transforms
this behavior. The system converges not to a simple geometric line, but to a stochastic attractor. This
bounded, cloud-like distribution in the phase plane represents the probability density of the system’s state.
The stochastic force term continuously perturbs the system’s trajectory, causing it to densely explore this
bounded region. The dimensions of this attractor define the maximum extents of displacement and velocity,
providing a clear visual representation of the system’s dynamic stability and energy.
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Diagram 2: Phase portrait (Simulation 0, steady state)
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Fig. 4. Steady-state phase portrait for a single simulation run (Simulation 0, ¢#>0.25 s)

Fig. 5 displays a high-resolution fragment of the input stochastic force, I'(¢,®), which serves as the

primary random excitation in the model. This term, modeled numerically as scaled Gaussian white noise,
represents the aggregation of all unmodeled, high-frequency disturbances inherent in the cutting process,
such as material micro-inhomogeneities, grain-boundary interactions, and high-frequency force fluctua-
tions. This persistent stochastic input is the fundamental driver that propagates through the nonlinear and
delayed dynamics of the system (6) to generate the stochastic response observed in Fig. 3 and Fig. 4.

Diagram 3: Input stochastic force (fragment)
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Fig. 5. Representative fragment of the input stochastic force I'(¢,®) (Simulation 0)

Monte Carlo Statistical Analysis. The primary objective of this study is to move beyond singular
trajectories and provide a probabilistic forecast of surface quality. To achieve this, a Monte Carlo
analysis ( N =50) was performed.

Fig. 6 presents the principal result of the stochastic simulation. The histogram depicts the proba-
bility density function (PDF) of the predicted Root Mean Square (RMS) surface roughness, calculated
from the steady-state portion of 50 independent simulation runs. This result eschews a single, deter-
ministic prediction in favor of a statistically robust forecast.

The distribution, which approximates a Gaussian profile, is centered at a mean value p of

14.14 pm, with a standard deviation ¢ of approximately 0.72 um. This mean value represents the ex-
pected surface roughness for the given process parameters. The variance quantifies the inherent pro-
cess variability, providing a confidence interval for the achievable surface quality. This probabilistic
approach is a significant advancement over deterministic models, as it allows for the quantification of
process uncertainty and reliability.

Model Adequacy Validation. Finally, a critical test was performed to validate the physical and
numerical adequacy of the model. According to stochastic systems theory, for a stable linear or weakly
nonlinear system, the output power (variance) should be directly proportional to the input power (vari-
ance of the noise).
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Diagram 4: Monte Carlo result (N=50)
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Fig. 6. Probability density function of predicted RMS surface roughness from Monte Carlo analysis ( N =50)
Fig. 7 plots the mean output displacement variance (RMS?) as a function of the input noise vari-

ance (defined by noise strength). The simulation was run 20 times at each of 6 distinct noise levels.
The resulting data points demonstrate a clear and strong linear relationship.
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Fig. 7. Output displacement variance (RMS?) versus input noise variance

A linear regression fitted to this data yields a coefficient of determination R’ =0.9999 . This
near-perfect linear correlation confirms that the model is adequate, stable, and physically consistent. It
validates that the numerical simulation does not suffer from divergence or artifact-inducing numerical
errors, and that the system’s response to stochastic excitation is well-behaved and predictable in a sta-
tistical sense. This validation provides high confidence in the statistical results presented in Fig. 6.

Conclusions

In this study, a nonlinear stochastic dynamic model of the MFTW system was developed and
numerically implemented to bridge the gap between theoretical dynamics and practical machining
quality assurance. The following conclusions and practical recommendations are drawn:

1. The dynamic analysis demonstrated that under finishing conditions, the interplay of regenera-
tive feedback and stochastic noise transforms the system’s behavior from a simple limit cycle to a sto-
chastic attractor. This results in bounded, non-periodic vibrations that cannot be predicted by deter-
ministic models alone.

2. The application of the Monte Carlo method ( N =50) allowed for the generation of a Probabil-
ity Density Function (PDF) for the RMS surface roughness. It was established that the roughness fol-
lows a distribution with a mean of p=14.14 um and a standard deviation of 6=0.72 pm.

3. The model’s adequacy was rigorous validated ( R* =0.9999 ), confirming a linear relationship
between input noise variance and output topography variance, which proves the physical consistency
of the proposed SDDE formulation.

Based on the simulation results, the following guidelines are proposed for industrial application
to minimize scrap rates due to random disturbances:
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1. Engineers should abandon single-value roughness predictions. Instead, the "3-sigma" rule
should be applied based on the model’s PDF output. For the modeled parameters, to ensure a 99.7%
yield (scrap rate < 0.3%), the process tolerance should be set not at the mean (14.14 um), but at the
upper statistical limit (n+ 30 ~16.3 um).

2. To suppress the stochastic nonlinear effects identified in the phase portrait (Fig. 4), it is rec-
ommended to select equipment where the static stiffness k£ exceeds the process regenerative stiffness
K by a safety factor of at least 2.5. This prevents the system from entering the “unstable” zone where

stochastic resonance can amplify microscopic external vibrations.

3. Since the adequacy test (Fig. 7) proved the direct transfer of input noise to output roughness,
effective isolation of the finishing machine from external floor vibrations and thermal fluctuations in
the workshop is critical. Reducing the external noise variance by 50% leads to a proportional reduction

in the dispersion of the final surface topography, directly improving process capability (C,; ).
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ANALYSIS OF BUCKET ELEVATOR DRIVE MOUNTING
STRUCTURES BASED ON GRAPH MODELS

B. Kypean. Anani3 KOHCTpYKIiii KpinuieHHsI MPUBOLY KOBIIOBHX e1eBATOPIiB Ha 0CHOBi rpaoBUX Mojeseii. Y cTaTTi HaBeIEHO
pe3yIbTaTH aHaJi3y Ta CHHTE3y IIPUBOJIB KOBIIOBHX €JI€BATOPIB HA OCHOBI KOMOiIHOBaHHX IpadoBHX Mojenel y mexaimi. JlocmimKeHHs
BHUKOHAHO 3 BUKOPHCTAHHIM Teopii Moau(iKoBaHUX KiHEMAaTHIHHX IpadiB, 0 J03BOJISIE IOJATH IPHBOIM KOBIIOBHX €JIEBATOPIB y BUIVIAIL
OPY)KHUX MEXaHIYHUX CHCTEM 3 MEXaHIYHHM 3BOPOTHHM 3B’s3KOM. 3alpONOHOBAHMH MiAXi[ 3a0e3neuye (popMai3oBaHHi aHATI3 CTPYKTYP
ICHYIOUMX NPHBOJIB 1 CTBOPIOE WINIPYHTS JUI CHHTE3y HOBHX KOHCTPYKTHBHHX pilleHb 3 PO3LMIUPEHUMH (yHKIIOHAIBHUMH
MOXKJIMBOCTSIMH. [IpOBeIeHO OIIsi Ta CHCTEMaTH3alilo OCHOBHHX THIIB IpadOBHX MOZENEH, IO 3aCTOCOBYIOTHCS UL PO3B’sI3aHHS 3a1ad
MEXaHiKd, 30KpeMa KiHeMAaTHYHHX, CHIOBHX Ta KoMmOiHOBaHuxX rpadiB. [loka3aHO MOLITBHICTD BHKOPHCTAHHSI MOAH(DIKOBAHHX
KiHEMAaTHYHHUX TpadiB AT aHATi3y KEPOBaHHX MHPYKHHX CHUCTEM, IO XapaKTepPHU3YIOThCS HEraTUBHOIO ab0 HyJIbOBOIO pyxomictro. [t
OLIHIOBAHHS MOXJIMBOCTEH KepyBaHHS IIPYKHUMH XapaKTEePUCTUKAMH MEXaHi3MiB BHKOPHCTAaHO IIOKa3HHKH CTYIEHS DPyXOMOCTi Ta
LUKJIOMATHYHOrO 4mcia. Y poOOTI 3alpomOHOBAHO KpHUTEpid BHOOPY ONTHMAIbHOTO KOHCTPYKTHBHOIO pILIGHHS Ha OCHOBI eHepril
MOAU(]IKOBAHOTO KiHEMaTHYHOro rpada, ska BH3HAYAECTHCS 3 BHKOPUCTAHHAM CIIEKTpalbHOI Teopil rpadiB. Marpumi cyMiKHOCTI
(opMyIoThCsl 3 ypaXyBaHHSM BaroBuX KOe(Qilli€HTIB, IO BiOOpaXaloTh KOHCTPYKTUBHO-TEXHOJOTIUHI (JakTOpU Ta HampsM Ail IPYyKHAX
cwi. Ha mpukmami [BOX CTPYKTYp KpIIUICHHS NPUBOMAIB KOBLIOBHX €JIEBATOPIB BHKOHAHO MOPIBHSUIBHUN aHaui3, SKUH JO3BOJIUB
oOIpyHTyBaTH BHOIp OLIBII pamioHaNbHOI CTPYKTYpH 3a KpUTepieM MiHIMaybHOI eHeprii rpada. OTpuMaHi pe3ysbTaTH HiJTBEPIUKYIOTH
e(peKTHBHICTh 3aCTOCYBaHHS MO ()IKOBAaHHX KiHEMAaTHIHHX TpadiB s GpopmMaizamii Ta anropuTMizanii IponeciB CTpyKTypHOTO aHali3y U
CHHTE3Y MPUBO/IB KOBIIOBHX €JIEBATOPIB 3 ypaxyBaHHIM KOHCTPYKTHBHHX 1 TEXHOJOTTYHUX OOMEIKEHb.

Knioyosi cnosa: KOBILIOBHUI €JI€BaTOp, NPHBIJ, MPYKHA CHUCTEeMa, MOAU(DIKOBAHUM KiHEMAaTHYHHI Tpad), MEeXaHIYHUH 3BOPOTHHI
3B’S130K

V. Kurhan. Analysis of Bucket Elevator Drive Mounting Structures Based on Graph Models. The paper presents the results of
the analysis and synthesis of bucket elevator drives based on combined graph models in mechanics. The study is carried out using the theory
of modified kinematic graphs, which makes it possible to represent bucket elevator drives as elastic mechanical systems with mechanical
feedback. The proposed approach provides a formalized analysis of the structures of existing drives and creates a basis for the synthesis of
new design solutions with extended functional capabilities. A review and systematization of the main types of graph models used to solve
problems in mechanics is performed, including kinematic, force, and combined graphs. The expediency of using modified kinematic graphs
for the analysis of controlled elastic systems characterized by negative or zero mobility is demonstrated. The degree of mobility and the
cyclomatic number are used to assess the controllability of elastic characteristics of mechanisms. The paper proposes a criterion for selecting
an optimal design solution based on the energy of a modified kinematic graph, which is determined using spectral graph theory. Adjacency
matrices are formed taking into account weighting coefficients that reflect design and technological factors as well as the direction of elastic
force action. Using the example of two bucket elevator drive mounting structures, a comparative analysis is performed, which substantiates
the selection of a more rational structure according to the criterion of minimum graph energy. The obtained results confirm the effectiveness
of using modified kinematic graphs for the formalization and algorithmization of structural analysis and synthesis processes of bucket
elevator drives, taking into account design and technological constraints.

Keywords: bucket elevator, drive, elastic system, modified kinematic graph, mechanical feedback

1. Introduction

The development of the agro-industrial complex necessitates improving the efficiency of techno-
logical processes for transporting bulk materials. A significant role in these processes is played by
bucket elevators, which are widely used in grain processing and related industries. Of particular inter-
est are self-supporting bucket elevators, whose design features impose limitations on the mass and
overall dimensions of the drive unit, thereby complicating efforts to increase their productivity.

One of the most heavily loaded operating modes of bucket elevators is the drive start-up mode,
during which considerable dynamic loads and shock effects occur, adversely affecting the reliability
and durability of the structure. Known technical solutions aimed at reducing dynamic loads, such as
the use of frequency converters or fluid couplings, are not always appropriate due to increased struc-
tural complexity, higher costs, and elevated operating expenses.

In this regard, the development of passive mechanical systems capable of effectively attenuating
start-up loads without significantly complicating the drive design is of particular relevance. One prom-
ising approach involves the use of elastic systems with mechanical feedback, which make it possible
to form specified elastic characteristics and adapt the dynamic behavior of the drive during transient
operating conditions.
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The purpose of this study is to analyze and synthesize bucket elevator drive mounting structures
based on graph models using the theory of modified kinematic graphs.

2. Literature analysis

Modern approaches to modeling mechanical systems increasingly rely on graph-based represen-
tations, which allow formalizing the structural, kinematic, and dynamic interactions of system compo-
nents. Graph models can be classified according to the type of information they convey, and each type
has been widely used in different areas of mechanical engineering.

For modeling energy interactions within mechanical systems, force graphs are commonly ap-
plied. These models have been successfully used by Schneider, Pfeiffer, and Borutsky [1, 2] in studies
related to machine dynamics, hydraulics, and electromechanics. Force graphs provide a convenient
tool for analyzing the transmission of forces and energy flows between system elements.

Stiffness graphs (or structural graphs) have been employed in the works of Uicker, Pennock,
Shigley, and Tsai [3, 4] for modeling elastic systems and building structures. These graphs are particu-
larly useful in evaluating the rigidity and deformation characteristics of mechanical assemblies, ena-
bling the prediction of structural behavior under load.

Another widely used approach involves kinematic graphs, which describe the connectivity and
mobility of mechanical systems. Pioneering studies by Jain, and Pennock. [5, 6] applied kinematic
graphs to analyze mechanical and robotic systems, determining degrees of freedom, identifying redun-
dant constraints, and synthesizing mechanisms with desired functional properties. Kinematic graphs
provide a systematic framework for structural analysis and mechanism design.

Finally, constraint graphs have been utilized to model the dynamics of multi-body systems with
interacting components. Jain and Karnopp [5, 7, 8] employed constraint graphs in studies of elastic
and dissipative connections, effectively capturing the dynamic behavior of complex assemblies and
facilitating the simulation of multi-body interactions.

Overall, the literature indicates that combining different types of graph models allows for a more
comprehensive analysis of mechanical systems. By integrating kinematic, force, and stiffness infor-
mation, hybrid graph models can support the design, optimization, and synthesis of mechanical sys-
tems, including drives for bucket elevators, where both structural compactness and dynamic perfor-
mance are critical.

3. Purpose of research

The aim of the study is to test methods for representing mechanical systems in the form of graphs
and to apply these methods for the analysis of existing and the synthesis of new bucket elevator drive
designs. The research involves identifying structural and design differences between drives by high-
lighting the parameters that determine these differences, as well as developing features and criteria that
allow an optimal choice among multiple possible solutions, ensuring structural compactness and max-
imum functional capabilities. In addition, the study focuses on the formulation and evaluation of crite-
ria for selecting the optimal solution, which enables a reasoned determination of the most effective
variant among available alternatives. Achieving this objective provides a systematic approach to for-
malizing the processes of structural analysis and synthesis of bucket elevator drives while taking into
account design and technological constraints.

4. Research method

Based on the considered key types of graph models, it can be concluded that their application makes it
possible to solve a wide range of engineering problems. Such problems include the structural analysis of
mechanisms, in particular the determination of their mobility using the Chebyshev—Griibler—Kutzbach cri-
terion, dynamic modeling of mechanical systems (Lagrange equations, bond graph method), optimization
of mechanisms at the stage of their design implementation (elimination of redundant constraints, mass min-
imization), as well as the kinematic analysis of manipulators in robotic systems.

When designing mechanisms with prescribed functional characteristics, primary attention is paid
to the initial structural analysis of existing analogues. This analysis, in turn, requires the use of various
graph models, applied both individually and in certain combinations. Despite the diversity of mechan-
ical problems, their relationship with the functional characteristics of a mechanism makes it possible
to identify common patterns, which creates the prerequisites for formalizing the processes of analysis
and synthesis based on graph theory.

In solving problems of analysis and synthesis in a mechanical formulation, the most commonly
used models are kinematic graphs, which represent the structure of a mechanism and define kinematic
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constraints between its links; force graphs, which are used to model the processes of force transmis-
sion between system elements; and functional graphs, which describe the laws of motion transfor-
mation. However, the complexity and non-standard nature of modern analysis and synthesis problems
in mechanical engineering necessitate the development and application of combined graph models.
Such combined models should take into account not only the existing topological constraints of the
mechanical system but also ensure the compatibility of functional requirements, along with the possi-
bility of automation and algorithmization of the search for optimal structural solutions.

The studies conducted in this chapter are based on a combined graph model developed by Profes-
sor L. I. Sydorenko, which establishes the theoretical foundations and corresponding methodologies for
the analysis and synthesis of controlled elastic systems using a combined graph-based approach, re-
ferred to by the author as the modified kinematic graph [9, 10]. This theory represents a further devel-
opment of the theory of analysis and synthesis of mechanisms based on kinematic graphs [11, 12, 13].

The results of studies related to the validation of the above-mentioned theory made it possible to
formulate the basic principles of structural synthesis of elastic systems of this type [10 — 14].

According to one of the principles of the applied theory, an idealized representation of the struc-
ture of a conventional planar passive device having a single parameter (for example, the stiffness coef-
ficient) subject to controlled variation is a modified kinematic graph (non-bipolar). Such a graph char-
acterizes negative or zero mobility of the considered device, which is determined by the following
equation:

W=3-(p,-1)-2¢,-9,—q.<0, ey
where:

p= — the total number of graph vertices corresponding to the number of rigid links of the device;

q(») — the number of graph edges equal to the number of kinematic pairs of the i-th class;

q.— the number of graph edges corresponding to the number of non-kinematic connections (elas-
tic, dissipative, etc.) between the rigid links of the device, this component does not affect the kinemat-
ic characteristics of the device and can therefore be considered as a virtual kinematic pair of the 4th
class.

According to another principle stated in the applied theory, the nature of kinematic control of the
properties of a given device, when it is modeled using a modified kinematic graph, can be assessed by
an indicator in the form of the cyclomatic number. For controlled elastic mechanisms, this indicator is
defined as follows:

c=q—-p+1=22, (2)

where:

q — the number of graph edges, regardless of their type;

p — the number of graph vertices, also regardless of their type.

Expressions (1) and (2) make it possible to analyze the device under consideration in order to as-
sess the feasibility of controlling its elastic characteristic, and also provide the possibility of synthesiz-
ing such a device by adding to the model the required number of structural groups and elastic ele-
ments, guided by the specified indicators.

Considering that multiple alternative solutions are possible in the synthesis process, an indicator
in the form of the energy of the modified kinematic graph is used to select the optimal synthesis op-
tion; for the optimal solution, this indicator should be minimal. The energy of a graph E(G), as a quan-
tity from spectral graph theory, is understood as the sum of the absolute values of the eigenvalues of
its adjacency matrix. For a simple graph G with » vertices, its adjacency matrix 4 is a square matrix of
size nxn. Typically, the element 4; is defined as follows: it equals (1) if vertex 7 is connected by an
edge to vertex j, or 0 if vertices i and j are not connected (similarly for /=j, since the graph is simple).
In the presented methodology, the use of the adjacency matrix is defined with the application of cer-
tain weighting coefficients that reflect a particular prevailing factor (from the standpoint of technolo-
gy, durability, cost, etc.); moreover, the more significant the factor, the lower its weighting coefficient.
Based on these conditions, the eigenvalues (roots of the characteristic polynomial) of the adjacency
matrix 4 are determined according to the expression:

o(M)=det(4—-A\1), 3)

where: [ — the identity matrix and det — the determinant.
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Considering that for a graph with n vertices n eigenvalues can be obtained: A1, A2, ..., A, then the
energy of a graph is understood as the sum of the absolute values of all eigenvalues:
EG)=)[r|. (4)
1

Let us consider the above-mentioned theory in application to the subject of this study. For this
purpose, an analysis of two designs (Structure A and Structure B) of elastic mechanisms for fastening
bucket elevator drives in different directions of force (Fig. 1) was conducted, and the most optimal of
them was determined.

Fig. 1. Kinematic diagrams of the elastic mechanism for mounting bucket elevator drives:
a — Structure A; b — Structure B; Mengine — 15 the engine torque; Firing — 1S the excitation force caused by the
engine start; Mms — is the torque of the metal structure; ¢ — is the spring stiffness; /# — is the lever arm; / — electric
motor; 2 — elastic mechanism

Based on the kinematic schemes (Fig. 1), the corresponding models in the form of modified kine-
matic graphs (Fig. 2) are tripolar graphs and, therefore, can be analyzed using the methodology presented
above.

D1 D1

qs % qs 9

Do Po
94 )2 g4 P2
a b

Fig. 2. Models of the considered structures in the form of modified kinematic graphs:
structure A (a); structure B (b)

The calculation of the degree of mobility according to expression (1) yields the same result in
both cases and determines the mobility of the models:

W=303-1)-2-1-1-1=2, (5)

which, according to the adopted methodology, does not define the considered structures as self-
controlled (the condition W < 0 is not met). However, control of the characteristic g. is possible with
the mutual displacement of the elements of the structures defined by the poles of the graph po and p.

The statement about the absence of self-control, obtained in the above calculation, is also con-
firmed by the calculation of the cyclomatic number according to expression (2):

c=3-3+1=1, (6)

for self-controlled devices, this indicator must satisfy the condition ¢ > 2.

However, the adopted methodology allows us to choose the optimal solution among several exist-
ing ones. To do this, we will compile for the structure under consideration the corresponding adjacen-
cy matrices with the introduction of weight coefficients, which take into account both the direction of
action of the elastic force relative to the longitudinal axis of the metal structure of the bucket elevator,
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and the technological features associated with the manufacture of kinematic pairs of the 5-th and 4-th
classes. Moreover, the direction of the elastic force along the longitudinal axis of the metal structure
will be considered more preferable (the weight coefficient is minimal) than the direction of the elastic
force perpendicular to the axis of the metal structure. The adopted values of the weight coefficients in
the adjacency matrix of the structures under consideration are given in the corresponding table (Table 1).

Table 1

Determination of weight coefficients in the matrix of structures under consideration

Structure Edge of a graph Weighting factor Explanation
(poles)
. Elastic force along the longitudinal axis of the metal
A qp-p2) 1 (min) structure
Elastic force perpendicular to the longitudinal axis
B qpr=p2) 2 (max) of the metal structure
A-B q5(po—p1) 1 (min) Less technologically complex
A-B q4(po—p2) 2 (max) More technologically complex

Given that for a graph with three vertices, we can obtain three eigenvalues for the adjacency ma-
trix:

— For structure A we obtained: A1a =—2; Aoa =—1.46; A3p =2.73;

— For structure B we obtained: 414 = —1; Aoa = —5.24; 131 = 6.24.

Therefore, the calculated value of the graph energy according to expression (4) for Structure A is
E(A) = 6.19, for Structure B it is £(B) = 12.48.

Taking into account the adopted weight coefficients, the adjacency matrices of the structures un-
der consideration have the form (the matrices have the same structure, but different weighting coeffi-
cients):

LDy Py D
Gl

LDy DD
P DR S

P 0 g g p 0T
For StructureAz'"o“T“““;" "5'";' =0’ @)
pig0iq pi1i012

et et el Sl
l H

Piq iq 10 pi11210

PP iP 1P PP

pi0iq iq pi 01172
For Structure B = ~* T e T = = Ty ®)
pigqsi0igq pi 11002

PR
i i

Piq iq 0 p 21210

Based on the results of the calculations £E(A) < E(B), the applied method indicates a more rational
Structure A, which is actually confirmed by the analysis in Fig. 2, which shows that the elastic force
shoulder 44 < hg, which determines a smaller influence of the moment relative to the attachment point
of the metal structure of the bucket elevator.

5. Conclusions

Based on the results of the conducted studies, the following conclusions have been drawn:

1. Despite the effectiveness of standard approaches to applying graph theory for the analysis and
synthesis of technical systems, the ambiguity and multi-criteria nature of such problems make the de-
velopment and implementation of combined graph models preferable. These hybrid structures, by in-
tegrating information on kinematics, forces, and functional interactions of the modeled mechanical
systems, provide comprehensive system-level modeling and enhance the adequacy of decision-
making.

2. The studies have validated the effectiveness of the adopted methodology using modified kine-
matic graphs for analyzing existing designs and synthesizing new configurations of bucket elevator
drives, particularly with respect to optimizing their structure and functional capabilities.

3. As a criterion for selecting the optimal solution from a set of possible alternatives in the syn-
thesis of elevator drives, the successful application of the graph energy E(G), derived from spectral
graph theory, was adopted. It was established that the optimal solution corresponds to the minimum
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value of the graph energy. This approach allows formalizing the selection process while taking into
account both structural and technological/design factors through weighted adjacency matrices.

4. The validation of the adopted methodology and the corresponding methods of representing a
technical system via a modified kinematic graph, along with the availability of an effective criterion
for optimal selection, enables the formalization and algorithmization of the structural analysis and syn-
thesis processes of bucket elevator drives. This ensures the selection of solutions that combine struc-
tural compactness with maximal functional capabilities while considering design and technological
constraints.
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DEVELOPMENT OF A PACKAGE OF DIES FOR THE
COVERS OF THE TWIST-OFF SYSTEM

O. Bampenko, A. Bepxiexep, 1. IIpokonosuu. Po3po6ka nakeTy IITaMIiB 118 KPHUIOK cHcTeMH TBicT-0¢. X0JIOIHE IITAMITyBaHHS
MeTalliB MHPOKO BHKOPUCTOBYEThCS B MAaNIMHOOYXyBaHHI Ta IHIIMX Taly3sX [IPOMHCIOBOCTI JUIi BUPOOHHIITBA Jeraieil Ta BHPOOIB 3
TOHKOJIMCTOBOTO Npokary. IlepeBaramMu 1bOro METOAY € BHCOKA HPOJYKTHBHICTh OOJAJHAHHSA Ta BiJHOCHO HEBEIMKI BUTPATH CHEprii.
[ItammyBaHHs 3IACHIOEThCS HAa BEPTUKAIBHNUX a00 FOPU30HTAIIBHUX MPECAX 3 BAKOPUCTAHHAM 3MIHHOTO IITaMIIOBOTO ocHaiieHHs. CBiToBa
TEH/ICHIIISl Y BUPOOHUIITBI TAPH Ta YIIAKOBKH CIIPSIMOBAaHA Ha 3MEHIICHHS TOBIIMHH [aKyBaJbHHX BUPOOIB Ta MMTOMOI YaCTKH YIIAKOBKH B
3aranpHiil Maci ynakoBanoi npoaykuii. OHaK MpOCTO B3SATH i 3MEHILIHTH TOBLIMHY YKEPCTi ICHYIOUMX BHPOOIB, HAIPUKIIAL, KPHIIOK CHCTEMU
TBICT-0() HEMOYKITMBO, OCKIIBKH 3MEHILICHHSI TOBIIMHUA METATy O/pa3y HEraTMBHO BIUTHHE HAa HAMAIMHICTH repmern3aiii 3aTBopa. HeobxigHO
BXKHTH 3ar001KHI 3aX0/, sIKI MOTJIM 6 aJeKBaTHO KOMIICHCYBATH 3MCHILIEHHS TOBIMMHK MeTany. Lli 3aX0/u mosratoTe B 060B’sI3KOBOMY
BHECCHHI 3MiH B ICHYI04y KOHCTPYKI[IO KPHILOK, & OT)Ke, i B IITAMIOBE OCHAICHHS. B CTaTTi pO3IIISIHYTO MPOEKTYBAHHS MAKETY IITAMITIB
TpaHc(EepHOro Mpecy Ui BUPOOHHIITBA KPUILIOK CHCTEMH TBICT-O() 111 KOHCEPBHOI CKIISIHOT Tapu. HaBOAUTBCS TEXHOIOTISE BUTOTOBIICHHS
KPHIIOK Ta OIUCYETHCSI poOOTa KOXHOTO IITAMITy 3 MaKeTy OKpeMo. [Ioka3aHO KOHCTPYKILIl KOXHOTO LITAaMILy, sIKi BXOASTH B IAKET, Ta
MOCITIIOBHY PO3POOKY TEXHIYHOI JOKYMEHTAIlli Ha IITaMIIOBE OCHAIICHHs. HaBOASThCS KOHCTPYKIUIT HAHBAXKIHMBIIIKX IETANCH ITAMITIB, SKi
3a3HAIM 3MiH HPU MEPEBEJCHHI BUPOOHMITBA KPHIIOK Ha JKEpPCTh 3HIKEHO! TOBUIMHM. HamaeTbcs OOIPYHTYBaHHS Ta MOSICHIOKOTHCS
KOHCTPYKTHBHI 3MiHH HaiBaXXJIMBIIINX JCTAJICH ITAMITIB.

Knrouosi cnosa: XonoHe MTaMITyBaHHS, )KEPCTh, TAKET LITAMIIIB, ITyaHCOH, MATPHILL, STHHAHHS

O. Vatrenko, Ya. Verkhivker, I. Prokopovych. Development of a package of dies for the covers of the twist-off system. Cold
stamping of metals is widely used in mechanical engineering and other industries for the production of parts and products from thin plates.
The advantages of this method are high productivity of equipment and relatively low energy consumption. Stamping is carried out on vertical
or horizontal presses using interchangeable stamping equipment. However, it is not possible to simply take and reduce the thickness of the tin
of existing products, for example, twist-off covers, since reducing the thickness of the metal will immediately negatively affect the reliability
of the sealing of the seal. Precautions must be taken that could adequately compensate for the decrease in the thickness of the metal. These
measures are mandatory changes to the existing design of the covers, and therefore to the stamping equipment. The article discusses the
design of a package of transfer press dies for the production of twist-off system lids for tin glass containers. The technology for
manufacturing lids is given and the operation of each stamp from the bag is described separately. The designs of each die included in the
package and the sequential development of technical documentation for stamping equipment are shown. The designs of the most important
parts of dies are given, which have undergone changes during the transfer of the production of covers to tinplate of reduced thickness.
Justification is provided and structural changes in the most important parts of dies are explained.

Keywords: cold stamping, tin, die package, punch, die, bending

1. Introduction

Cold stamping of metals plays a key role in the production of metal packaging. The global trend
in the production of packaging for the food industry is aimed at reducing its material consumption.
Thus, the issue of reducing the level of consumption of material resources, reducing the cost of pack-
aged products, reducing the harmful impact of used packaging on the external environment is solved.
The rapid development of the production and use of packaging products has sharply exacerbated envi-
ronmental problems. After all, after use, the packaging turns into garbage, which complicates the al-
ready difficult environmental situation.

Ukraine, as well as the whole world, faces the task of minimizing packaging. This can be
achieved, for example, by reducing the thickness of the material for the manufacture of packaging
products, making a change in their design and developing, accordingly, new stamping equipment. The
most important and technically complex link in the technological process of production of twist-off
(TO) lids is the stage of forming on a multi-position transfer press by cold stamping.

The lids of the twist-off system are mass-produced products and are made of white tin. It is
known that metal packaging, along with glass, is the most energy-consuming and leaves a large carbon
footprint, in addition, tinplate is not produced in Ukraine at all, but imported from abroad.
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Based on the above, the development of stamping equipment designed for the mass production of metal
products from tinplate of reduced thickness is not an easy and urgent task. The development of such equip-
ment requires the production of high-precision parts of complex configuration and a long process of approba-
tion of capping agents, with appropriate changes in the design of die parts, in the conditions of a real process
of capping and subsequent sterilization of products to obtain high quality products.

2. Analysis of literature data and problem statement

Equipment and stamping equipment, as well as technological processes of cold stamping of thin
plates are quite well covered in specialized literature [1, 2]. It provides data on the processes of sheet
metal formation, classification of these processes, plastic deformation, stress, characteristics of types
of presses, analyzes materials for molding. The main processes of sheet stamping, such as felling,
bending, deep drawing, and others are described in [3, 4]. The paper [5] thoroughly considers the me-
chanics of formation processes and the interaction of the properties of metals with the processes of
extraction.

The third part of the work [6] provides a methodology for designing and calculating the main
parts of dies for the production of products of the most common configurations. In the paper [7], the
stamp for the manufacture of hollow products from hard-to-form materials is considered, and in the
work [8] the choice of the optimal rounding radius of the punch for the cold drawing process from pre-
profiled sheet blanks is investigated.

The problems of forming products from thin-sheet rolled prod- 4 M
ucts of low-carbon steel by bending under the condition of a constant 4 ] =Dy
decrease in the thickness of rolled products are not sufficiently cov- { ; }
ered, or are not considered at all. ) :

o

3. Purpose and objectives of the study Fig. 1. Threaded gate element. /
The purpose of this work is to develop stamping equipment for js the length of the threaded stop,
the formation of maintenance system covers from tinplate of reduced a is the angle of lifting the
thickness. This stamping equipment is a three-position package of dies  thread, d is the diameter of the
for a transfer press. shoulder of the cover rigidity
Research objectives. assembly

Design of a package of dies, which consists of

. . . . Table 1
dies of the 1st, 2nd and 3rd operations, with their
arrangement in one column block. Mechanical properties of tin produced by USS

Production of stamping equipment and testing Corporation at the plant in Slovakia (KoSice)
it on tin of reduced thickness. Df"ﬁére; Hard3noess Yield |
: : : : of hard- HR30T Tensile

. Analysis of _the resulting products, identifica- ness, | Annealing | at tin thick- | ST | grenoth
tion of shortcomings and making changes to the strength ness 8<0.21, f/&fé o, MPa
corresponding stamps operationally. class mm

. : : : TS260 ortioned 56+4 260+£50 | 360+50
Final completion of the stamping equipment by TS375 ]];ortione 1 ssed 275250 | 375250

approbation after making changes with the analysis 75 T continuous 6214 1415550 | 435250

of the resulting products. TH435 | continuous |  65+4 | 430450 | 460+50
4. Materials and methods of research TH520 | continuous - 520450 | 540+50
The existing stamping equipment for the pro- _TS550 | portioned - 550450 | 575+50
duction of TO-82 covers was designed for tin with a _THS50 | continuous | 73+3 | 550+50 ] 570+50
thickness of 6=0.24 and =0.25 mm, the length of 1180 | continuous — 280+50 | 590+50

TH620 | continuous 76+3 620+£50 | 625+50

the threaded stops of which was /=13 mm. Howev-
er, in order to remain competitive and in accordance with global trends, manufacturers had a need to
reduce the thickness of the tin to 6=0.18...0.20 mm. A decrease in the thickness of the tin led to chang-
es in the key geometric parameters of the covers — an increase in the length of their threaded stops to
/=18 mm, Fig. 1. All this was the reason for the development of new stamp equipment.

However, the increase in the length of the threaded stops was not enough. It was also necessary
to increase the hardness of the tin. Table 1 shows the mechanical properties of white and chrome-
plated tin with a thickness of 6<0.21 mm of Slovak manufacturers.

Consider the production line of the twist-off system covers, Fig. 2. The production of lids begins
with cutting sheets of tin. In most cases, tin sheets are first calibrated on disc scissors. Consider a line
with two-row checkerboard cutting of sheets. which is carried out using disc shears 7, 2.
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Fig. 2. Positional Cap Production Line: /, 2 — disc scissors;

3 — crank press; 4, 6 — conveyors; 5 — transfer press: 7 —

paste-laying machines; 8 — plastisol mixer; 9 — pumps for

plastisol; /0 — conveyor oven

dies are installed on it in a solid columnar block at

Fig. 3. Blanking the
lid after stamping

The next operation is stamping blanks
to make lids. The workpieces are stamped on
a horizontal crank press machine 3. Strips of
prepared tin are laid in the press shop, from
where they are automatically fed for stamp-
ing. The press is equipped with a 2-row sin-
gle-position column die. During stamping, a
round workpiece is cut out of the strip and
during the same stroke of the slider, a cover
blank with a fully formed field relief is
stamped, Fig. 3.

Blanks of lids are fed to the transfer
press 5 (Fig. 2) using conveyors 4, which
works on the principle of a vertical crank.
The peculiarity of this press is that several
once, in this case three, Fig. 4. The lid body is

formed from the workpiece in three operations, Fig. 5. Each operation is performed on a separate
stamp. The workpiece, moving from position to position, sequentially passes each die of the package
and changes its configuration, taking the form of a finished lid body after the third operation.

1
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Fig. 4. A package of stamps for the cover of the twist-off system. / —
stamp of the first operation; 2 — stamp of the second operation; 3 —

stamp of the third operation

Fig. 5. Operationally forming of the lid
body from the workpiece:
a — the preparation of the first
operation; b — preparation of the second
operation; ¢ — finished case

Consider the operation of a stamp package. The workpiece (Fig. 3), with the help of a stepper
conveyor, in the “edge up” position, is installed on the spring-loaded Table 1 of the open die of the
first operation, Fig. 6, and is fixed on it with magnets 2 and using a vacuum. When the die is closed,
the spring-loaded clamp 3 enters the annular channel of the workpiece, centering the latter.

The presser 3 moves the workpiece downwards,

until the stop of the table 1 in the glass 4 of the

press plate underplate, fixing it in the lowest position. At the same time, the upper part of the die con-
tinues to move downwards and six spring-loaded wedges 5, descending, spread the same number of
sectors 6 pulled by a spring 7 from the axis of the die. The edge of the workpiece is fixed between the
working surface of the matrix § from the outside and the working surfaces of the sectors from the in-
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side and, as a result of their convergence, at the moment of closing
the die, is bent to the angle determined by the matrix profile (Fig.
Sa).

Having reached the lowest position, the die opens and its upper
part begins to move upwards, lifting the wedges 5. In this case, sectors
6 under the action of spring 7 are reduced to the axis of the die, freeing
the molded workpiece, and the clamper 3 brings the latter out of the
matrix §. The workpiece continues to be held by the magnets of the
Table 1. Under the action of its spring, the Table 1 rises, setting the
workpiece at the level of the upper plane of the lower part of the die
package. Gidl
The workpiece, with the help of a stepper conveyor, is removed 17111
from the die table of the first operation, transferred to the spring- * |
loaded Table 1 of the open die of the second operation, Fig. 7, and is
fixed on it with magnets 2 and using a vacuum. When the die is
closed, the spring-loaded clamp 3 enters the annular channel of the
workpiece, centering the latter.

The clamp 3 moves the workpiece down, until the stop of table
1 in the glass 4 of the press plate under-stamp, fixing it in the lowest
position. At the same time, the upper part of the die continues to
move downwards and the workpiece is pressed with an edge against
the working surface of the matrix 5. As a result of their axial con-
vergence, the edge of the workpiece is bent to the angle determined
by the matrix profile (see Fig. 5b).

Having reached the lowest position, the stamp opens and its
upper part begins to move upwards. At this time, the spring-loaded
clamp 3 removes the workpiece from the matrix, which continues to
be held by the magnets of the Table 1. The spring-loaded Table 1
rises, setting the workpiece at the level of the upper plane of the
bottom of the die pack.

The workpiece, with the help of a stepper conveyor, is removed
from the die table of the second operation, transferred to the spring-
loaded table of the open die of the third operation, Fig. 8, and is
fixed on it with magnets and using a vacuum. When the die is
closed, the spring-loaded clamp 2 enters the annular channel of the
workpiece, centering the latter.

The presser 2 moves the workpiece downwards, until the stop  Fig, 6. Stamp of the first operation
of the Table 1 into the glass 3 of the press under-die plate, fixing it
in the lowest position.

At the same time, the upper part of the die continues to move downwards, and the pyramid-
shaped hexagonal rod 4, descending, spreads six spring-loaded crackers 5 from the axis of the die (ac-
cording to the number of threaded stops of the covers). Each cracker with a forming part goes under
the edge of the workpiece bent in the middle after the second operation, forming, so to speak, a small
anvil.

On the sections of matrix 6 located opposite the crackers, special molding platforms for threaded
stops are made. As a result of the axial convergence of the edge of the workpiece with the molding
pads of the matrix, with simultaneous support on the forming parts of the crackers, threaded stops are
formed. Formation occurs by pushing the bent edge of the workpiece into the gaps between the crack-
ers and the forming pads of the matrix.

At the same time, when the crackers have gone under the bent edge of the workpiece and the
threaded stops begin to form, and the upper part of the die continues to move downwards, the sections
of the edge located between the stops are pressed against the working surface of the matrix 6. As a
result of their axial convergence, the formation of the edge into a torus-shaped ring shoulder is com-
pleted. This completes the formation of the lid body (Fig. 5b).
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Having reached the lowest position, the die opens and its upper part begins to move upwards, lift-
ing the pyramidal rod 4. In this case, the crackers 5, under the action of springs 7, are reduced to the
axis of the die, freeing the molded body. Presser 2 brings the latter out of matrix 6. The body is held in
place by the magnets of the Table 1. Under the action of its spring, the table rises, setting the body at
the level of the upper plane of the die package. The body, with the help of a stepper conveyor, is re-
moved from the die table of the third operation and transferred to conveyor 6 (Fig. 2).
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Fig. 7. Stamp of the second operation Fig. 8. Stamp of the third operation

5. Development of technical documentation for stamping equipment

On the stamp of the first operation with the transition to tin of reduced thickness, this problem
was significantly exacerbated. Sectors 6, which are involved in the formation of the edge of the work-
piece (Fig. 6), are tightened by a coiled spring 7. Due to the possible unevenness of the pitch of the
spring turns 7, as well as the difference in the contact of the spring with pairs of adjacent sectors in the
places of the gaps between them (the spring coil falls into the gap and can cling to the sector, or the
gap between the turns falls on the gap between the sectors), some distortion of the sectors may occur.

In this case, the equilibrium of the forces from the spring 7 arising at the points of contact of the
spring with the sectors, which acts from the side of a separate sector on a separate wedge 5, which
dilutes this sector, will, passing through the axis of the wedge, be directed not to the axis of the die,
but past it. So, when the wedges spread skewed sectors, then when forming a workpiece from thin tin,
its edge is deformed unevenly, which leads to a lack of finished products.

It was possible to get rid of this problem by removing six coots 2 mm deep in the places between
adjacent sectors, Fig. 9. Now there are no sharp edges of the sectors to which the spring would cling,

MAHIMHOBYIYBAHHA



ISSN 2076-2429 (print)
ISSN 2223-3814 (online)

Proceedings of Odessa Polytechnic University, Issue 2(72), 2025 31

and the equilibrium of the above-mentioned forces, passing through the axes of the wedges, converge
on the axis of the die. As a result, the edge of the workpiece on the die of the first operation is de-
formed evenly.

A-A B-B

> "

D710,

c-C

A

Fig. 9. Sectors of the stamp of the first operation

On the stamp of the second operation with a decrease in the thickness of the tin, two serious
problems arose. The first problem was as follows. Since manufacturers use tinplate of increased hard-
ness of the steel base to increase the strength of thin tin covers, it turned out that with an increase in
the hardness of the tin, the inner diameter of the lid along the torus-shaped shoulder suddenly began to
decrease.

Thus, on the finished workpiece, the diameter of the shoulder d (Fig. 1) decreased from the re-
quired 1.80 mm to 1.55...1.60 mm. As a result, the bending torque and maximum stresses in the body
of the stops increase, which contributes to their plastic deformation during the closure process.

Subsequently, it was concluded that this behavior of the workpiece is a reaction of thin sheets, associ-
ated with a decrease in the plasticity of the tin due to an increase in its hardness. To eliminate this problem,
changes were made to the die tool of the second operation, since it is in the second operation that the final
preparation of the edge of the workpiece for the formation of a torus-shaped shoulder takes place.

On the tin of hardness degrees TS275 and TH415, during the second operation, the side of the lid
passed into the edge bent inside the lid cavity along a radius of R0.6 * % mm. This radius was deter-
mined by the radius on the functional surface of the matrix of the second operation, Fig. 10. On the tin
of hardness degree TH435 and strength class TH550, due to a decrease in its ductility, the bending
radius of the edge decreased. As a result, the diameter of the ring shoulder on the finished workpiece
decreased.

To compensate for the decrease in the bending radius of the edge after the second operation, it was
decided to bend the entire end part of the side in the edge bending area towards the axis of the workpiece.
To do this, the functional surface of the matrix of the second operation was changed. In the existing matrix
(Fig. 10a), the diameter of the functional surface &85.2"*%2 mm passed into a radius R of 0.6"%% mm, and
then into a chamfer at an angle of 30° to the inner end surface. In the new matrix, Fig. 100, the cylindrical
part of the functional surface with a diameter of &85.2°*%> mm at a distance of 4.0 mm from its end surface
passes first into the conical part, with an angle of inclination of 15°, and then into a radius R of 0.57%% mm
and a chamfer at an angle of 30° to the inner end surface. As a result, the diameter of the ring shoulder in-
creased to the required 1.8 mm and stabilized, and the cantilever of the threaded stops returned to normal.

The second problem was as follows. During the axial convergence of the matrix 5 (Fig. 7) with
the edge of the workpiece, the opposite part of the cylindrical side of the workpiece in the step area
began to lose stability.

The loss of stability consisted in the fact that from the action on the edge of the axial force F) at
the place of the step, a reverse annular depression occurred, Fig. 11a. This phenomenon was accompa-
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nied by a corresponding loss of high-altitude dimensions of the workpiece, which is unacceptable. To
determine the causes of the loss of stability, consider the part of the workpiece that is subjected to
axial compression. The cylindrical part of the workpiece from the outside has supports in the form of
die parts that support it during compression. Inside, the sidewall of the workpiece has practically no
such supports, Fig. 115.
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30° ]
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Fig. 10. Die matrix of the second operation: a — old matrix; b — a new matrix

Let us consider the forces acting on the area where the loss of stability occurs, Fig. 12. The axial
force F1, which acts from the matrix, in the area of the step is transformed into the force F> and is di-
rected no longer along the generating cylindrical part of the workpiece, but approximately tangentially
to the supporting part, inside which the table moves.

F,
F3
a b .
Fig. 12. Forces that cause a loss of
Fig. 11. Loss of stability of the workpiece at the place of the step: stability of the workpiece at the
a — reverse annular recess; b — formation blanks of the second operation place of the step

At the same time, in the area of the step, at the point of support of the workpiece in the table, an
oppositely directed force F3 acts, caused by the action of the support reaction and a symmetrical force
F", from the diametrically opposite side of the workpiece.

These oppositely directed forces compress the step. Structurally, the bend of the step is directed
inside the cavity of the workpiece. Therefore, under the influence of two oppositely directed forces,
the step bends even more inward, which forms a reverse annular depression.

To prevent loss of stability, it was decided: a support must be introduced at the bend point of the
step. For this purpose, the profile of the functional surface of the presser 3 (Fig. 7) was changed. The
outer flat annular section of the functional surface was approximated to the end annular section. The
distance between them was reduced from 1.5+£0.3 mm in the existing design of the clamp, Fig. 134, to
1.0-0.; mm in the new, Fig. 13b. At the junction of the outer annular section with the outer cylindrical
surface of the clamp, instead of a radius of R0.8 mm, in the existing design, a chamfer is inserted at an
angle of 60° to the axis, in the new one.

Thus, the functional surface of the presser was as close as possible to the inner surface of the
bend of the step, creating a support for it. As a result, the loss of stability of the workpiece at the place
of the step stopped.
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In addition, due to the above-described changes in the design of the edge of the workpiece, associ-
ated with an increase in the hardness of the tin of reduced thickness, the width of the inner bend of the
edge of the workpiece increased and it began to cling to the clamp when opening the die, so the outer
diameter of the clamp was reduced from ©@81.3 mm in the old design (Fig. 13) to &81.0 mm in the new
one.

Tool mines on the die of the third operation were associated with both the problem of forming
covers from tin of reduced thickness, and with a change in the geometric parameters of threaded stops.

In the process of forming threaded stops, the edge of the workpiece is pushed between the form-
ing pads of the matrix 6 and the forming parts of the crackers 5 (Fig. 8), bending inside the cavity of
the workpiece. Deformation is carried out in accordance with the configuration of the molding pad of
the matrix. However, with a decrease in the thickness of the tin, the cylindrical side of the workpiece
in the stop zone began to deform, bending inside the cavity of the workpiece in uncertain places. That
is, despite the increase in the hardness of the tin, not only the edge, but also part of the cylindrical side
of the lid began to bend.
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Fig. 13. Stamp clamp of the second operation: a — old clamp; b — a new clamp.

Since the height of the workpiece after the second operation (Fig. 5b) is the same throughout the
cylinder, then with unregulated bending of the bead inside the workpiece cavity along the stops, the
amount of metal that goes to form the latter begins to increase. As a result, the width of individual
stops increases along the radius. This size is controlled in the manufacture of lids. Its increase can lead
to a serious problem, which is that the lid may not screw onto the neck of the container.

To overcome this problem, the size of the crackers has been changed. The length of the forming part
of the crackers was increased from 21.3 mm in the old design to 25.6 mm in the new one, Fig. 145, which
brought it as close as possible to the inner surface of the cylindrical side of the workpiece. As a result, the
side of the workpiece from the inside received support and its indefinite deformation stopped. To prevent
impacts of the upper end edge of the forming part of the crackers through the workpiece into the molding
platform of the matrix, the corresponding chamfers were removed on the forming parts of the crackers,
with a value of 1.0+0.1 at 45° (Fig. 14b). In addition, due to the change in the geometric parameters of the
threaded stops, in order to expand the support during their formation, the width of the forming part of the
crackers was increased from 12.0 mm in the old design to 13.0 mm in the new one (Fig. 14).

Increasing the length of the threaded stops was achieved by gradually increasing the radii of
rounding of the segments forming the annular channel to form the annular shoulder of the workpiece
on the matrix 6 of the die of the third operation (Fig. 8). The distance L between the points of junction
of the radii of rounding the edges of two adjacent segments with fragments of the annular channel,
Fig. 15, determines the length of the threaded stop. In the spaces between the segments there are form-
ing pads for forming threaded stops.

Simultaneously with the increase in the radii of rounding of the segments, the thickness of the tin
was gradually reduced and its hardness increased. Then the lids were delivered to processing enter-
prises of the food industry, where their quality was confirmed in the process of production of canned
products.
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Fig. 14. Crackers of the stamp of the third operation: a — old; b — new

This work turned out to be long-term, in several
stages, but it brought a positive result. It has been
practically confirmed that the minimum length of the
threaded stops of the TO-82 cover with a thickness of
0.20 mm, the degree of hardness of TH415 and
TH435 is 18.0 mm. This became the basis for the
theoretical design of parametric series of maintenance
system covers [10].

The length of the stops from the initial 13.0 mm
to the current 18.0 mm was increased by increasing
the radii of rounding R of the matrix segments, re-
\ spectively, from R0.8 mm, in the existing design, to
A B T R2.4 mm in the new design (Fig. 15). At the same

N time, as noted, when making changes to the design of
crackers (Fig. 14), the width of the forming parts of
the latter was also increased, but in a much smaller
proportion — from 12.0 mm to 13.0 mm.

285.2+02

>

Fig. 15. Die matrix of the third operation

Conclusions

As a result of the development of new technical documentation for the package of dies for the
covers of the maintenance system made of tinplate of reduced thickness, the new stamp equipment
was manufactured and successfully tested. It has been practically confirmed that the minimum length
of the threaded stops of the TO-82 cover made of tin with a thickness of 0.20 mm, the degree of hard-
ness of TH415 and TH435 is 18.0 mm. The length of the stops from the initial 13.0 mm to the current
18.0 mm has been increased by making changes to the dies of each operation. The key changes were
the increase in the radii of rounding R of the matrix segments, respectively, from R0.8 mm, in the ex-
isting design, to R2.4 mm in the new one (Fig. 15) and changes to the design of crackers (Fig. 14), the
width of the forming parts of the latter was also increased, but in a much smaller proportion — from
12.0 mm to 13.0 mm. A reduction in the weight of the TO-82 lid blank by at least 20% has been
achieved, which significantly reduces the cost of lids, saves metal and provides grounds for reducing
the weight of lids of other standard sizes.
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PRIORITY REGULATION OF HEAT SUPPLY SYSTEMS
TAKING INTO ACCOUNT HYDRAULIC BALANCING

I'. Banacansm, B. Jlawenxo. IIpiopuTeTHe peryJi0BaHHsI CHCTEM TeNJIONOCTAYAHHS 3 yPaXyBaHHSM TipaBJiqyHoOro 6aiancyBaH-
Hs. Cy4acHi CHCTEMH LEHTPATi30BaHOTO TEIUIONOCTAYaHHs B YKpaiHi OMUHUIIKCS B yMOBaX, Ko Ae(iluT eHepropecypcis mnepectaB OyTH
TEOPETUYHOI 3arpo30i0 i HabyB CTAaTyCy IOCTIHHOrO OOMEKyBaJIBHOrO (hakTopa. 3alporOHOBAHO IHTErPOBaHY METOJHMKY DPeryJIFOBaHHS
MICBKHX CHCTEM TEIUIONOCTaYaHHsl, 10 MOEAHY€ TifpaBiivuHe OaaHCyBaHHs Ta AJITOPHTMH IMPIOPUTETHOrO PO3MOALLY TEIUIOBOI eHEprii.
[paktiyny anpoOaliio HPOBEACHO HA MPHKJIAAl IeHTpambHOro terioBoro myHkty (LITII-27) y micti YopHOMOPCEHK, 3ampONOHOBAHHI
ITOPUTM 3HIKY€ PH3UKH BIJK/IIOYEHb KPUTHYHUX CIIOXKUBAUiB, ONTUMI3ye pOOOTY KOTENCHb i TEIUIOBHX IYHKTIB Ta (opMye Mpo3opuii
MeXaHi3M po3noAily Terwia. BukoHaHo moOynoBy I’€30MeTpUYHMX TpadikiB, pO3paxyHOK CyMapHHX OIOpIB Ta BU3HAUCHHS KOS]iIlieHTIB
TOIIOJOT i, IO T03BONMIIO iAeHTH(IKYBAaTH HANOIIBII ypa3IUBHX 3 TOUKH 30pY TiAPABIIKH CIOXUBaviB. [loganpimii TEMIOBH PO3PaXyHOK
BpaxoByBaB kiacu croxupauiB (A—E), cuenapii nediuury (0...30%) Ta MogepaTtop HaBaHTaXKCHHS, KUl FapaHTy€e 3aXUCT ManX 00 €KTiB
BiJ BHUTICHEeHHs BenwkuMmu. JlaHuii minxix ¢opMye Tak 3BaHMI «HOIBIHHMIT OanaHC»: TimpaBiiuHME ONOK 3a0e3nedye TEXHIUHY Hoxady
TEIJIOHOCIs, TOAI K TEIUIOBHH OJOK CTBOPIOE CIPABEUTHBHIA 1 MPO30PHH PO3MOALT PECYpCiB BiAMOBIAHO MO COLHATBHOI 3HAYYIIOCTI
06’exriB. OuikyBaHHil e(heKT momsirae y 3MEHIICHHI PU3UKY BiAKIIOYCHb KPHTHYHOI IHOPACTPYKTYpH, MiABHILCHHI €EKTUBHOCTI POOOTH
KOTEJIeHb 1 TEIUIOBHUX ITyHKTIB Ta 3HIDKCHHI COILaJIbHOI HAaIpyrH B yMoBax aedinuty rasy. HaBenena mMoznens 0a3yeTbcs Ha IPHITyLIEHHI
MOCTIfHMX HapameTpiB TPyOONIpPOBOIIB Ta CTabiIbHOrO CKJIady CIIOXKHBAYiB, TOMY B YMOBaX Pi3KHMX 3MiH HAaBaHTaXeHHs a00 MoJepHi3awii
Mepeski MoTpiOHe KopuryBaHHsS po3paxyHkiB. [Toganbini poOOTH MOXYTh BKIIOYATH IPOTHO3YBAaHHS JOOOBOIO UM CE30HHOrO MOMUTY Ta
PO3pOOKY METOIIB aBTOMaTHYHOTO HACTPOOBAHHS OAlIaHCYBAIBHUX KIIAIIaHIB 3@ JAHHMH CHCTEM, IPOTHO3HHUX MOJIENIEH i peryJsTopis.
Knouosi cnosa: TemionoctayaHHs, TiIpaBiidHui 6anaHc, nedinyT rasy, NpiOpUTETHUH PO3MOMUT Teruia, I1'€30MEeTpUYHHUN Tpadik,
eHepreTuyHa Oesrnexa

H. Balasanian, V. Liashenko. Priority regulation of heat supply systems taking into account hydraulic balancing. Modern
centralized heat supply systems in Ukraine find themselves in a situation where energy deficits are no longer a theoretical threat but have
become a permanent limiting factor. An integrated methodology for regulating urban heat supply systems is proposed, combining hydraulic
balancing and algorithms for the priority distribution of thermal energy. Practical testing was carried out using the example of the central
heating station (CHS-27) in the city of Chornomorsk. The proposed algorithm reduces the risk of critical consumers being cut off, optimizes
the operation of boiler rooms and heating stations, and creates a transparent heat distribution mechanism. Piezometric graphs were
constructed, total resistance was calculated, and topology coefficients were determined, which made it possible to identify the most
vulnerable consumers in terms of hydraulics. Further thermal calculations took into account consumer classes (A—E), deficit scenarios
(0...30%), and a load moderator that guarantees the protection of small objects from being displaced by large ones. This approach creates a
so-called “double balance”: the hydraulic block ensures the technical supply of heat carrier, while the thermal block creates a fair and
transparent distribution of resources in accordance with the social significance of the facilities. The expected effect is to reduce the risk of
critical infrastructure shutdowns, increase the efficiency of boiler rooms and heat distribution points, and reduce social tensions in conditions
of gas deficits. The model is based on the assumption of constant pipeline parameters and a stable consumer base, so adjustments to the
calculations are needed in the event of sudden changes in load or network modernization. Further work may include forecasting daily or
seasonal demand and developing methods for automatically adjusting balancing valves based on system data, forecast models, and
regulators.

Keywords: heat supply, hydraulic balance, gas deficit, priority heat distribution, piezometric graph, energy security

Introduction

Modern centralized heat supply systems in Ukraine find themselves in a situation where energy
deficits are no longer a theoretical threat but have become a permanent limiting factor [1, 2]. Resolu-
tion No. 812 of the Cabinet of Ministers of Ukraine dated July 19, 2022, established a 10% reduction
in guaranteed natural gas volumes for heat and power companies compared to previous seasons. This
decision was a key signal for the transition from static heat network management to adaptive distribu-
tion models focused on the rational use of scarce resources.

Article [3] laid out the conceptual principles of priority regulation of heat supply based on con-
sumer classification, weighting coefficients, and scenario analysis. However, the question of their
practical coordination with the actual hydraulic parameters of the networks remained open. It is pre-
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cisely the hydraulic imbalance — pressure losses, differences in height and length of routes — that de-
termines the maximum performance of the system and often makes it impossible to implement even an
optimally designed thermal algorithm.

Analysis of literature data and problem statement

The issue of regulating urban heat supply systems is considered in a significant number of works.
Researchers emphasize that traditional methods of manual or static network balancing have limited
effectiveness in modern conditions: they do not take into account dynamic load fluctuations, daily and
seasonal changes in demand, as well as unevenness in supplying different consumer groups [4]. At the
same time, regulatory documents, in particular, oblige heat and power companies to reduce guaranteed
volumes of natural gas, which requires operators to have more flexible and adaptive resource man-
agement schemes.

A separate block of research is devoted to the hydraulic balancing of pipelines. The work of
Kulik, Baran, and Kondratyuk proves that hydraulic imbalance is the source of significant energy loss-
es [5, 6]. To eliminate flow unevenness, it is proposed to install automatic balancing valves (for exam-
ple, Danfoss AFQMP and AME/AMEi actuators) [7, 8]. Properly performed hydraulic balancing not
only ensures an even supply of heat carrier to all consumers, but also reduces energy consumption in
the system by 15...20% [7]. Some authors introduce topological coefficients that adjust calculations to
take into account the length of routes and the height of buildings, but the further integration of these
factors into heat distribution procedures remains limited.

Another area of research concerns the priority regulation of thermal loads. A number of studies
propose algorithms that take into account the social significance of objects, distributing resources be-
tween groups A—E according to their criticality. Such approaches make it possible to protect hospitals,
schools, and housing from deficits, but they are most often considered in isolation from the hydraulic
properties of the network. Hydraulic constraints (pipes, pressure losses, building height) are not inte-
grated into these algorithms, which complicates their practical application.

Current work on the digitization of heating networks describes the concept of Smart Heat Net-
works [9]. The authors emphasize the role of SCADA systems, predictive models, and regulators that
allow real-time data collection and automatic adjustment of boiler operation. At the same time, in most
publications, the digital aspect is reduced to the “thermal” side of the problem — demand forecasting
and supply optimization — while hydraulics (network topology, pressure losses) is considered only as a
background condition. The lack of synthesis between digital and hydraulic tools limits the effective-
ness of such systems.

Thus, there is a “gap” in the literature between the theory of hydraulic balancing and the practice
of priority heat distribution. Existing approaches focus either on the physical stabilization of the net-
work or on the social aspect of distribution, but rarely combine these two dimensions. Bridging this
gap and forming a “double balance” (hydraulic and thermal) is the basis of this research.

The current state of urban heat supply systems in Ukraine is characterized by a number of critical
problems. The most important of these is the high dependence on imported natural gas, which, in con-
ditions of martial law and economic instability, creates real risks of disruption to uninterrupted heat
supply [10, 11].

Purpose and objectives of the study

The purpose of the study is to develop and test a methodology for priority regulation of heat sup-
ply that takes into account both the hydraulic parameters of the network and the socio-economic sig-
nificance of different categories of consumers.

To achieve this goal, the following tasks must be solved:

— perform hydraulic calculations and construct a piezometric profile of consumers;

— develop a heat balancing algorithm that takes into account deficit scenarios;

— ensure minimum regulatory levels of heat supply for critical facilities;

— test the effectiveness of the methodology using the example of CHS-27 in the city of Chorno-
morsk.

Thus, the study aims to create a universal approach that can combine the technical and social as-
pects of heat network management.

Research materials and methods

Methodology for hydraulic balancing and priority regulation of heat supply. This stage in-
cludes the collection of topographical data, pipe characteristics, and consumer heat loads. Using offi-
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cial heat network maps and Google Earth Pro tools, the lengths of pipelines, geodetic marks, and the
height of buildings were determined. A catalog of consumers was compiled, indicating their heat ca-
pacities, which was later used to classify objects according to their criticality.

The parameters below (the longest route from CHS-27 to the building at 8A ZAKHYSNYKIV
UKRAINY Street, its height, and elevation marks) are an example of such an inventory and illustrate
how the initial data is used in further calculations.

Before performing a hydraulic calculation, it is necessary to collect certain input data, namely to
determine the lengths of individual sections of the pipeline. For this purpose, official maps of the heat-
ing networks of Chornomorsk (Fig. 1) with the relevant information were used. Based on these maps,
the longest route from CHS-27 to the residential building at 8A ZAKHYSNYKIV UKRAINY Street
was determined, with a total length of 548.5 m. Although this facility is the most remote, the distance
parameter alone does not determine the criticality of the consumer in terms of pressure supply. To
clarify the geodetic characteristics of the route, Google Earth Pro was additionally used. Relief marks
were sequentially recorded, and the heights of buildings were determined based on their number of
floors. As a result, at the address 8A ZAKHYSNYKIV UKRAINY, the tallest nine-story residential
building with an approximate height of about 27 m was identified, in contrast to other five-story con-
sumers with a height of about 15 m. The maximum relief difference along the route does not exceed 5
m, which confirmed the relative flatness of the terrain.

0
20 — Plot No. 6
80 - Internal diameter, mm ‘+6
159 - length, m o
| 6.07 — heat carrier flow rate, m%h &
s

Fig. 1. Map of heating networks from the central heating station 27 m. Chornomorsk

Hydraulic calculation method. The hydraulic calculation was performed in several stages. After
determining the lengths of the routes and the heights of the buildings, the volumetric heat carrier flow
rate was calculated for each branch. Based on this data, the average flow velocity, Reynolds number,
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and friction coefficient were calculated, followed by linear and local head losses. The total resistance
of each route takes into account the geodetic mark, the height of the building, and the additional pres-
sure reserve for consumers. Based on the values obtained, the most “difficult” objects in terms of hy-
draulics were identified and piezometric graphs were constructed.

The highest hydraulic losses were obtained for the building at ZAKHYSNYKIV UKRAINY 8B,
where the total resistance was 12.4 m water column. The final selection of the “heaviest” consumer,
was made on the basis of hydraulic resistance calculated taking into account all pressure losses. The
facility at ZAKHISNYKIV UKRAINY 8A was taken as the basis for constructing a piezometric
graph, as it combines real geodetic conditions with maximum head losses, determining the maximum
performance of the system.

Standard dependencies were used to perform the hydraulic analysis, which allow determining the
speed of the coolant, specific and total head losses for each section. The calculated data are shown in
Table 1.

Table 1
Hydraulic calculation of pipeline sections for first Quarter 1

Number of local hydraulic resistances on the section and their type Coolant

pres-

Sum of sure

I_nner ) ) hydrau- losses

diame- Rough- | Specif- | Linear . Sumof | atthe

. | Coolant h Crossp lic .

Sec- | €T of | Section flow Coola.nt ness |ic linear| losses ) Crosspi| iece e Local | linear | end of

. the lengt, veloci- | coeffi- | losses, | on the Narro | Wid- | Tee for | Tee for Turn | Turn | Turn | . losses, | and the

tions . rate, . . Valve . X ecefor | for Y Y , |sistance .

pipe- m S ty, m/s | cient, m | section, wing | ening |passage | branch branch 30 60 90 coeffi- | W local section
line, m mm | w.c/m | mw.c. passage r.anc . losses, | starting

nm ing clents, from
5 the inlet

node,

mw.C.

1 150 50 79.42 | 1.249 2 0.020 | 1.984 1 0 0 0 0 0 0 0 0 2 2.5 0.199 | 2.182 | 2.182
2 150 17 43.16 | 0.679 2 0.006 | 0.199 1 0 0 1 0 0 0 0 0 0 1.5 0.035 | 0.234 | 2.417
3 150 68 43.16 | 0.679 2 0.006 | 0.797 0 0 0 0 0 0 0 0 0 2 2.0 | 0.047 | 0.844 | 3.261
4 150 118 | 36.05 [ 0.567 2 0.004 | 0.964 0 0 0 1 0 0 0 1 0 7 8.5 0.139 | 1.104 | 4.364
5 150 87 |27.52 | 0.433 2 0.002 | 0.414 0 0 0 1 0 0 0 0 0 2 3.0 [ 0.029 | 0.443 | 4.807
6 70 255 | 8.33 | 0.602 2 0.012 | 0.609 1 2 0 0 1 0 0 0 0 0 2.2 ]0.041 | 0.649 | 5.457
7 150 2 19.18 | 0.302 2 0.001 | 0.005 0 0 0 1 0 0 0 0 0 0 1.0 |0.005 | 0.009 | 4.816
8 100 3 13.41 | 0.474 2 0.005 | 0.028 1 2 0 0 1 0 0 0 0 0 2.2 | 0.025 [ 0.054 | 4.870
9 125 163 | 13.41 [ 0.304 2 0.001 | 0.480 1 0 1 0 0 0 0 3 0 3 5.5 0.026 | 0.506 | 5.376
10 100 52 36.26 | 1.283 2 0.035 | 3.614 1 2 0 0 1 0 0 2 0 0 32 ]0.269 | 3.882 | 6.065
11 100 20 [29.43 | 1.041 2 0.023 | 0.916 0 0 0 1 0 0 0 0 0 0 1.0 | 0.055 [ 0.971 | 7.036
12 80 71 18.27 | 1.010 2 0.028 | 4.040 1 1 0 1 0 0 0 0 0 4 5.6 |0.291 [ 4332 |11.367
13 50 8 7.11 | 1.007 2 0.051 | 0.814 1 3 0 0 1 0 0 0 0 0 23 ]0.119 ] 0.933 | 4.194
14 50 8.5 8.53 | 1.207 2 0.073 | 1.244 2 3 0 0 1 0 0 0 0 2 4.8 | 0.357 | 1.601 | 5.965
15 70 417.5 8.33 ] 0.602 2 0.012 | 1.134 1 0 0 0 0 0 0 0 0 1 1.5 0.028 | 1.162 | 6.618
16 100 40.5 | 13.41 | 0.474 2 0.005 | 0.385 2 1 0 0 0 0 0 0 0 4 5.1 0.058 | 0.443 | 5.819
17 80 80 5.78 10.320 2 0.003 | 0.456 1 2 0 1 0 0 0 0 0 2 3.7 10.019 ] 0.475 | 5.291
18 70 1 6.83 |0.493 2 0.008 | 0.016 1 1 0 0 1 0 0 0 0 0 2.1 ]0.026 | 0.042 | 6.107
19 80 54 | 11.16 [ 0.617 2 0.011 | 1.148 2 1 0 0 1 0 0 0 0 1 3.6 10.070 | 1.218 | 8.253
20 80 159 6.07 [ 0.335 2 0.003 | 0.998 1 1 0 1 0 0 0 0 0 9 10.6 | 0.061 | 1.059 |12.426
21 70 10 12.20 | 0.881 2 0.026 | 0.512 2 1 0 0 1 0 0 0 0 3 5.6 |0.222 ] 0.733 [12.101

Coolant flow rate:
G,
— 1
0= s (1

where:
G, is the mass flow rate, kg/s;
p is the density of water, kg/m®.
In practical calculations in Excel, the volumetric flow rates O, in m*/h, shown in Fig. 1, are used

directly.
Average speed of coolant flow in the pipe:

_40

2

Cnd?’
where: d is the inner diameter of the pipeline.
Reynolds number for flow regime assessment:
Re = vd , 3)
Y
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where: Vv is the kinematic viscosity of water, m?/s.
Hydraulic friction coefficient (according to Altshul's formula):

0.25
l:0.11(5+§) , @)
d Re
where: k is the equivalent roughness of the pipe wall, m.
Linear resistance of the section:
L 2
}/{in = }\'_ x v_ > (5)
d 2g
where: L is the length of the section.
Losses at local supports:
2
v
r.= X —, 6
loc ZE.!/ Zg ( )
where: &, — local resistance coefficients (valves, tees, constrictions/expansions).
Total head losses in the section:
Rseg = Z(riin + I/ioc) N (7)
Equivalent head:
Heq,i = geo,i + hbuild,i + Rloc,i > (8)
where:

h_, . is the geodetic elevation, m;

geo,i
h, " is the height of the building, m;
R

Total resistance:

is the consumer resistance, taking into account the additional pressure of 5 m water column.

loc,i

Rpath,i = ZRseg + Heq,z’ > (9)
where: Z:RSe . — sum of hydraulic resistances of the entire pipeline to consumer i, m water column.

The values obtained allow us to determine the most distant and “heaviest” objects in terms of hy-
draulics. However, in order to adequately take these differences into account in further balancing, the
topology coefficient [5] is introduced:

K 1 + B Rpath i Rmin (10)
= x LT
et Rmax - Rmin
where:
R ., R . — the minimum and maximum values of the total resistance among all consumers;
B — the coefficient of variation of resistance [16]:
o(R)
p=2R). (11
H(R)
where:

6(R) is the root mean square deviation;

L(R) is the average value of the total resistance.

This coefficient acts as a corrector that converts hydraulic parameters into a dimensionless form
that can be conveniently integrated into further analysis. Its purpose is to emphasize the influence of
network topology on the availability of the heat carrier: the greater the resistance of the consumer, the
more vulnerable it is to hydraulic deficits. Thus, K __. ensures fair consideration of the spatial location

topo,i

of consumers in the system and allows the stages to be divided: first, hydraulic stabilization, and then
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thermal regulation according to priorities. As a result, calculated data were obtained with the determi-
nation of the coefficient K_ . for each consumer (Table 2).

topo,i

Table 2
Hydraulic calculation for each consumer
. o Total
Hydraulic Volume Absolute b Building Consumer st
Neo Address resistance, | flow rate, elevation, Number height, pressure, resistance, Kiopo
3 of floors Rpath, m
mw.c m’/h Ngeo, M Pouilds H,m W.e
Zakhysnykiv
1 Ukrainy str., 10 7.97 8.53 16 5 15 16 23.97 1.044
Zakhysnykiv
2 Ukrainy str., 10-B 10.25 11.16 17 5 15 17 27.25 1.077
3 Zakhysnykiv 7.29 5.78 15 5 15 15 2229 1027
Ukrainy str., 8
Zakhysnykiv
4 Ukrainy str., 8-A 7.82 13.41 18 9 27 30 37.82 1.183
Zakhysnykiv
Ukrainy str., 8-6
5 (Comprehensive 14.43 6.07 18 3 9 12 26.43 1.069
children's and youth
sports school)
Zakhysnykiv
Ukrainy str.8-C
6 (preschool 8.62 8.33 20 2 6 11 19.62 1.000
educational
institution)
Mury Av.
7 (Chornomorskoho 14.10 12.20 20 3 9 14 28.10 1.085
kozatstva) 17-A
Mury Av. 27
8 (Chornomorskoho 8.11 6.83 18 5 15 18 26.11 1.065
kozatstva)
Mury Av.29
9 (Chornomorskoho 6.19 7.11 18 5 15 18 24.19 1.046
kozatstva)

Priority heat supply regulation. The priority regulation algorithm combines the social classifi-
cation of consumers with mathematical methods of heat load correction. First, all heating network
objects are classified into groups A—E according to their criticality (hospitals, schools, housing stock,
offices, industry, etc.). For each consumer, the calculated thermal load, the minimum guaranteed level
of heat supply, and the weight coefficient are determined. In the event of a resource deficit, a load
moderator is applied to the distribution, which increases the supply to small facilities and limits large
ones. After normalizing this value, “base” supply coefficients are determined, which are adjusted by a
scaling factor so that the total heat supplied corresponds to the given deficit scenario. At the final
stage, the supply coefficient is calculated for each consumer, which ensures a balance between supply-
ing critical facilities and saving resources.

Publication [3] presented general principles for constructing an algorithm for the priority distribu-
tion of thermal energy in conditions of energy resource deficits. In particular, it considered the classi-
fication of consumers into groups A—E, the determination of weighting coefficients, and minimum
heat supply levels for each category. Basic provisions for a scenario-based approach (0...30% deficit)
were also formulated, allowing the behavior of the system to be described under various resource con-
straints.

In this work, the methodology is further developed. While the main focus was on the conceptual
part — justifying the need for priority regulation and describing its basic mechanisms — this paper con-
siders a detailed heat calculation. It includes the introduction of a load moderator, normalization pro-
cedures, and the determination of the final heat supply coefficient for each consumer. Particular em-
phasis is placed on the relationship between the thermal unit and hydraulic constraints, which allows
for the creation of a more realistic and applicable model for practical testing using the example of
CHS-27 in the city of Chornomorsk.

To take into account the load characteristics of individual consumers, a load moderator is intro-
duced L, . Its action is activated only in conditions of heat energy deficit:
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1;

Def =0;
L=y0.) ! (12)

=t | Def <1,

o
where: O, — is the calculated thermal load of the consumer, Q_; is the reference thermal load (average
for a group of consumers), y is the sensitivity coefficient.

This expression ensures that in the absence of a deficit ( Def = 0), the heat supply is equal to the

calculated value, while in the case of limited resources, small consumers receive a relative “boost” and
large consumers receive a restriction:

()

= , 13
() (1)

i

where:
o(Q) is the standard deviation of heat loads,

p(Q) is the arithmetic mean of heat loads.
Thus, y reflects the degree of heat load dispersion: in systems with almost identical buildings
(O, close) — vy is small, the correction is minimal; in systems with a wide range of loads (for example,
a kindergarten with 200 kW and a factory with 2000 kW) — v is higher, the correction is stronger.
Further normalization ensures that moderators are brought to a single scale:

T (14)
max(L,)
where the maximum value determines the highest priority consumer, and the rest are scaled propor-
tionally.
Next, an intermediate “base” heat supply coefficient is determined for the consumer, taking into
account the deficit, normalization, and minimum levels:

Kraw,i = maX(Kdef,i X ]Vz; Kmin,i)' (1 5)
Calculation of the initial amount:
qum = ZKraw,i X Qdesign,i' (16)
Determination of the target value:
Qtarget = (1 - Dd) x ZQdesign,i * (17)
Scaling factor:
Kscale = Q‘arget . (18)
qum
The final heat supply coefficient is determined as:
Kﬁnal,i = min(l’ maX(ijn,[ > Kraw,iKscalc )) ( 1 9)

Thus, in normal mode, all consumers receive the design loads, and in conditions of deficit, a pri-
ority distribution of resources is formed, taking into account the minimum guaranteed levels.

Adding normalization by sum allowed us to eliminate a systemic error: in case of a high deficit,
the total heat decreased more than was specified in the scenario. The new scheme ensures that the total
heat distributed is always equal to (1-Def)xZQ, ... ., while maintaining the priority logic.

The final amount of heat supplied to each consumer is determined by the expression:
Qdcliv.i = Kﬁnal,i x Qdcsign,i . (20)

During the development of the methodology, the following decisions were made:
— it is advisable to implement the coefficient (K ) not in calculations, but at the SCADA level

ime

for controlling electric drives;
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— the coefficient (K__) was moved to the hydraulic block, as it created a conflict with the heat

topo
balance.

This emphasizes the importance of achieving hydraulic stabilization before regulating heat distri-
bution.

A key part of the methodology is the analysis of system behavior under various deficit scenarios.
Four scenarios were considered to model the operation of the heating network: no deficit (0% deficit),
moderate deficit (10%), medium deficit (20%), and significant deficit (30%). In each scenario, the

final supply coefficients K, and heat release coefficients O, , were calculated for all consumer

final i
groups. It was shown that the algorithm maintains design loads in normal mode, and in case of a defi-
cit, redistributes the resource so that consumers in classes A—C receive the maximum necessary heat,
and restrictions fall mainly on categories D—E. This allows us to quantitatively assess the impact of the
deficit on each group and identify the limits beyond which the resource no longer guarantees coverage
of minimum needs.

In addition to numerical analysis, the technical implementation of the methodology is an im-
portant component. To implement priority regulation in practice, the following are required:

— automatic balancing valves with flow regulators suitable for maintaining hydraulic balance in
real time;

— electrically driven actuators to change the position of the valves according to the control system
commands;

—a SCADA system or similar monitoring platform that collects data on temperatures, pressures,
and flows and generates control actions;

— regular updates of reference information on the condition of pipelines, heat loads, and changes
in the composition of consumers.

Synchronization of these components ensures not only an automatic response to deficits, but also
the ability to proactively predict situations, particularly during seasonal consumption peaks. This im-
plementation also complies with European energy efficiency requirements and contributes to the ful-
fillment of national standards.

Research results

Hydraulic calculations for nine consumers connected to CHS-27 in the city of Chornomorsk
showed significant differences in the values of total resistance and equivalent pressure. The most “dif-
ficult” consumers were the buildings at 8B and 8A Zakhysnykiv Ukrainy Street. For the latter, the
critical factors were its greatest distance (~550 m) and the presence of nine floors, which determined it
as a critical object from a hydraulic point of view.

H,m

Total consumer 504 Local consumer

resistance\ resistance
Source 404 \:
\ 304 — ¥ -

© s 204 Equivalent pressure
o ‘l\
Totaly 107 Consumer heigh "
pressure .
Overpressure 0 50 100 150 200 250 300 350 400 450 500 500 Z,m

Fig. 2. Piezoelectric graph of the network to the consumer at 8-A Zakhysnykiv Ukrainy Street

Piezometric analysis revealed potential areas of pressure deficiency on the upper floors of this
building. This confirms the need to install automatic balancing valves [9] and to take into account the
topology coefficient (K,_ ) in further iterations of regulation (Fig. 2).

topo

With regard to heat regulation, in the base scenario (0%), all consumers receive the design heat
loads, which confirms the correctness of the hydraulic and thermal calculations. When the resource is
reduced (10...30%), the algorithm forms a priority distribution: critical consumers (classes A—C: hos-
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pitals, schools, housing stock) maintain the necessary level of heat supply, while less significant cate-
gories (classes D—E: offices, commercial consumers, industry) receive proportionally smaller volumes.

The load moderator played an important role, preventing the dominance of large consumers with
low priority and ensuring fair distribution even for small facilities.

Figure 3 shows the distribution of heat supply between actual and theoretical consumers of CHS-
27 in scenarios with a deficit of 0%, 10%, and 30%. It can be seen that classes D and E, “Theoretical
consumers”, have a significantly greater reduction in heat supply-they are the ones that “absorb” the
main reductions, thus emphasizing that the algorithm deliberately “protects” priority categories by
redistributing the deficit toward less important ones.

1200
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g Deficit 10%
g
g 0600 Deficit 30%
=] -
S 300 |
b | | M | |
m -
o LI | | | | | | | B8 |
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Fig. 3. Diagram of heat supply distribution by priority with theoretical consumers

This model is based on the assumption of constant pipe parameters and a stable consumer com-
position, so in conditions of sharp changes in load or network modernization, adjustments to the calcu-
lations are required. In addition, further work may include forecasting daily or seasonal demand and
developing methods for automatically adjusting balancing valves based on SCADA data.

Testing of the methodology on the example of Chornomorsk confirmed its effectiveness. The use
of the algorithm allows:

— minimize social risks and shutdowns of critical facilities;

— optimize the operation of boiler rooms and heating stations;

— transparently regulate heat distribution in conditions of deficit.

Wartime conditions and regulatory restrictions necessitate the implementation of such algorithms
at the level of heat and power utilities. For practical implementation, it is necessary to use automatic
balancing valves and SCADA systems that allow real-time control of the process.

Summarizing the results, it can be noted that hydraulic analysis made it possible to identify the most
“heavy” consumers and confirm the need to install balancing valves and use a topological coefficient. The
results of heat distribution demonstrate that the integrated algorithm guarantees an adequate level of heat
supply for critical groups, which is in line with the principles of energy efficiency and social justice noted
in [12, 13]. Comparing the obtained data with previous works, it can be concluded that the combination of
hydraulic balance and priority control significantly increases the reliability of the system and allows reduc-
ing energy consumption by 15...20% [3, 7]. In addition, the proposed methodology meets regulatory re-
quirements for reducing gas consumption [1] and is consistent with modern Smart Heat Networks con-
cepts [9].

Conclusions

1. An integrated methodology for regulating urban heat supply systems is proposed, which com-
bines hydraulic balancing and priority distribution of thermal energy.

2. The hydraulic unit provides the technical capability to supply heat transfer fluid to all consum-
ers. The construction of piezometric profiles and the calculation of total resistance made it possible to
identify the most “difficult” buildings that determine the maximum capacity of the system.
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3. The thermal unit implements a priority balancing algorithm that takes into account consumer
classes (A-E), deficit scenarios (0...30%), and load moderators. This guarantees that the necessary
level of heat supply for critical infrastructure is maintained even in crisis conditions.

4. The proposed “double balance” allows combining the technical stability of the network with
social justice in the distribution of heat resources, which is not provided by traditional static methods.

5. Testing of the methodology on the example of CHS-27 in Chornomorsk confirmed its effec-
tiveness: the algorithm reduces the risks of critical consumer disconnections, optimizes the operation
of boiler rooms and heat distribution points, and creates a transparent heat distribution mechanism.

6. The implementation of the methodology complies with the regulatory restrictions set out in
Resolution No. 812 of the Cabinet of Ministers of Ukraine and can be implemented in practice by heat
and power companies through the use of automatic balancing valves and SCADA systems.
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HYBRID ENERGY SUPPLY SYSTEM FOR
A MULTI-STOREY BUILDING WITH RENEWABLE
ENERGY SOURCES

I Banacamsmn, B. Bepcmak, A. Ocmanenko., 1I. Konecnuuenxo. T'idOpuanHa cucremMa eHepro3za0e3nedyeHHsl 0araTornoBepxoBoro
OyIMHKY 3 BiTHOBIIOBAJIBLHUMH JKepejaMH eHeprii. 3ampormoHOBaHO KOH(DIrypariro TriOpuaHOI CHCTEMH eHepro3abe3redeHHs 3
Bi/IHOBJIFOBAJILHUMH JDKEPEIaMU CHEprii 100 aBTOHOMHOTO [TOCTa4YaHHs EJICKTPUKH Ta TEIUIa Cy4aCHOro 0araTOIOBEPXOBOrO OYAHMHKY.
Toennanmst B riOpuAHHI CHCTEMI Pi3HUX 3a IPHPO/IOIO Ta EHEPreTUYHUM MOTEHIIAIOM [DKEPEIT CHEeprii CIpHsie B3a€MOIOIIOBHEHHIO 1X IIepeBar
Ta, OJHOYACHO, B3aEMOKOMIICHCALIT X HEIOMIKIB. 3a CBOEIO MOTYXKHICTIO MOPHIHOI CHCTEMHU eHepro3abe3neyeHHs] HaOIbII TPUAATHI s
AQBTOHOMHOIO ~€HEepro3abes3leyeHHs HEBEIMKUX IPOMHCIOBHX 00 €KTiB, (DEPMEPCHKHX TOCIONAPCTB, JKUTIOBHX, pPEKpealliiHuX,
CLITBCPKOTOCIIOAAPCHKUX KOMIUICKCIB, TOIIO. J[msi KimiMaTHYHHX YMOB YKpaiHH HaifOLIbII PO3MOBCIOKCHHUMH € TiOpHIHOI CHCTEMH
eHepro3abesneyueHHs, 10 SIKUX iHTErPOBAaHO BITPOYCTAHOBKH Ta COHs4HI (oToenexTpuuni manem. Kongiryparis 3anponoHoBaHoi ribpuaHoi
CHCTEMH eHepro3abesledeHHs CKIAJaeThCsl 3 BITPOYCTAHOBKH, COHSYHHMX (DOTOCIEKTPUYHHMX IIAHENEH, IO TCHEPYITh EJICKTPHKY,
KOTeHepaLiiHOi YCTAaHOBKH 32 TEXHOJIOTI€I0 Ta30BOI MIKPOTYpOIHH, IO TeHEepye TS CHOKHBAYa SK EICKTPUKY TaK 1 TEIUIO Ta eJIEKTPOKOTIIa,
SIK OJATKOBOTO JDKEpelia TEIlIa IIPH IIKOBUX HaBaHTa)KEHHsIX. [IpOBeIeHO y3aranbHEHHS eKCIIEPUMEHTAIBHUX JaHHX, L1010 LIBHIKOCTI BITPY
Ta COHSYHOI 1HCOJISILIT, [0 HAKONMMYEHO y 0a3i JaHWX METEOCTaHIIil HaI[lOHAIBLHOTO yHiBepcuTeTy «Ojechbka moiTexHikay. OnpanboBaHO
METO/IMKY I10/I0 BU3HAYCHHS ONTUMAIIbHUX PEXKUMIB HABAHTAXKCHHS TA TapaMeTPiB riOpUIHOI CUCTEMHU eHepro3abe3nedeHHs 3aIpOOHOBAHOT
KOH(irypamii 3a KpurepieM MiHiMi3alii HebalaHCy MDK TeHEepalli€lo Ta CIOKHBAHHAM EIEKTpUKH B cuctemi. [lapamerpamu, Imo
OIITHMI3YOTBCS, € IUIoMIa (HOTOSTEKTPUYHHX MaHEN el Ta IUIOIIa JIOMATeil BITPOYCTAaHOBKH, SIKi CYMICHO T€HEepYIOTh J0JATKOBY SJIEKTPHUKY, Ta
Pa3oM 3 KOreHepaliiHOT yCTaHOBKOI 3a0€31e4yI0Th IIOBHE MOKPUTTS MOTped crokuBaviB. OTpUMaHO ONTUMAJIbHI PEKUMU €JIEKTPUYHOTO Ta
TEIUIOBOIO HABAaHTAKEHHS TiOPHIHOI cUCTeMM Ta i1 CKIaJOBHX YaCTHH 32 MICALSMH POKY. IliqTBEp/PKEHO, 1110 CE30HHA HEPIBHOMIPHICTH
BITPOBHX Ta COHSYHHX EGHEPropecypciB Moke OyTH TMOBHICTIO KOMIIEHCOBAaHA INIIAXOM iHTerpamii g0 TiOpHIHOI CHCTEMM pi3HHX 3a
€HEPreTUYHUM MOTEHIIIAJIOM Ta MPUPOJIOI0 JUKEPEIT eHeprii, ONTHMI3allii IX reHepyI04ol MOTYXKHOCTI Ta PEXKUMIB HABAHTAXKEHHSI.

Kunrouosi cnosa: BIIHOBIIOBANBHI JUKEpena eHeprii, riOpuaHa cucTeMa eHepro3ale3ledyeHHs, KOreHepalliiiHa yCTaHOBKa,
BITPOYCTaHOBKA, (POTOCIEKTPHYHI COHSYHI TTAHEN, PeKNMHI HaBaHTAXKEHHS ONTHMI3allisl TapaMeTpiB

H. Balasanian, V. Verstak, A. Ostapenko, P. Kolesnichenko. Hybrid energy supply system for a multi-storey building with
renewable energy sources. A configuration of a hybrid energy supply system (HES) with renewable energy sources for the autonomous
supply of electricity and heat to a modern multi-storey building is proposed. The combination of energy sources that are different in nature and
energy potential in a hybrid system contributes to the mutual complementarity of their advantages and, at the same time, mutual compensation
for their disadvantages. In terms of power, a hybrid energy supply system are most suitable for the autonomous energy supply of small industrial
facilities, farms, residential, recreational and agricultural complexes, etc. For the climatic conditions of Ukraine, the most common are a hybrid
energy supply system that integrate wind turbines and solar photovoltaic panels. The configuration of the proposed hybrid energy supply
system consists of a wind turbine, solar photovoltaic panels that generate electricity, a cogeneration unit based on gas microturbine technology
that generates both electricity and heat for the consumer, and an electric boiler as an additional source of heat during peak loads. A summary
of experimental data on wind speed and solar insolation accumulated in the database of the meteorological station of the Odessa Polytechnic
National University has been carried out. A methodology was developed to determine the optimal load modes and parameters of the proposed
configuration based on the criterion of minimizing the imbalance between electricity generation and consumption in the system. The parameters
to be optimized are the area of photovoltaic panels and the area of wind turbine blades, which jointly generate additional electricity and,
together with the control unit, ensure full coverage of consumer needs. The optimal electrical and thermal load modes of the hybrid system and
its components for each month of the year have been obtained. It has been confirmed that the seasonal unevenness of wind and solar energy
resources can be fully compensated for by integrating energy sources with different energy potentials and natures into the hybrid system,
optimizing their generating capacity and load modes.

Keywords: renewable energy sources, hybrid energy supply system, cogeneration plant, wind turbine, photovoltaic solar panels, load
modes, parameter optimization

Introduction

The use of hybrid energy supply systems is becoming increasingly widespread in Ukraine and
around the world [1]. This is due to the high energy efficiency of hybrid energy systems, which combine
traditional energy technologies and renewable energy sources (RES) in a single system [2]. The combi-
nation of energy sources that differ in nature and energy potential in a single system contributes to the
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mutual complementarity of their advantages and, at the same time, the mutual compensation of their
disadvantages [3]. The widespread use of HES is also linked to the steady rise in prices for fossil fuels,
heat and electricity, as well as increased environmental requirements for energy facilities and energy
supply reliability. The energy capacity of HES is lower than that of traditional power generation systems.
This is due to limitations in the energy potential of RES and their high specific cost, but systems with a
capacity of several kW to several MW are quite widespread.

Analysis of literature data and problem statement

The use of HES is most effective in the autonomous supply of electricity and heat to consumers.
In terms of their capacity, RES are most suitable for the autonomous energy supply of small industrial
facilities, farms, residential, recreational and agricultural complexes, etc. [4]. For the climatic conditions
of Ukraine, the most common are HES that integrate wind turbines (WT) and solar photovoltaic panels
(SPP) [5, 6]. Depending on the operating mode, HES can be either completely autonomous or connected
to electricity and gas networks. Autonomous operation also requires the system to have storage devices
to compensate for the variability of wind and solar energy resources.

HES for electricity generation only have become more widespread, but for certain categories of con-
sumers HES systems are used to meet their heating and hot water supply (HWS) needs. Such systems have
a more complex configuration, as they additionally integrate heat generators — gas or electric boilers, heat
pumps, etc. For such HES systems, electricity consumption will increase significantly during the heating
season, leading to a corresponding increase in RES generation capacity and reducing the economic effi-
ciency of the system. Recently, cogeneration plants based on gas turbines or internal combustion engines
have been used for combined electricity and heat production in various industries. Integrating a cogenera-
tion plant into a HES can significantly increase the efficiency of the system during the heating season,
while in the summer months, efficient generation will be carried out mainly by RES [7].

A configuration of a HES system with a cogeneration unit — a gas microturbine, a heat recovery
unit and a photovoltaic solar power plant — is proposed for consideration (Fig. 1). The proposed HES
only needs to be connected to the gas network and is completely autonomous in terms of electricity
generation. CU based on gas microturbines have found wide application for autonomous supply of elec-
tricity and heat to consumers [8] with high energy efficiency. The efficiency indicator of CU, the fuel
utilisation factor (FUF), reaches up to 90%. During the non-heating period, consumer demand for heat
is significantly reduced and, accordingly, the CU FUF can drop to 30%. The presence of a wind turbine
and a solar photovoltaic system in the proposed HES configuration will largely compensate for the low
efficiency of the CU during the non-heating period. The energy efficiency of the wind turbine is signif-
icantly higher in the winter months, while the solar photovoltaic system reaches its maximum in the
summer months, so the proposed hybrid energy system is quite relevant for supplying consumers with
significant heat consumption during the heating period with full electricity supply throughout the year.

For the proposed HES, the question of the optimal capacity of each energy source in the system
becomes relevant [9, 10].

Purpose and objectives of the study

The purpose of the study is to investigate load modes and optimise the parameters of the HES for
combined energy supply to consumers, taking into account the climatic conditions of the Odessa region.

To achieve the aim of the study, the following tasks must be solved:

— summarise experimental data on wind speed and solar insolation accumulated in the database of
the meteorological station of the Odessa Polytechnic National University;

— develop a methodology for optimising the load modes and parameters of the proposed configu-
ration of the solar energy system, taking into account the wind and solar radiation potential for the
Odessa region;

— conduct research on the HES system to determine the optimal energy parameters of the system
and load modes of the system components.

Research materials and methods

Fig. 1 shows the functional diagram of the proposed HES system. The object of energy supply is a
modern 150-apartment multi-storey residential building.

The configuration of the proposed HES consists of a wind turbine, solar photovoltaic panels that
generate electricity, a gas microturbine control unit that generates both electricity and heat for the con-
sumer, and an electric boiler as an additional source of heat during peak loads. The electrical power
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generated by the wind turbine and solar panels is usually supplied as direct current, which is quite con-
venient for charging batteries. The controller's function is to protect the battery from deep discharge and
overcharging. Next, the inverter converts direct current into alternating current with a standard fre-
quency of 50 Hz and a voltage of 220 or 380 V. Due to the utilized heat from the cogeneration unit, the
main share of heat supply in the system is provided, additional peak heat loads are compensated by the
electric boiler.

From the tire

HS L
—> l—
||
X X
—@—THB é EB Fuel
HP “M—_""x‘w STR Regenerator l
HWS || ST
I?I(\);ll;umer From the tire
Py
&£ ‘a\\ NP - eI:BP
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consumer
Controller AB DCAC

Fig. 1. Functional diagram of a HES system: T — gas turbine; C — compressor; ST — storage tank; EB — electric
boiler; WHB — waste heat boiler; HS — heating system; HB — heating boiler; NP — network pump; HP — heating
pump; STR — storage tank pump; WHBP — waste heat boiler pump

Methods for determining the capacity and performance of HES systems integrated with heat re-
covery boilers and solar panels are based on generalised climate data from long-term observations of
wind speed and solar insolation for a given region. The parameters and structure of the SHE can be
optimised in various ways: for example, according to technical indicators that characterise the reliability
and efficiency of energy supply, or according to economic indicators such as the cost of energy products
or capital investment in system components [11].

To optimise load modes and HES parameters, a target function (TF) is proposed that minimises the
imbalance between electricity generation and consumption in the system: F'=E, —E_ — 0. The pa-

rameters to be optimized are the area of photovoltaic panels F,, and the area of wind turbine blades
F,,;, which jointly generate additional electricity and, together with the CU, ensure full coverage of

consumer needs.

In addition to the TF, the task of optimising load modes and HES parameters also includes a system
of balance equations (BE) and corresponding constraints (CC) on the generation and consumption of
electricity and heat in the system.

The balance between heat consumption and production is described by the equation:

O+ Ois = Gev + rp » M
where:
0., Ol are the average monthly values of the thermal power of the heating system and HWS,
respectively;
0., O., are the average monthly values of the utilised thermal power of the heating system and

hot water supply, respectively;
i is the ordinal number of the month of the year.
The balance of electricity consumption and production is described by the equation:
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E+ By =Eqy + Epy +Eyy (2)
where:
E! ., E., —average monthly values of electricity consumer capacity and EC capacity, respectively;
E.,, E,,, E,, — the average monthly values of the electrical power of the CU, SPP and WT, re-
spectively.

Additional conditions may also be included in the system of equations, for example, the ratio be-

tween the nominal capacities of the wind turbine and photovoltaic panels E" / EY", which for this SPP

is accepted as E,." / Ey" =1. The ratio between the nominal capacities of the heat source and photo-
voltaic panels can also be specified, for example, provided that the capital investments in the heat source

(Kheat source) and photovoltaic panels (Kpy ) are equal: Kheat source / Kpv = 1.
System of restrictions on electricity and heat generation in the HES:

i nom i nom , i nom i nom
QCUSQCUECUSE E <E EWTSEWT’

Cu » PV — PV

where: OX", EX, EN", Eyp  are the nominal values of the thermal and electrical power of the CU,
the electrical power of the SPP and the WT, respectively.
Finally, the task of optimising the load modes and parameters of the HES of the proposed config-

uration is as follows:

F=E, —-E, — min (TF);

O + Ohws = Oy + O (BE);

E' +E. =E., +E,, +E,. (BE);

i< (rom. Ei < Erom. Ei < From. Ei <E‘r;>—ll_n (CC) : (3)

CU — =CUu » Cu — —cCu > PV — PV > TWT —

K
nom nom __ WT __ .
E™™ JE™™ =1 or = =1 ;
PV

i=1.12.

The “Find Solution” option in Excel spreadsheets was selected as the tool for solving the task of
optimising the parameters of the HES. The result of solving the problem is the optimal values of the

wind turbine blade area Fj , the area of photovoltaic panels — F,, the average monthly values of
utilised heat and electrical power of the CU — O, E.,, , the average monthly value of the electrical

power of the EC, WT and SPP — E,, E.., E., , which satisfy the conditions of the problem.

Research results

The energy supply facility considered in this work is a modern 150-apartment multi-storey resi-
dential building with the following calculated technical characteristics:

— total heated area — 11.250 m?;

— number of residents — 370;

— specific heating characteristic — go =1.4 W/(m?°C);

— hot water consumption — 100 litres per person per day;

The parameters for heat consumption for hot water supply and heating are determined according
to the methodology [13].

Table 1 shows the total electricity and heat consumption at the facility during the calendar year.

The average monthly heat load of the facility for heating and hot water supply throughout the year
is shown in Fig. 2. The facility's heat demand in winter and summer differs significantly and, accord-
ingly, has a ratio of about 7:1, due to the fact that heat in summer is consumed only for hot water supply.

A cogeneration unit is installed at the facility — a Capstone-200 gas microturbine (manufactured in
the USA) with the following nominal technical characteristics:

— turbine electrical power, kW — 200;

— utilised thermal power, kW — 393;

— natural gas consumption, nm*/hour — 65;

— turbine rotation speed, rpm — 65,000;

— exhaust gas temperature, °C — 280;
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— turbine electrical efficiency, % — 33;
— fuel utilisation factor (FUF), % — 90.

Table 1

Generalised electricity and heat consumption volumes

Electricity consumption, kWh 97500 [89700 [89700 [82500 [65625 [84375 [93750 (93750 [65625 [ 78000 [97500 [97500

Average monthly electricity | 35 | 133 | 155 | 115 | 88 | 117 | 126 | 126 | 91 | 105 | 135 | 135
load, kW

Averagem‘mi‘\g heatingload, | 3, | 337 | 236 | 142 | 0 0 0 0 0 | 158 | 221 | 284

Heat consumption for hot water g2 2 82 48 45 64 64 64 45 48 50 g2
supply, kW

Total thermal load, KW 413 | 413 | 318 | 190 | 45 | 64 | 64 | 64 | 45 | 206 | 271 | 366

Or, kW

400

300

100

H
B
-
200
B
B
B
B

Month of the year

Fig. 2. Thermal load of the facility by month of the year: / — Heating; 2 - HWS

Analysis of the data in Table 2 shows that the electrical power of photovoltaic panels in the summer
months is 6...8 times higher than in winter, which, accordingly, will contribute to their effective use
with limited power of the CU in summer (Fig. 3). On the contrary, the electrical power of heat engines
is 4...5 times higher in the autumn and winter months than in the summer, which contributes to natural
gas savings for heat engines.

Table 2

Electricity generation by wind turbines and photovoltaic panels by month of the year

Month| 1 | 2 | 3[4 |56 |7 |89 |10]11]I12
Insolation, kWh/m? 28 | 47 |115]161]177]211|200]|184|130| 70 32| 27
Specific electricity generation of solar power plants, W/m? 7.6 [14.2] 31 |45.4|46.7|57.5|52.5|48.2|36.7|19.4/8.5| 7.4
Average monthly electrical capacity of solar power plants, kW| 14 | 26 | 59 | 85 | 88 [109] 99 | 91 | 68 | 36 |16] 14
Average monthly wind speed, m/s 48| 5 148]48|3.7]129(29(2.7[29]|3.244|47
Average monthly electrical power of the WT, kW 15.6/17.7|/15.6/15.6/ 7.2 3.4[3.4[2.8|3.4|4.6|12]14.7

The results of solving the problem of optimising load modes and HES parameters under the condition
of equal nominal capacities of wind turbines and photovoltaic panels E,." / EQ" =1 are as follows:

— total SPP — 1638 m?;

— the area of the rotor blades is 995 m?, which corresponds to a wind turbine diameter of 62 m.

Fig. 4 shows the optimal modes for utilised heat from the CU and heat from the EC by month of the year.

Analysis of Fig. 4 shows that during the heating season (October to April), heat utilised from the
CU provides the majority of heat for the consumer. The EC is used to coordinate the thermal and elec-
trical load schedules in the system and to cover peak loads, so the share of heat from the EC is signifi-
cantly lower. The heat recovered from the CU is used only for HWS in the summer, so the CU operates
periodically only to accumulate hot water, and the EC is switched on to coordinate the thermal and
electrical loads of the system.

ENERGETICS



52
ISSN 2076-2429 (print)

[pani Oxecskoro moJiTeXHIYHOTO yHIBepcHuTeTy, 2025. Bun. 2(72) ISSN 2223-3814 (online)

Ree, kKW
80

60

40

20

1 2 3 4 5 6 7 8 9 10 11 12
Month of the year

Fig. 3. Power of photovoltaic panels by month of the year
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Fig. 4. Optimal modes of heat generation from the CU and EC by month of the year

Fig. 5 shows the optimal modes of electricity generation by the CU, WT and SPP by month of the
year. Analysis of Fig. 5 shows that the main share of electricity during the heating period in the HES is
provided by a gas microturbine. Although the share of electricity from the heat pump is smaller than
that from the heat exchanger, it is several times greater than the share of electricity from the heat pump.
Electricity supply to consumers in the summer months is mainly provided by the heat pump. The share
of electricity from the microturbine is small and is due to the supply of utilised heat to the DHW. In the
summer months, the WT generates several times less electricity than the SPP.
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Fig. 5. Optimal electricity generation modes in the HES by month of the year, assuming equal nominal
capacities of WT and photovoltaic panels

If the task of optimising the parameters and load modes of the HES is solved under the condition
of equal capital investments in accordance with the WT(Kwr) and photovoltaic panels (Kpv):
KWT / KPV = 1,
then the optimisation results change significantly (Fig. 6). The share of electricity from CU and SPP

increases significantly, while electricity from WT, on the contrary, does not have a significant impact
on the energy balance of the SGE.
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Fig. 6. Optimal electricity generation modes in the HES by month of the year, assuming equal capital

investments in thermal power plants and photovoltaic panels

Conclusions

1. A HES system for autonomous electricity and heat supply of a modern multi-storey residential
building has been proposed, taking into account the energy potential of wind and solar energy for the
Odessa region.

2. A methodology has been developed for determining the optimal load modes and parameters of
the proposed HES configuration based on the criterion of minimising the imbalance between electricity
generation and consumption in the system.

3. The optimal modes of electrical and thermal load of the hybrid system and its components by
month of the year have been obtained.

4. It has been confirmed that the seasonal unevenness of wind and solar energy resources can be
fully compensated by integrating energy sources with different energy potentials and natures into the
hybrid system, optimising their generating capacity and load modes.
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POSSIBILITIES FOR IMPROVING THE RELIABILITY OF

HEAT AND ELECTRICITY GENERATING FACILITIES IN

HEAT SUPPLY SYSTEMS, TAKING INTO ACCOUNT THE
INSTALLATION OF RESERVE CAPACITIES

A. Masypenro, A. Ilycmogim, XK. [opowenxo, C. Ipiwenxo. MoAINBOCTI MiIBHINEHHsI HAXIHHOCTI po0OTH TemI0 Ta eJIeKTPO
TeHepYIOUNX YCTAHOBOK CHCTEM TeIIONOCTAYAHHS 3 YPaxXyBaHHSIM BCTAHOBJEHHSI Pe3ePBHHX MOTY:KHOCTeil. 3HIDKCHHA HamiiHOCTI
TeIu103a0e3NeueHHsI CIIOKUBaYiB MOXUIMBE Yepe3 IiABUIICHY aBapiiHICTh YCTATKyBaHHS, SIK Yepe3 30BHIIIHIH BIUTNB B eKCTPEMaTbHUX yMOBaX, TaK i
B YMOBAX BIIIPAIFOBAHHS PO3PaXyHKOBOTO PECYpPCYy HaCTHHOK BCTAHOBIIEHOTO I'E€HEPYIOHOTo OOJAJHAHHS. XapaKTEepHUM IUisi €HEepreTHYHHX
YCTaHOBOK € LUKJIIYHUN PeXUM PoOOTH. 3a0e3MeueHH s BUCOKOI HAMIHHOCTI eHEPrOCHCTEM MOJKIIMBE 32 PAXYHOK BHCOKHX MOKA3HUKIB HAIIHHOCTI
BHKOPHCTOBYBAHOTO OOJAJHAHHS Ta 3a PaXyHOK HAIEKHOI CTPYKTypH Ta pe3epByBaHHA CHCTeM TreHepamii. B poGoTi posrmsHyTH metomu
BH3HAYCHHS BEIMYMHM PE3ePBY T'CHEPYIOUOl IMOTYXKHOCTI CHCTEMHM TEIUIONOCTauaHHs. BemminHa HeoOXiIHOro pesepBy TICHO ITOB'S3aHA 3
BH3HAYCHHSM MapaMeTpiB aBapiiHOCTI OOJaJHAHHS, IO BHKOPHCTOBYETBCS, A TAKOXK Bi[ Pe3epBY 3aJeKUTh BUPIMICHHSM 3afadi IUIAHYBAHHS
pemonTiB. Ilicis 3aBepIICHHs ONMANIOBAIBLHOIO CE30HY CHCTEMA TEIUIONOCTAYaHHS, SK NPABUIIO, MEPEXOIUTh B PEXHM 3aHIKEHOI ITOTYXKHOCTI,
HeoOXiJIHOi U1 rapsdoro BojornocTadaHHsA. IIporte, B JeAKHX perioHax 3Ha4yHA KiIBKICTh CHCTEM TEIUIONOCTAYaHHS MpAIOe JIMIIE B TEpiof
ONAJTIOBAIILHOTO CE30HY, a i€ CHpOILIye BUPILICHHS NMUTaHb IUIAHYBAHHS KAIiTAIBHOTO PEMOHTY YCTaTKyBaHHsS CHCTCMH Ta il pe3epByBaHHSL
BuxoHani HeoOXiHI po3paxyHKH JUisi NoOyIoBH rpadika BU3HAYECHHS PE3epBY CHCTEMH TEIUIONOCTAadyaHHs. PO3IIIHYTO IUIaHYBAaHHS KalliTaIbHUX
PEMOHTIB Ta 1X IepioAMIHICTb. [II1 MPaKTHYHOTO BUKOPHUCTAHHS B OLIBIIIOCTI BUTIAAKIB, PO3B'SI3aHHS 3a/1a4i pe3epBYBaHHS IIOTYKHOCTI BUKOHAHO 32
OUIBLI MPOCTOFO i OLIBII TOYHOIO MPU HEBENMKIN KUJTBKOCTI €IEMEHTIB CUCTEMH METOJIMKOI0, o0y I0BaHiii Ha posnoait bepuysi. [Ipu oMy Oys
BHKOPHCTAHO MaTeMaTH4Huii maker Maple. Pesynbratn orpumani y Burmmi rpadikis. ITpu Ginblmiit 3aranbHil KiTBKOCTI €JIEMEHTIB BiITOBITHO
3MEHIIYETHCS BiZTHOCHA JIOJIS BIUIMBY BiIMOBH OKPEMOTO eJleMeHTa (KOTJIa) Ha Ipare3aTHICT BCiei cucTeMu (KOTeNbHI) IPH NPUHHATOMY 3HAYeHi
MiHiManbHOTO pe3epBy. CepenHs aBapifiHICTh MPUHAMAETHCS JIOCUTh YAaCTO MOCTIMHOIO JUIS OJHOTHITHOTO €HEPreTHMYHOro OONaaHaHHS, TMpoTe
HeoOXi/IHO MaTH Ha yBa3i, 0 HaBiTh TaKe YCTaTKyBaHHsA MOXKE MaTH TIOKA3HWKH, sKi 3HAYHO BiAPI3HAIOTECA 10 HafiiHOCTI. Lle poduTh nouimsaIM
TIPOBEZICHHS CHCTEMATHYHOTO iHIHBITyaJIbHOTO 00Ky, 300py Ta Bi/iNOBiIHOT 00pOOKH CTATHCTHYHIX JaHHUX IO BCIX €IEMEHTaX CHCTEMH, OCOOIMBO
JUTS GHEPTeTHYHOTO YCTaTKyBaHHs, SIKE BIIIPAIIFOBAIIO 3HAYHY YaCTHHY CBOIO Pecypcy.

Kniouosi cnoea: cuctema TETUIONOCTa4YaHHs, HA[IHHICTh €HEPrOCHCTEM, aBapiifHICTh 00TaIHAHHS, Pe3epBYBaHHS MOTYKHOCTEH

A. Mazurenko, A. Pustovit, Zh. Doroshenko, S. Gryshchenko. Possibilities for improving the reliability of heat and electricity
generating facilities in heat supply systems, taking into account the installation of reserve capacities. The reliability of heat supply to
consumers may decrease due to increased equipment failure rates, both due to external influences in extreme conditions and due to the
depletion of the design life of some of the installed generating equipment. Cyclical operation is characteristic of power plants. High
reliability of power systems can be ensured by high reliability indicators of the equipment used and by the proper structure and redundancy
of generation systems. The paper considers methods for determining the reserve capacity of the heat supply system. The amount of the
required reserve is closely related to the determination of the failure rate parameters of the equipment used, and the reserve also depends on
the solution of the repair planning problem. After the end of the heating season, the heat supply system usually switches to a reduced power
mode required for hot water supply. However, in some regions, a significant number of heat supply systems operate only during the heating
season, which simplifies the planning of major repairs to the system's equipment and its reserve capacity. The necessary calculations have
been made to construct a schedule for determining the reserve capacity of the heat supply system. The planning of major repairs and their
frequency are considered. For practical use in most cases, the problem of power reserve is solved using a simpler and more accurate method
for a small number of system elements, based on the Bernoulli distribution. The Maple mathematical package was used for this purpose. The
results are presented in the form of graphs. With a larger total number of elements, the relative share of the impact of the failure of a single
element (boiler) on the performance of the entire system (boiler room) decreases accordingly, given the accepted minimum reserve value.
The average failure rate is often assumed to be constant for energy equipment of the same type, but it should be borne in mind that even such
equipment may have significantly different reliability indicators. This makes it advisable to systematically record, collect and process
statistical data on all elements of the system, especially for power equipment that has worked out a significant part of its resource.

Keywords: heat supply system, reliability of power systems, equipment failure rate, power reserve

Introduction

A characteristic difference between thermal power equipment, thermal and electrical power
plants and manufacturing enterprises in other industries is the requirement to ensure a continuous bal-
ance between “heat and electrical energy production and consumption”. This condition must be met
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regardless of the time of day, day of the week, seasonal fluctuations in demand for the products manu-
factured, instability in the quality of the fuel supplied, etc.

A decrease in the reliability of heat supply to consumers is possible due to increased equipment
failure rates, both due to external influences in extreme conditions [1, 2] and due to the depletion of
the design life of some of the installed generating equipment.

Analysis of literature data and problem statement

The main task of power systems is to ensure uninterrupted power supply to consumers. This task
can only be solved if the equipment is in good working order and operates reliably.

The reliability of heat and power generating equipment is its ability to maintain the capacity to
produce electrical and thermal energy of certain parameters according to the required load schedule
with a given system of maintenance and repair of equipment.

A characteristic feature of power plants is their cyclical mode of operation, shown in Fig. 1 in the
form of a graph. After a certain period of operation, the plant is shut down for planned preventive
maintenance (PPM), and in the event of failures during operation, unplanned repairs (UR) are carried
out. In some cases, the period of plant downtime may be related to the modernisation and reconstruc-
tion of its individual elements or to external factors not related to the technical condition of the plant,
for example, its decommissioning due to a reduction in electricity or heat consumption, a lack of funds
to purchase fuel, or an accident in the power system.

A
. Operation  Planned  Operation Planned preventive Operation Unplanned Operation
S preventive maintenance repair
= W . b
% y maintenance, y y
O %, Y Y,
7/ 7 7 7
Time

Fig. 1. Heating system operation schedule

Thus, the reliability of a power plant consists of several components: fault tolerance, durability,
maintainability, and preservation.

To increase the reliability of heat and power generation systems, redundancy is used — a method
of increasing the reliability of an object by introducing additional elements and functional capabilities
beyond the minimum necessary for the normal performance of the object's specified functions. In this
case, failure occurs only after the failure of the main element and all backup elements.

The level of reliability of energy supply to consumers in most countries is set at a fairly high lev-
el of 0.999, which corresponds to a single emergency power outage lasting one day every 2.74 years
[3 — 7]. The main reasons for the extreme operating conditions of heat supply systems in Eastern Eu-
rope may be extremely low winter temperatures, strong winds, precipitation and other climatic features
[8]. In the current conditions in Ukraine, additional aspects include wartime problems, including dam-
age to infrastructure as a result of hostilities, interruptions in the supply of fuel, water and electricity,
difficulties in accessing repair work in affected areas, etc. [9].

The necessary level of energy supply reliability can be achieved through passive protection, the
creation of a structure of generating sources with an appropriate level of reliability [10], or, taking into
account the technical characteristics of existing equipment, through an appropriate reserve of installed
capacity.

In addition, high reliability of power systems can be ensured through high reliability indicators of
the equipment used and through the appropriate structure and redundancy of generation systems [1].

Centralised heat supply systems are complex, spatially distributed engineering structures with a
fundamental lack of statistical information about component failures and the laws governing the dis-
tribution of random variables.

The aim of this work is to determine the possibility of improving the reliability of heat and
power generating units in heat supply systems, taking into account the installation of reserve capaci-
ties.

To achieve this goal, the following tasks must be solved:

— analysis of methods for determining the reserve capacity of heat supply systems;
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— calculation of the power reserve of the energy system;

— construction of a graph for determining the reserve capacity of the heat supply system;

— construction of graphs showing the probability of failure of energy equipment.

Materials and methods

Let us consider methods for determining the amount of generating capacity reserve required to
compensate for losses due to emergency repairs (Na), scheduled (major) repairs (Ni), and possible
exceedances of forecast load values (Vy) at consumers. The amount of the required reserve is closely
related to the determination of the failure rate parameters of the equipment used, and the reserve also
depends on the solution of the repair planning problem.

For example, let us consider a heat supply energy system consisting of # generating units with
available capacity N;, emergency shutdown intensity A;, and period between major repairs 7 before
the start of the heating season (e.g., in October — T1o).

After the end of the heating season (in this case, in April), the system usually switches to a re-
duced power mode, which is necessary for hot water supply. However, in some regions, a significant
number of heating systems operate only during the heating season, which simplifies the planning of
major repairs and maintenance of the system equipment.

The graph in Fig. 2 is presented in coordinates — power N(#) and annual operating time 7, with
monthly — AT} breakdown of performance indicators, which shows the main indicators: NP(¢) — total
power that can be carried by the installed generating equipment in the j-th period of operation, J —
heating system load, corresponding power reserve in the system N, and N, — calculated reserve of

the heating system during the period of maximum load in the current year of operation.

A
Ne(ty) () NP(14)
Np(l‘m) .
N
Np(l‘s - 9)
= |AL
7, 10 11 12 1 2 3 4 5 6 7 8 9 T y,
Month of the year

Fig. 2. Graph showing the determination of the heat supply system reserve

For a concentrated power system, its power at the beginning of period 7 is equal to:
N'(t,) =D N(t,), (1)
i=1

where: n — the number of types of generating equipment with different parameters used in the system.
It is important to note that an energy system can be considered concentrated if the throughput ca-
pacity of its energy networks (including during scheduled and emergency repairs of both main equip-
ment and network elements) does not limit the use of the capacity of energy supply facilities at any
point of consumption at all load values, i.e. the generating capacities and consumers in the calculation
scheme that combines its elements through a branched system of ring or radial redundancy can be
conditionally concentrated in a common node. The closest to concentrated are electrical systems with
powerful electrical networks. Existing heat supply systems correspond to the concept of concentrated
systems to a lesser extent. However, the existing trend of combining individual boiler rooms and their
power-generating elements is a real direction for the transition to their concentration in the future. The
energy load schedule N, for the entire planned operating period 7, (as a rule, this period is the entire
year for continuous operation of the heat and power supply system, or the heating season for operation
exclusively for heat supply) must be specified as a piecewise constant function N; at equal intervals
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ATj, period T,, where the number of intervals j is usually equal to 12 monthly intervals for year-round
operation, or 6 — 8 (depending on the characteristics of the region) for system operation only during
the heating period. In this case, the monthly maximums can be considered as interval load values. It
should be noted that the graph in Fig. 1 reflects a situation where, during the calculation period T,,
there is a possible change in the installed capacity in the power system with a simultaneous increase
(relative to the previous calculation period) in the maximum load due to the growth in consumption,
for example, when the outside temperature drops in winter for heating systems. There may be situa-
tions in which there is no increase in installed capacity, or even a decrease due to the decommissioning
of emergency or obsolete equipment. In addition, the predicted change in peak loads is ambiguous and
sometimes controllable. Calculating the power reserve of the power system to ensure its stability and
the operation of vital consumers for such conditions is no less relevant and can be performed if there is
sufficiently complete information about the technical condition of the generating equipment.
When planning major repairs, their frequency can be accepted:

Tikr:n’_.];’ (2)

where: n; — a number that characterises the frequency of major repairs in years, usually no more than
three.

As a result of planning, the start and end times of major repairs of m units with a capacity of N/
(i=1, m), that are to be carried out during the period 7, (obviously, m<n) must be determined. The
task of determining the reserve generating capacity is to determine for each interval AT" of the period
Ty such available capacity NP() that the probability of a deficit-free state of the power system ¢; in any
of the intervals AT is not lower than the required ¢°, i.e. ¢>q°, j = 1, 12. Theoretically, it is necessary

to strive for equality in the above ratio, since excessive reliability requires additional costs, but taking
into account unpredictable situations and changes in equipment reliability indicators, a positive reserve
value should be planned. The value of the power reserve N'(¢) at a given moment is determined as the
difference between the available installed capacity of the system and its load:

N'(@)=N"(@)=N,. G)

The calculated reserve value for the period Ty is taken as the value corresponding to the annual
maximum load. In our case, this refers to January, the coldest period of the heating season.
Therefore, in our case:

N, =N"(t)-N,. 4)

it must exceed the maximum power that can be lost in the event of an emergency shutdown of at least
one generating unit in the system. The probability of system reliability ¢, in the interval m, i.e. at max-
imum load, can be determined by the formula:

g, =1-p,(4|By=1-L=UA0D) )
p,(B)

where:

pm(ANB) — the probability of both events 4 and B occurring simultaneously. An event means that
the failure of & units causes the system to fail;

pw(B) — probability of event B occurring, i.e. failure of & units in the m-th interval;

pm(A4) — probability of failure of the entire power system to function properly, in our example dur-
ing the most stressful January period AT.

The probability of k failures of units in the j-th interval Pj" can be found using the formula for

Poisson distribution, which describes the probability of events occurring within a set time interval A7;
that are independent of each other. In each test, the probability is assumed to be constant, and if the
general condition is satisfied, i.e. the number of elements in the system » multiplied by the probability
of failure p-n-p<10, then the probability that failure will occur exactly k times in # tests is approxi-
mately equal to:

)
i k'

-exp(—A;), (6)
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where:
); — total failure rate in the j-th interval;

p(N] | k) — conditional probability that, if & units fail in the j-th interval, the system will fail

when the total capacity of the power units taken out of service due to failures exceeds the capacity of
the operational reserve; its value can be determined by the Bernoulli or Laplace distribution.

The Laplace distribution is a continuous probability distribution used to model data with “heavy
tails” (a higher probability of extreme values) compared to the normal distribution. This means that it
has a higher probability for values far from the mean, making it suitable for modelling phenomena
where extreme events occur more frequently. The Laplace integral function is as follows:

|

,- ,—2'n-'(|:e2-dx, (7

where: s=x1..x, and x in turn:
ki—n-p

S ra-p ®

In general, x; and x, are determined, respectively, at the minimum number of elements that can
fail in the system — ki, and at the maximum number — k,. If the option of a possible failure from 0 to &
is considered, then k; = 0.

After obtaining the values of the tabular functions @, and ®,, the probability of failure of £ ele-
ments is determined as the difference between these functions:

P=0,- . )
The value of the reserve N, in the formula for determining the conditional probability p(N,, | k)

is the difference between the total capacity of the installed and ready-to-operate generating elements of
the system and the total capacity of n operating units &; during the period of maximum system load

(j=m): B
N;ziNf—iNi. (10)
i=1 i=1

Thus, taking into account the assumptions made, the values necessary for establishing the proba-
bility of failure-free operation of the heat supply system q; and the value of the power reserve of the

power system N, are determined for known general parameters of the power system and reliability

indicators of its generating equipment. It should be noted that the presented method of using the tabu-
lated Laplace distribution requires tables of local and integral functions, which somewhat complicates
its practical implementation.

Research results

For practical use in most cases, the problem of power reservation can be solved using a simpler
and more accurate method for a small number of system elements, based on the Bernoulli distribution,
which we will use for in-depth analysis.

According to this method, the probability Pj" of k failures of units in the j-th time interval:

. k- _ (n—k)
prottp dzp) (11)
! k(n—k)!

where:

n — total number of installed generation facilities;

k —number of refusals considered;

p — probability of failure of a single system component.

Let us analyse the following options for reserving a boiler room with n= 6, 8 and 12 boilers of
the same type with possible failure probabilities p = 0.05; 0.1 and 0.2. Based on this initial data, we
will determine the probability of emergency shutdown of one, two, three and four boilers.

To simplify the calculations, especially when there are a large number of system elements, one of the
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well-known mathematical packages such as MatCad, Maple or Matlab can be used. Thus, in Maple,
the program (left) and the calculation results (right) look as shown in Figure 3.

RESTART
nlp*(1-p)"™" np*(1=p)"™"
—(pom k)P TP PP
4= b = Tor | 1T T
q, = sion(g(0.1,6,s),s =0...1) q, =0.8857350000

q, = sion(q(0.1, 6, s),s =0...2) q, =0.9841500000
q, =sion(gq(0.1, 6, s),s=0..3) q, =0.9987300000
q, = sion(q(0.1,6,s),s =0...4) q, :=0.9999450000

Fig. 3. Calculation using Maple

In this particular case, the calculation of the probability of failure of one, or simultaneously 2, 3,
4 boilers of the system (here s is the number of failures from 0 to k) is shown, with the probability of
failure of each element p=0.1 and the total number of elements in the system n=6.

In this case, the opposite result — the probability of failure of elements in the given situation — is
determined as pr =1—g, and these values for all options are given in Table 1.

Table 1
Probability of failure of power supply system components
K n=6 n=8 n=12
p=0.05 p=0.1 p=0.2 p=0.05 p=0.1 p=0.2 p=0.05 p=0.1 p=0.2

1 0.032774 | 0.186895 0.34464 0.057245 | 0.186895 | 0.496684 0.11836 0.186895 | 0.725122
2 0.00223 0.038092 0.09888 0.005788 | 0.038092 | 0.203082 | 0.019568 | 0.038092 | 0.441654
3 8.64E-05 | 0.005024 0.01696 0.000372 | 0.005024 | 0.056282 | 0.002236 | 0.005024 | 0.205431
4 1.8E-06 0.000432 0.0016 1.54E-05 | 0.000432 | 0.010406 | 0.000184 | 0.000432 | 0.072555

It is advisable to present the results obtained in a more visual form using appropriate graphs. It
should be noted that in probabilistic calculations, qualitative assessment and identification of trends in
the influence of various factors on the probability of certain events occurring are often more important
than “dry” numerical values.

Analysis of the graph in Fig. 4 shows that with a small total number of generating elements in the
system, the probability of failure of individual elements is quite high. Moreover, the probability of
failure of one element is the highest, the probability of failure of two elements at the sa

me time is significantly lower, and the probability of failure of three and four elements is very
low.

0.35
o 03
z \ 02
& 025 o 0.5
3 0.1 K = 0.2
g 0.2 .\A \ '*E 0.4 \(I
i 8
> 0.15 g 03
= \ \ & 0.1 \
;g 0.1 005\ = 02 / N
£ 0.05 - . . £ o1 49'05 N
o
0 £ /\\L\
1 2 3 4 1 2 3 4

Number of boilers Number of boilers

Fig. 4. Probability of failure of individual system
elements when their total number is #=6

Fig. 5. Probability of failure of individual system
components when their total number is n=8
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Of course, in all cases with higher reliability indicators of elements, the probability of failure for
different numbers of them is significantly lower.

When the total number of system elements is increased to n=8 and n=12 (Fig. 5, 6), there is an
increase in the probability of failure of different numbers of elements £ due to the increase in the sam-
ple size. However, with a larger total number of elements, the relative share of the impact of the failure
of a single element (boiler) on the performance of the entire system (boiler room) decreases according-
ly, given the accepted minimum reserve value.

g
2 08
ng 4
2 5 06 AN
= 087 E
& 5
8 06 AN 5 04 2
= 2 0.1 0.05
2 Z 02 : 3
5 0.4 ) 2
2 9-1 0.05 ' 2 0
= 0.2 7 s A 1 2 3 4
8 Number of boilers
e 0
= I I\2Iumber o fboilgrs 4 Fig. 7. Nature of change in probability of failure of
individual elements with individual probability of
Fig. 6. Probability of failure of individual system failure p=0.05 when the total number of elements n
elements when their total number is n=12 changes from 6 to 12

The result of the analysis of the impact of the total number of

elements, or generating boilers in the heat supply system, includ- iéo,g

ing concentrated with a large number of elements, can also be < | < —
made on the basis of the graphs shown in Figures 7 and 8. And if, = ¢

with high reliability of individual elements with p=0.05, the situa- % 4 A

S . . Ly L a7 - 3

tion is obvious, then with low reliability of individual elements 2

with p=0.2, a completely different nature of dependencies p=f(k) & 02 — ]
is observed when one element of the system fails and four ele- £ ——— 4

6 8 10 12 14 16

ments fail simultaneously. Additional calculations with an in- .
Number of boilers

crease in the value of 7 to 16 confirmed this feature.

Obviously, this peculiarity of the influence of the total num- Fig. 8. Nature of change in
ber of system elements on the probability of failure of k4 ele-  Pprobability of failure of individual
ments can be explained by the fact that when n is very large — clements with individual probability
several hundred (for example, in microelectronic elements, chips), of failure p=0.2 when the total

. ) o . number of elements n changes from 6
the difference in the probability of failure of one or four elements t0 16
will be insignificant.

As noted, the total reserve of the power system is determined
by the sum of the load reserve — M, the repair reserve — Ny, and

the emergency reserve — Ny
N, =N,+N_ +N,. (12)

v
During periods of maximum load, the minimum value of the required reserve N is determined

as the corresponding value N, since the reliability of power supply is mainly determined by the level
of emergency reserve, as the rest of the components can be fixed.

In the case of a system reserve consisting of equipment of different capacities and reliability indi-
cators, the emergency reserve of the power system is determined as the sum of the reserves of individ-
ual types of equipment:

N,=> N, (13)

where:
N —reserve of equipment of this type;
k — the amount of backup generating equipment of the appropriate type.
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The value of N can be determined using the formula:

N/ =N,-n -7, (14)

i i

where:

N; — power of a power plant of a certain type;

n; — number of elements in the system (in our case, boilers or autonomous electric generators) of
the same type;

7. — specific reserve, determined by specific power:

Ny = Ni/NP!(t), (15)
where:
p: —average failure rate of units of type i;
NP(t,) — total capacity that can be carried by the installed generating equipment during periods of
maximum load on the heat supply power system.
The accident rate for a specific heat supply installation can be estimated using the following for-
mula:

p= (16)

where:

T, — the time during which the unit is in operation, i.e. annual or seasonal operating hours;

Tay — equipment downtime due to its failure during the relevant period.

The average failure rate p; is often assumed to be constant for energy equipment of the same type,
but it should be borne in mind that even such equipment may have significantly different reliability
indicators. This makes it advisable to systematically record, collect and process statistical data on all
elements of the system, especially for power equipment that has worked out a significant part of its
resource.

Conclusions

The paper examines the possibilities of improving the reliability of the heat supply system when
installing reserve capacities. The following conclusions were made:

1. The calculated reserve value is taken to be the value corresponding to the annual maximum
load; it must be greater than the maximum capacity that can be lost in the event of an emergency shut-
down of at least one generating unit of the system;

2. In the course of the analysis of existing methods for calculating the reserve capacity of thermal
equipment, the method based on Bernoulli distribution is simpler and more accurate for a small num-
ber of system elements;

3. The probability of failure in the heat supply system is quite high when there are a small num-
ber of generating elements of individual elements; moreover, the probability of failure of one element
is significantly higher than the probability of failure of two elements at the same time, and the proba-
bility of failure of three or four elements is very low;

4. With high reliability indicators for elements, the probability of failure for different numbers of
elements is significantly lower;

5. With a larger total number of elements, the relative impact of the failure of a single element
(boiler) on the performance of the entire system (boiler room) decreases accordingly, given the accept-
ed minimum reserve value.

Therefore, it is necessary to conduct appropriate systematic individual accounting, collection and
appropriate processing of statistical data on all elements of the heat supply system, paying particular
attention to energy equipment that has worked out a significant part of its resource.
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METHODOLOGY FOR DETERMINING THE CONDITIONS
FOR THE OCCURRENCE OF STEAM EXPLOSIONS DURING
ACCIDENTS WITH COMPLETE POWER OUTAGES
AND INTER-CIRCUIT LEAKS AT NUCLEAR POWER
PLANTS WITH VVER

B. Cranoszy6os, I. [epbenvos, I0. Kayapcokuii, €. Ma3syp, B. Kounesa. MeToauka BH3HAYeHHsSI YMOB BHHHMKHEHHsI NMapoOBHX
BUOYXiB mix 4yac aBapiii 3 MOBHMM 3HECTPYMJIEHHSIM Ta MIKKOHTYPHHMMHM Te4aMH Ha S/IePHUX eHeproycraHoskax 3 BBEP.
Po3pobiieHo neTepMiHICTCEKUM MeTOJ BH3HAYCHHS YMOB 1 HACIiIKiB IIApOBUX BHOYXIB y Ipomueci aBapiil 3 IIOBHHM 3HECTPYMJICHHSM Ta
MDKKOHTYPHHMH T€4aMU SIIEPHUX €HeproycTaHoBOK 3 peakropamu Ty WWER/PWR. HeoOxiqHi yMOBH MapoBUX BHOYXiB BU3HAYAIOTHCS
Ha 6a3i MPUHIMIY TEPMOIMHAMIYHOI HECTIMKOCTI CHCTEM — OJHOYACHE 30LNBIICHHS THCKY i MacH B mapoBHX 00’emax peakropa Ta/abo
IaporeHepaTopa BillIOBiflac yMOBaM IapOBUX BHOYXiB. Bu3HauyanbHi mapaMeTpu yMOB MapOBHUX BHOYXIB — IIBUIKOCTI 301IBINCHHS THCKY 1
napoBoro 06’emy. Haciiiku napoBux BUOYXiB BU3HAYAOTHCSI CHEPIETUYHOIO MOTYKHICTIO MTAPOBUX BUOYXIB, SIKa 3aJI€)KUTH BiJl IIBUIKOCTI
301IbLICHHS THCKY 1 mapoBoro 06’emMy. Ha 0CHOBI po3po0IeHOr0 METOLy BCTAHOBICHO HAWOLIBII KPUTHYHI CHTYALlT 100 YMOB i HACIIIKIB
TapoBHX BHOYXIB IIiJ] 4ac aBapil 3 TOBHUM 3HECTPYMIICHHSM Ta MK KOHTYPHUMH TEUaMH SIIEPHUX €HEPrOoyCTaHOBOK 3 PEaKTOPAMH THITY
WWER/PWR. YcranoneHo HeoOXigHi yMOBHM ycmimHoi kBamidikarii Ha BIIKPHTTS B yMOBaX NapoBUX BHOYXiB 3amo0iXKHMX KiamaHiB
peakTopa Ta maporeHepaTopa, a TaKOXK Mapo-CKUAAIBHHUX MPUCTPOIB MaporeHepaTropa. Y CTaHOBJIEHO HEOOXIJHICTh MOJIEpHi3alil cucTeMu
aBapiifHOrO Mi/PKUBJICHHS 00’€MiB maporeHepaTopa Juisd €(QEKTUBHOI'O YIpPABIiHHA aBapisiMU 3 TOBHUM 3HECTPYMICHHSIM Ta MiX-
KOHTYPHHMMH TeYaMU SJIEPHIX €HeproycTaHoBoK 3 peakropamu Tty WWER/PWR Ta 3amobiranuas ymMoBaM i HacltiikaMm mapoBHX BHOYXiB.
Po3poGrieni MeTonM BH3HAUEHHS YMOB IApOBUX BHOYXIB Ha SIEPHUX EHEProyCTaHOBKAX MOXKYTh OyTH BKJIIOYEHI 10 CKIaxy
JIETEePMiHICTCHKUX KOJIB MOJICIIOBAHHS aBapiif 31 «IITBHIM» PEAKTOPHUM KOHTYPOM/MiK-KOHTYPHUMH T€4aMH B 00’ €Mi maporeHepaTopis,
a TaKoJXK JI0 eKCITyaTallifHOi JOKyMeHTalii (KepiBHUIITBA/IHCTPYKIL 3 ynpaBiIiHHS aBapisiMu) IS yJOCKOHAJICHHS/MOJIEpHi3aIii cTpaTeriit
YIpaBIiHHS aBapisIMU Ha sIIEPHUX SHEPrOyCTaHOBKaxX 3 peaktopamu tuiry WWER/ PWR.

Kunrouosi crosa: aBapisi, 3HECTPYMIICHHS, MDKKOHTYpHA Teya, MapoBUil BUOYX, siiepHa €HEProyCTaHOBKa

V. Skalozubov, H. Derbenov, Iu. Katsarskyi, Ye. Mazur, V. Kochnieva. Methodology for determining the conditions for the
occurrence of steam explosions during accidents with complete power outages and inter-circuit leaks at nuclear power plants with
VVER. A deterministic method has been developed to determine the conditions and consequences of steam explosions during complete
power outages accidents with inter circuit leaks at nuclear power plants with WWER/PWR reactors. The required conditions for steam
explosions are determined based on the principle of thermodynamic instability of systems — a simultaneous increase in pressure and mass in
the steam volumes of the reactor and/or steam generator corresponds to the conditions for steam explosions. The determining parameters of
the conditions for steam explosions are the rates of increase in pressure and steam volume. The consequences of steam explosions are
determined by the energy capacity of steam explosions, which depends on the rate of increase in pressure and steam volume. Based on the
developed method, the most critical situations regarding the conditions and consequences of steam explosions of complete power outages
accidents with intercircuit leaks have been found for nuclear power plants with WWER/PWR reactors. The required conditions for successful
qualification for opening the safety valves of the reactor and steam generator, as well as the steam dump devices of the steam generator under
steam explosion conditions, have been found. The need to modernize the emergency feed system of the steam generator volumes has been
recognized for the effective management of out with intercircuit leaks of nuclear power plants with WWER/PWR reactors and the prevention
of the conditions and consequences of steam explosions. The developed methods to determine the conditions for steam explosions at nuclear
power plants can be included in the deterministic codes for modelling accidents with a “tight” reactor circuit/intercircuit leaks in the volume
of steam generators, as well as in the operational documentation (manuals/instructions for accident management) for the improvement/
modernization of accident management strategies at nuclear power plants with WWER/PWR reactors.

Keywords: accident, compete power outages, intercircuit leak, steam explosion, nuclear power plant

Introduction

In the traditional safety analysis of nuclear power plants with VVER/PWR reactors, the possibil-
ity of a steam explosion was excluded based on the results of design and operational tests of the reac-
tor safety valves and steam generator, which were carried out at a quasi-static (“slow”) increase in
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pressure to the level of maximum permissible values.

However, the conditions of design and operational tests of safety valves by a “slow” increase in
pressure can differ significantly from the conditions of a steam explosion, which are characterized by a
pulsed (“rapid”) increase in pressure. Therefore, in the conditions of a steam explosion, the safety
valves may not have time to react to a “rapid” increase in pressure.

In addition, it should be noted that the failures of the reactor safety valves became the main cause of a
serious accident at the TMI-2 NPP (USA, 1979) and an emergency incident at the Rivne NPP (2009).

During accidents with a sufficiently large intercircuit leak, steam explosion conditions may occur
in the volume of the steam generator isolated from the 2nd circuit (requirements of accident manage-
ment instructions). Under such emergency conditions, the “hot” coolant of the 1st circuit, which enters
the volume of the steam generator, boils, which leads to an increase in steam pressure in the volume of
the steam generator. At certain sizes of the intercircuit leak, the increase in steam pressure in the vol-
ume of the steam generator can be of a pulsed (“high-speed”) nature, when the steam boiler safety sys-
tems of the steam generator do not “have time” to work, which determines the conditions of a steam
explosion in the volume of the steam generator in the process of accidents with intercircuit leaks.

With sufficiently small flow sizes, steam explosion conditions can occur in the 1st circuit in the
case of a fairly rapid (impulse) increase in pressure in the reactor.

Thus, in the general case, when modeling and analyzing accidents in nuclear power plants, it is
necessary to take into account the possibility of occurrence and consequences of a steam explosion.

For nuclear power plants with VVER/PWR, the conditions of a steam explosion can be realized
in accidents with compete power outages of power units (an analogue of one of the causes of the Fu-
kushima accident) and intercircuit leaks in steam generators (the dominant group of accidents in nu-
clear power plants with VVER/PWR), which determines the relevance of the presented work.

Analysis of known developments on the topic and problem statement

In the paper [1], based on the analysis of the experience of overcoming and learning from the
Chornobyl accident, it was found that it was a powerful destructive steam explosion that became the
main cause of catastrophic environmental consequences — the total emission of highly radioactive nu-
clides cesium and iodine into the environment amounted to more than 5.0-10'® Bq.

Based on the analysis of the causes and consequences of the accidents at the Fukushima nuclear
power plant (Japan, 2011), the IAEA mission of experts [2] established the causes of the steam explo-
sion at the 2nd power unit. A devastating steam explosion at Unit 3 triggered the next hydrogen explo-
sion and catastrophic environmental consequences in the environment. According to various experts,
the total emission of highly radioactive nuclides cesium and iodine amounted to (0.3...1.4)-1018 Bq
[3, 4]. At the same time, “Fukushima” highly radioactive nuclides were also recorded in the Kyiv re-
gion [5].

The paper [6] analyzes the results of operational tests of safety valves of reactors and steam gen-
erators in the process of scheduled repairs of power units with VVER. It was established that all tests
were carried out in the mode of “slow” pressure increase to the maximum permissible value, corre-
sponding to the opening of the reactor/steam generator safety valves.

In the paper [7], an analysis of the known results of simulation of accidents at nuclear power
plants with VVER/PWR/SMR was carried out. It was established that the issue of determining the
conditions and consequences of a steam explosion in the course of accidents was not considered. The
main reasons for this situation are related to the fact that a priori the “absolute” reliability of the safety
valves of reactors/steam generators was assumed, as well as the lack of sufficiently substantiated
methods for determining the conditions and consequences of a steam explosion in nuclear power
plants with VVER/PWR reactors.

The analysis of the known results allows you to formulate the purpose and objectives of the pre-
sented work.

The purpose of the study is to develop a method for determining the conditions and conse-
quences of steam explosions during accidents with compete power outages of power units and inter-
circuit leaks in nuclear power plants with VVER/PWR reactors.

Main objectives of the study

1. To develop a method for determining the conditions and consequences of steam explosions
during accidents with compete power outages of power units and intercircuit leaks (CPO-ICL).
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2. To analyze the impact of the emergency state of the
nuclear power plant on the conditions and consequences of
a steam explosion during accidents with MB-IL.

Model of a steam explosion during accidents with com-
pete power outages of power units and intercircuit leaks

Basic provisions and assumptions

1. A generalized scheme of the model of the nucle-
ar installation with VVER/PWR in the process of an ac-
cident with CPO-ICL is shown in Fig. 1.

2. The following chronology of the initial stages of
the accident is accepted:

— registration of signals/symptoms of an accident
with the CPO-ICL;

— emergency shutdown of the reactor;

— emergency stop of the circulation pump;

— insulation of the 2nd circuit with shut-off valves
of the steam pipeline and the supply water pipeline of ~ Fig. 1. Generalized diagram of the model of

the steam generator, as well as shutdown of the turbine nuclear power plants with VVER/PWR:
plant. 1 — active zone; 2 — reactor vessel; 3 — pressure

compensator; 4 — pressure compensator safety
valve; 5 — steam generator; 6 — steam generator
safety valve; 7, 8§ — insulation fittings of the 2nd
circuit during an accident; 9 — heat exchange
tubes of the steam generator; /0 — intercarrier
leak; /1 — main circulation pump

3. As a result of a complete de-energization of the
power unit, the failure of all active safety systems (with
electric pumps) for the accident control of the reactor
core cooling and emergency power supply of the steam
generator is expected.

4. A refusal to open the safety valves of the pres-
sure compensator, safety valves and steam discharge
devices of the steam generator in the conditions of a steam explosion with a pulsed (“fast™) pressure
change in the reactor/steam generator is conservatively provided. The basis for such an assumption is
the lack of design and operational tests of experimental qualification of pressure compensator safety
valves, safety valves and steam generator spray devices under steam explosion conditions [6, 7].

5. The necessary conditions of a steam explosion can be determined according to the princi-
ple of thermodynamic instability (TDI) [5] — a simultaneous increase in the system (in this case, it
is the steam volume of the reactor circuit/steam generator) P and mass (volume) V determines the
conditions of the TDI.

6. According to the requirements of the accident management instructions in the accident pro-
cess, the SG is isolated from the 2nd circuit for steam and feed water.

In this case, the conditions of steam pressure and explosion due to TDI in the steam volume of
the reactor circuit/steam generator are required:

dpP dv,
v,=—>0 and v, =—L>0. 1
"oat "odt W)
Sufficient conditions for the occurrence of a steam explosion due to pulsed TDI:

Vp 2 (Vp)o s )
where (vp).r — critical for steam explosion conditions pressure increase rate.
According to known experimental data on the parameters of the steam explosion obtained on
model installations [5], the conservative estimate of (vp)r =~ 1.0 MPa/s.
7. Energy power of a steam explosion (which determines the consequences of a steam explosion) [5]:

v _d®r)
dt

e = VVVP + PVV > (3)
where V, — vapor phase volume.

Taking into account the accepted provisions and assumptions, the equation of heat and mass bal-
ance in the reactor and steam generator during the accident with the CPO-ICL:
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APi2e) ~ AG,. “)
UG
FRD = AG ®
UGN
;ft AGVR - GT > ©
d(pLRdt LR) NR -0- AGVR (iVR - l.ZR - iLR) > )
d(PyiVe)
APe) ~AG,. ®)
% = 0+ Giy + AG,o(iyg — it —irs) ©)
A0V _ pG 46, (10)
dt
—d(pLGCZLGlLG) = Q - AGVG (iVG - iLG - iLG) + GT (iLR o iLG) > (11)

where:
prr, Py — Steam density in the reactor and steam generator;
Vyr, Vyve — Steam volume in the reactor and steam generator;
ivr, ivg — Specific enthalpy of steam in a reactor and steam generator;
prr, prc — Density of the liquid phase in the reactor and steam generator;
Vir, Vic — Volume of liquid phase in reactor and steam generator;
irr, irc — Specific enthalpy of the liquid phase in the reactor and steam generator;
Grr, Gy — Mass flow rate of vaporization in the reactor and steam generator;
N, Q —reactor power and heat removal in the volume of the steam generator;
Gr— mass flow rate of coolant in an intercircuit leak

GTZHTE"\IPLR(B?_])G)’ (12)

where:
pr— cost coefficient in ICL;
Fr—ICL Cross-sectional area;
Pr, P — Pressure in the reactor and steam generator;
i'Lr, I'L6 — Specific enthalpy of liquid phase saturation in a reactor and steam generator.

Given:
Ve =Vie +Viis
Vie =V +Ves
dp_dpdP _dP ..
dt dPdt dt
di _di dP dPC
dt dPdt di "
After transformations of equations (4) — (12), we get a system of nonlinear equations:
dP,
T;ZVPR(NR’ ’PR’PG’lLR’ LG’F) (13)
v,
d;R = VR(NR’QJ)R’PG’ZLR’ LG’F;')’ (14)
dP,
7:: PG(NR’ ’B{’PG’ZLR’ LG’FT) (15)
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dav, ..

dtVG :VVG(NIUQ:BeapgalLRJlLG)FT)9 (16)
di ..

ﬁ:viR(NR9Q7R€7PG’lLR’ZLGﬂFvT)’ (17)

where:

Vor, Voc — “free” from structures internal volume of the reactor circuit and steam generator;

a — Speed of sound,

Cr— Isothermal heat capacity;

P, P — average pressure in the reactor circuit and the volume of the steam generator.

Thus, the necessary conditions for a steam explosion (1) in the reactor and in the volume of the
steam generator:

vy, >0 and v, >0, (19)
V,; >0 and v, >0. (20)
Sufficient conditions for a steam explosion due to pulsed TDI:
Ver Z (V). » e2y)
Voo 2(9,), (22)

Analysis of the obtained results

The analysis of the obtained dependencies (13) — (18) of determining the conditions of the steam
explosion (19) — (22) of the CPO-ICL accident in the reactor/steam generator of the nuclear power
plant with VVER/PWR established the following.

1. The most critical situation regarding a steam explosion in the reactor circuit under the follow-
ing conditions:

N, >0, (23)

Fo< (), = Yol PuBioR) 24)
l’l'(lVR e~ lLR)

At Fr> (Fr)r the ICL actually “performs” the safety function of preventing the destruction of the
reactor vessel.

2. The necessary conditions for a steam explosion in the volume of a steam generator (20) can be
realized in the entire range of ICL sizes, and sufficient conditions for a steam explosion as a result of a
pulsed TDI (22) can be realized at F'r> (F7)er.

3. Prevention of steam explosion conditions during an accident with CPO-ICL, VVER/PWR nu-
clear power plants can be based on additional qualification/modernization of the safety systems of the
emergency feeding of the steam generator and the safety valves of the pressure compensator/safety
valves of the steam generator/steam dispensing devices.

The qualification of pressure compensator/steam generator safety valves/steam discharge devices
under steam explosion conditions can be based on a comparison of the time of inertial delay of open-
ing the valve ¢; and the propagation time of the steam explosion pulse ¢

max P—F,

d ) 25
V)., @

where:

P — Maximum permissible pressure of the start of reactor/steam generator destruction;

Py — operating pressure in the reactor/steam generator in normal operation.

Condition for successful qualification of pressure compensator safety valves/steam generator
safety valves/steam discharge devices:

< max P—F,

) 26
o, 20
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At present, based on the lessons of the Fukushima accident, the following upgrades of the emer-
gency system of the steam generator on NPP with VVER in the conditions of the accident with CPO
have been introduced/are being implemented:

— mobile pumping units installed at the NPP industrial site;

—emergency feeding of the steam generator with natural circulation from the deaerator units of
the turbine compartment (D-7).

Main limitations of the effectiveness of said systems for accident management with CPO:

— both systems are low-pressure and can feed the steam generator at a fairly low-pressure level in
the steam generator volume. Therefore, in the conditions of an accident with CPO-ICL, these systems
may not be effective enough for the entire duration of emergency processes;

— according to the lessons of the Fukushima accident, under extreme external conditions (flood-
ing of an industrial site, fall of large/explosive objects, etc.), mobile pumping units may also be insuf-
ficiently efficient [5].

Therefore, approaches to modernizing the emergency feeding system of the steam generator, car-
ried out by pumps with a steam drive from a steam generator, seem more promising [3, 4].

Conclusions

1. A deterministic method for determining the conditions and consequences of steam explosions
in the process of accidents with complete de-energization and intercircuit leaks of nuclear power
plants with WWER/PWR reactors has been developed.

2. The necessary conditions for steam explosions are determined on the basis of the principle of
thermodynamic instability of systems — a simultaneous increase in pressure and mass in the steam vol-
umes of the reactor and/or steam generator corresponds to the conditions of steam explosions. Deter-
mining parameters of the conditions of steam explosions — the rate of increase in pressure and vapor
volume.

3. The consequences of steam explosions are determined by the energy power of steam explo-
sions, which depends on the rate of increase in pressure and vapor volume.

4. On the basis of the developed method, the most critical situations regarding the conditions and
consequences of steam explosions during an accident with complete de-energization and intercircuit
leaks of nuclear power plants with WWER/PWR reactors were established.

The necessary and sufficient conditions for steam explosions in the reactor/SG have been estab-
lished. In general terms, the expressions (21) and (22) correspond to the conditions under which the
rate of pressure increase in the reactor/SG (depending on the current reactor power, current thermody-
namic parameters in the 1st and 2nd circuits, the size of the intercircuit leak) exceeds the critical rate
of inertial actuation of the reactor/SG safety valves, which are established by the technical documenta-
tion of the safety valves.

5. The necessary conditions for successful qualification for the opening of the reactor safety
valves and steam generator, as well as the steam generator vaporizer devices in the conditions of steam
explosions, have been established, namely, the flow rate of the coolant through the safety valves must
exceed the mass rate of vaporization in the reactor core.

6. It is established that it is necessary to modernize the system of emergency replenishment of
steam generator volumes for effective management of accidents with complete de-energization and
intercircuit leaks of nuclear power plants with WWER/PWR reactors and prevention of conditions and
consequences of steam explosions.
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METHODS FOR QUALIFYING THE THERMODYNAMIC
STABILITY OF SAFETY VALVES AND STEAM DUMP
DEVICES OF NUCLEAR POWER PLANTS

B. Cranosyoos, FO. Kayapcoxuii, I'. [lepbervos, €. Ma3zyp, B. Kounesa. Metonu kBamidikauii TepMoAMHAMIYHOI CTIKOCTI 3aM00iKHUX KJIanaHiB
Ta NAPOCKHIAILHUX MPHCTPOIB STIEPHAX €HEProyCTAHOBOK. AHAT3 BiIOMHX PO3pOOOK y HAMPSMKAX aHAT3Y HAAIHOCTI 3arOODKHUX KIIAMaHIB i
MAPOCKUIATHHUX TIPHCTPOIB PEakTopa Ta MaporeHEpaTopiB SICPHHX EHEeproycraHoBok 3 BBEP BcTaHOBHMB HEOOXiIHICTH pO3paxyHKOBOI KBaiikarii
3aro0DKHUX KIIANaHIB 1 TApOCKUIAIBHHX MPUCTPOIB B YMOBAaX aBapiiHUX PEKHMIB, SIKi He miepe0adcHi eKCIUTyaTalliifHIMU BHITPOOYBAHHAMU SICPHHX
€HeproyctaHoBOK. OIHMM 3 TAKHX IUTAHb € BH3HAYCHHS YMOB IMITYJIBCHOI Ta KOJHMBAIGHOI TEPMOIMHAMIYHOI HECTIMKOCTI 3arOODKHUX KJANAHIB 1
MAapOCKUIATHHUX MPUCTPOIB y aBapiiiHUX pexxumax. Hacimikamu TepMOIMHAMIYHOI HECTIHKOCTI MOYke OyTH MOPYILCHHS BUKOHAHHS KPUTHYHKX (DYHKLIN
0e3MeKy B yMOBaX YIPaBIIiHHS aBapissMi. EkcriepiMeHTaIbHA KBati(iKallis 3ar00DKHHX KIIanaHiB 1 MapoCKUIATHHUX PUCTPOIB B aBapiiHUAX yMOBaxX HE €
MOXIIMBOIO, TOMY TOTpiOHa po3paxyHKoBa Keamiikaiis. HeoOXimHiCTh po3paxyHKOBOI Keamiikaili TAKOXK aKTyalbHa y 3B’S3KY 3 MEPCICKTHBHUMHI
TporpamMamMy eKCILTyaTalii peakTopiB B yMOBaX ITi/IBULIICHO! TPUBAJIOCT] MAJIMBHIX KAMIIaHiH, B SIKMX 3MEHIIYEThCS KUIBKICTh BUIPOOYBAHb TACHBHHX CHCTEM
0e3MeKH y TUIaHOBI PEMOHTH eHeproOIoKiB. Po3po0iieHo MeTot Kati(ikartii IpoITyCKHOI CIIPOMOYKHOCTI 3ar00bKHHX KJIAMAHIB 1 TAPOCKMIATIBHUX MPUCTPOIB
MACHBHIX CHCTEM OE3MIeKH SICPHIX EHEProyCTAHOBOK B YMOBAX IMITyJIHCHOI Ta KOJMBATIHHOI TEPMOIMHAMIMHOI HECTIHKOCTI. BCTaHOBIIEHO HEOOXIHY YMOBY
IMITYJIECHOI TEpPMOJIMHAMIYHOI HECTIKOCTI — (JOPMYBaHHSI TPAHC3BYKOBOIO PEXHMY IOTOKY POOOYOro CepeOBHINA B KOH(Y3OpHIH 30HI 3aroObKHIX
KJIANaHIB/MIApOCKUIAIBHIX TPUCTpoiB. Hacmioxy iMITyJIBCHOI TepMOIMHAMIYHOI HECTIHKOCTI — TiIpOIMHAMIYHMI «yJap» BHACHOK IIEPETBOPSHHS
KIHETUYHOI eHepril TOTOKY Y BHYTPILIHIO €HEPrilo TiAPOAMHAMIYHOIO «yIapy» Ta TATbMyBaHHS IOTOKY. BH3HAYEHO MaKCHMAIbHY aMILHTYIy THCKY
T1POJMHAMIYHOTO «yZapy» BHACIIIOK IMITYJIECHOI TEpMOIMHAMIUHOI HECTIHKOCTI TIPH NMOBHOMY TalbMyBaHHI IOTOKY. BCTaHOBIEHO yMOBH 1 Haciimku
KOJIMBAJIGHOI TEPMOJIMHAMIYHOI HECTIHKOCTI B JIO3BYKOBHX PEXHMaX MOTOKY B IPOTOYHHX 30HAX 3alOODKHUX KJIAlaHiB/MapOCKHIAIBHIX MPUCTPOIB Ha
OCHOBI (hyHIAMEHTAIHOTO TPHHIIMITY TEPMOJMHAMIYHOI HECTIMKOCTI piBHOBakHMX crcTeM. Ha Gasi po3poOneHoro meroza KBamiikarii HMpOITyCKHOT
CIPOMOXKHOCTI 3aIOODKHMX KJIANAHIB/MAPOCKUIATGHAX HPHCTPOIB BI3HAYEHO YMOBH 1 IIJIXOIM 3a0€3MeUeHHST TePMOMHAMIYHOI CTIHKOCTI TOTOKY B
TIPOTOYHYIX 30HAX 3all00DKHIX KJIaraHiB/ TApOCKIIAEHAX HPHCTPOIB Ta 3ar00IraHHs TiIPOIMHAMIYHAM «yIapanp.

Kmouoei cnosa: kBaidikaryisi, macBHa cricTeMa 0e3MeKH, apMaTypa, peakTop, aporeHepaTop, TePMOMHAMIYHA CTIHKICTb, sISPHA €HEProyCTAHOBKA

V. Skalozubov, Iu. Katsarskyi, H. Derbenov, Ye. Mazur, V. Kochnieva. Methods for qualifying the thermodynamic stability of safety valves and
steam dump devices of nuclear power plants. Analysis of known developments in reliability analysis of safety valves and steam dump devices of reactors and
steam generators of nuclear power plants with VVER has recognized the need for calculation qualification of safety valves and steam dump devices under
emergency conditions that are not provided for operational tests of nuclear power plants. One of such problems is determining the conditions for pulse and
oscillatory thermodynamic instability of safety valves and steam dump devices under emergency conditions. The consequences of thermodynamic instability
may be a violation of the performance of critical safety functions under accident management conditions. Experimental qualification of safety valves and steam
dump devices under emergency conditions is not possible, therefore calculation qualification is required. The need for calculation qualification is also relevant for
prospective programs for reactor operation in conditions of extended fuel campaign time, when the number of tests of passive safety systems during scheduled
repairs of power units is reduced. A method for qualifying the throughflow capacity of safety valves and steam dump devices of passive safety systems of
nuclear power plants under conditions of pulsed and oscillatory thermodynamic instability has been developed. A necessary condition for pulsed thermodynamic
instability has been established. It is the formation of a transonic flow regime of the operating medium in the confusion zone of safety valves/steam dump
devices. The consequences of pulsed thermodynamic instability are water “hummer” due to the conversion of kinetic energy of the flow into the intemal energy
of the water “hummer” and flow stagnation. The maximum pressure amplitude of the water “hummer” due to pulsed thermodynamic instability with complete
flow stagnation has been determined. The conditions and consequences of oscillatory thermodynamic instability in subsonic flow regimes in the flow zones of
safety valves/steam dump devices have been found based on the fundamental principle of thermodynamic instability of equilibrium systems. Based on the
developed method for qualifying the throughflow capacity of safety valves/steam dump devices, the conditions and approaches for ensuring thermodynamic
flow stability in the flow zones of safety valves/steam dump devices and preventing water “hummers’ have been determined.

Keywords: qualification, passive safety system, armature, reactor, steam generator, thermodynamic stability, nuclear power plant

Introduction

Safety valves and spray devices of safety systems of nuclear power plants (NPP) are designed to
prevent the destruction of equipment enclosures and pipelines of systems important for safety, as well
as, if necessary, for accident management [1 — 5].

The safety valves of the pulse-safety device of the pressure compensator ensure the integrity of
the reactor vessel and internal vessel devices at a pressure in the reactor circuit greater than the maxi-
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mum permissible value.

Safety valves of steam generators ensure the integrity of the body and internal devices of the
steam generator at a pressure in the volume of the steam generator greater than the maximum permis-
sible value.

Steam boilers of steam generators (high-speed reduction units for discharging steam from the
steam generator to the environment/turbine condenser) regulate the pressure in the volume of the
steam generator during emergency modes.

The main mode of operation of safety valves/vaporizers of safety systems is the “standby” mode
of performing the necessary safety functions. Therefore, the technological regulations for the safe op-
eration of nuclear power plants with VVER [2] provide for experimental qualification (justification) of
operability and reliability of safety valves/vapor discharge devices of safety systems when performing
the necessary safety functions by periodic operational tests during the periods of planned preventive
maintenance (PM) of NPP power units.

The need to conduct operational tests of safety valves/vapor discharge devices of safety systems
only during PM is due to the fact that the operation of safety valves/vapor discharge devices during
operational tests actually corresponds to “artificial” emergencies with leaks in the reactor circuit and in
the volume of the steam generator in the operating modes of the nuclear power plant.

The conditions for conducting operational tests by opening safety valves/vapor dumping devices
during the PM may generally not correspond to the real conditions of emergency modes. For example,
operational tests for opening safety valves/steam discharge devices of a steam generator during the PM
are carried out on a steam-air environment. In the event of an accident with intercircuit leaks of the cool-
ant into the volume of the steam generator, it may be necessary to qualify the reliable throughput of the
safety valves/vapor discharge devices of the steam generator in the conditions of liquid phase or two-
phase flow entering the working bodies of the safety valves/vapor discharge devices. Another typical
example is related to the consequences of the accident at the Rivne NPP in 2009 during operational tests
of the safety valves of the pulse-fuse device of the pressure compensator during the PM in the reactor hot
shutdown mode. In the process of operational tests, after opening the safety valves of the pulse-fuse de-
vice of the pressure compensator, there was a failure to close the safety valves, which led to the release
of the coolant under the nominal pressure into the pressurized volume of the nuclear power plant.

Thus, it is relevant to develop analytical (calculated) methods for qualifying the operability and
reliability of safety valves/steam dumping devices of safety systems in conditions as close as possible
to emergency modes of nuclear power plants.

The prospects for the nuclear power industry of Ukraine to switch to an 18-month fuel campaign
of nuclear power plants with VVER also determine both the need to modernize the strategy of opera-
tional tests of safety valves/vapor discharge devices during the PM, and the development of analytical
methods for the qualification of safety valves/vapor discharge devices of safety systems.

In the presented paper, a new deterministic method for qualifying the throughput capacity of
safety valves/steam discharge devices of safety systems of nuclear power plants under conditions of
thermodynamic instability has been developed.

Analysis of known literature data and problem statement

Most of the works on the study of the influence of hydrodynamic “shocks” on the throughput of
valves (analytical reviews of these works are given, for example, in [1 — 4] are based on the well-
known formula of M.E. Zhukovsky for determining the maximum amplitude of water hammer AP, at
complete flow braking:

APg <pav, )

where p; — Fluid density; a1 — Speed of sound; v; — flow rate to water hammer.

Analysis of the validity of formula (1) for the conditions of safety valves/vapor dispensing devic-
es allows us to make the following basic comments.

1. Formula (1) takes into account only the effect of fluid compressibility (parameter a; ) on APg.
However, the dominant effect during a water hammer may be the conversion of the kinetic energy of
the flow into the internal energy of the water hammer impulse [5].

2. Formula (1) does not generally determine the causes and conditions of water hammer [7].

In works [6, 7, 8], water hammer in the channels of active safety systems of nuclear power plants
was modelled as a result of hydrodynamic oscillatory instability of flow in transitional modes of pump

ENERGETICS



74 . . . . ISSN 2076-2429 (print)
IIpaui Oxecpkoro NoaiTeXHIUHOTO yHiBepcUuTeTy, 2025. Bun. 2(72) ISSN 2223-3814 (online)

start-up. These works established that the occurrence of water hammer due to hydrodynamic flow in-
stability is determined by the inertia of the “delayed” response of the pressure-flow characteristics of
pumps to sufficiently “rapid” changes in flow rates in transient modes.

However, the causes and conditions of water hammer due to hydrodynamic instability of flows in
the flow zones of safety valves/vapor dispensers of passive safety systems may differ significantly
from the corresponding conditions in the channels of active safety systems (with pumps).

In the papers [9,10], the issues of conditions and consequences of high-frequency thermodynamic
instability of the coolant (thermoacoustic instability) in the reactor core were studied. It has been es-
tablished that the conditions for the occurrence of thermoacoustic instability are the inertia of heat-
mass exchange processes of vapor phase condensation in acoustic disturbances (waves) of the coolant.
Under conditions of thermoacoustic instability in the core of the VVER reactor, the maximum ampli-
tudes of pressure fluctuations can reach 50% of the average value, and the fundamental frequency of
oscillations (1st harmonic) is several hundred Hertz. At such parameters of thermoacoustic instability,
high-frequency and high-amplitude hydrodynamic actions (water hammers) occur on the reactor in-
vessel devices (including fuel rods).

However, the causes and conditions of thermodynamic instability in the reactor core can differ
significantly from the conditions for the occurrence of thermodynamic instability in the flow zones of
safety valves/steaming devices.

Thus, it is relevant to develop deterministic methods for analyzing the conditions and conse-
quences of water hammer due to various types of thermodynamic instability in the systems of safety
valves/vapor dumping devices.

The aim of the study is to develop a method for assessing the reliability of safety valves and
steam release devices in VVER nuclear power plant safety systems under conditions of thermodynam-
ic instability.

Main tasks

1. Analysis of known approaches/methods for qualifying the reliability of systems important for
nuclear reactor safety.

2. Development of the main provisions of an alternative method for qualifying the reliability of
safety valves and steam release devices under conditions of thermodynamic instability.

3. Analysis of the results obtained and practical recommendations.

Method for qualifying the flow capacity of safety valves/steam traps

Key assumptions and assumptions:

1. The flow zone model of safety valves/steam traps is conditionally divided into a confuser zone
(K), a working body zone (O) and a diffuser zone (D) (Fig. 1a).

2. Conditions of thermodynamic instability are modelled in two modes of working medium flow
in the flow zones of safety valves/steam traps:

— transonic flow mode in the confluence zone (Fig. 15);

— subsonic flow mode (Fig. 1¢).

3. In the confluence zone, the average flow velocity v increases due to a decrease in the cross-
sectional area F(z) and reaches its maximum value in the working body zone (O). Pressure P decreases
due to an increase in flow velocity and reaches its minimum value in the working body zone.

4. When the flow velocity v is reached in zone O, the sound velocity v, (the speed of propagation
of acoustic disturbances in the flow) creates conditions for transonic flow of the working medium in
safety valves/steam traps (see Fig. 1) [1, 2, 3]:

Mz=1)="C=L) 5 )
v,(z=Ly)
where M — Mach criterion, Lk — confusion zone length.

When the transonic regime condition (2) is reached, impulse flow deceleration occurs and condi-
tions for a water hammer with an impulse pressure increase arise, and the kinetic energy of flow de-
celeration is converted into the energy of the water hammer impulse [10]. Consequences of transonic
flow regime — conditions of water hammer due to impulsive thermodynamic instability and corre-
sponding impulsive reduction in the throughput capacity of safety valves/steam traps.

5. At subsonic flow regimes of the working medium (M<1), conditions of oscillatory thermody-
namic instability may arise in the flow zones of safety valves/steam blowdown devices (see Fig. 1¢).
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Fig. 1. Models of impulse thermodynamic and oscillatory thermodynamic instability in safety valves/steam traps:
safety valve/steam trap model (a): K — confuser zone, O — working body zone, D — diffuser zone; model of impulse
thermodynamic instability (») and oscillatory thermodynamic instability (c): / — pressure P, 2 — velocity v

The conditions for the occurrence of oscillatory thermodynamic instability in the flow zones of
safety valves/steam blowdown devices are determined based on the fundamental principle of thermo-
dynamic instability of systems in equilibrium [1 — 6]:

oP

—>0, 3

5 3)
where 0P, 6v — simultaneous deviation from the equilibrium state of pressure and flow velocity in the

system.
Pressure and velocity fluctuations occur in antiphase (see Fig. 1), and the frequency of fluctua-
tions o [1, 2, 3]:

wwv/I,, 4)

where Lo — total length of the flow zone of the safety valve/steam trap.

The occurrence of oscillatory thermodynamic instability violates the conditions of normal
throughput capacity of safety valves/steam release devices, and in extreme cases can lead to pulsating
thermodynamic instability with complete flow inhibition.

Based on the presented provisions, the conditions for thermodynamic stability of the throughput
capacity of safety valves/steam release devices:

M(z=L)<l, (5)
5P
5_v<0' (6)

Under conservative assumptions of no irreversible thermal and hydraulic losses in the confuser
zone, the equations of conservation of mass, momentum, and energy in the format of parameters dis-
tributed along the length of the K-zone in a steady-state homogeneous condition [1, 2, 3]:

dpvF) _,

dz ™

d(pv’ F):d(PF) ®)
dz dz

d(piF):d(PF) ©)
dz dz

where p = p1 — (p1— p»)®, p1, pv — density of liquid and vapour phases, ¢ = i — ii/(iv — i) — vapour content
parameter, i, i1, iv — specific enthalpy of flow, liquid and vapour phases, P — pressure, v — average flow
rate, F(z) — area of the confluent zone’s passage cross-section, z — longitudinal coordinate.

After transformations (6) — (8), we obtain:

dv dP  di  dF
- —+a,—+a,— =0, 10
‘dz  tdz % dz % dz (10)
l§+bz§+b3ﬁ+b4d—F=o, (11)

Iz Iz dz dz
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clﬂ+czd—P+c3d—F=O, (12)
dz dz dz
where a1 = pF, ax = VF/v2, a3 = vFOploi, as = pv, by = 2vpF, by = (M? — 1)F, by =Vv*F0,/0;, bs = pv* — P,
c1 = pF + iFop/0;, ¢y = iF/v? — F, ¢3 = ba, v = dPldp [1].
After transforming equations (10) — (12), the system of nonlinear differential equations in dimen-
sionless format:

?: K, [v(2),P(2).i(z), F(2)], (13)
r4
LK, VO PELIE)LFE) o
4
?: K [v(2),P(2),i(z),F(z)], (15)
4
vz=0)=L, (16)
P(z=0)=1, (17
i(Z:()):l: (18)

wherev=v/v,, P=P/R, i=i/i(p,), z=z/L,,vo, Po, io, po — working medium flow parameters at

the inlet to the flow zone of safety valves/steam traps.
Solutions to equations (13)—(18) in general form:

Ly

V(L) =1+ [Kdz, (19)
P(L)=1+ j K,dz, (20)
(L) =1+ j K d. Q1)

Then the conditions for impulsive thermodynamic instability (2):
Ly
I Kdz>v, 1, (22)
0
where v, =v L /v,.

In general, solutions (19) — (22) can be obtained by numerical methods of integrating nonlinear
differential equations (13)—(18).

The maximum pressure pulse of the water hammer AP, due to the condition of impulse thermo-
dynamic instability (22) is determined by the conversion of the kinetic energy of flow deceleration rv,?
into the energy of the water hammer pulse Ap;g.

In the extreme case (complete flow stoppage):

oy _dpi)
pv, =Api,)= d—P;IAPg- (23)
From (23) follows the maximum pressure pulse of the water hammer:
dpi) ] -
AP =| —L1=| pv.. 24
g [ dP p a ( )

Formula (24) for determining the maximum pressure pulse of a water hammer due to impulsive
thermodynamic instability in safety valves/steam traps differs significantly from the corresponding
Zhukovsky formula (1).

The conditions for impulse thermodynamic stability in safety valves/steam release devices follow
from (22):
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Lx
[Kdz<v,-1. (25)
0

The conditions for oscillatory thermodynamic instability in the flow zone of safety valves/steam
traps are determined for subsonic conditions.
Equations of motion and energy conservation in the flow zones of safety valves/steam traps in
equilibrium [1, 2, 3]:
GZ
F-P =—-=0, (26)

G(i,—i,) =& 'L,G", 27
where G =pvF,, —mass flow rate of the working medium, Fiyin — minimum cross-sectional area in the

flow section of safety valves/steam traps, § — parameter (hydraulic resistance coefficient), Lo— total
length of the flow section of safety valves/steam traps, P4, i4 — pressure and specific enthalpy of the
working medium at the outlet of safety valves/steam traps.

When assuming 0(F, — P,)/ 0G=0(F,— P,)/ 0P =0equations (26) and (27) in the format of sim-
ultaneous fluctuation-independent deviations 0G << G and 0P << P:

ASP= A5G, (28)
BSP=BG, (29)
where:

-1
4-640) (30)

dP
Az = _2Gp71 > (3D

. d(p”

B =Gli,~i,)-eLG T, (32)
B, =2ep'L,G—(iy—i,). (33)

Equations (28) and (29) give rise to the conditions for the oscillatory thermodynamic stability of
safety valves/steam traps [1 — 6].

P _4 o, (34)
oG 4
P_B g (35)
oG B,

Analysis of the results obtained

1. The obtained conditions for thermodynamic stability of the working medium in the passage
zone (25), (34), (35), which ensure the necessary throughput capacity of safety valves/steam blow-
down devices, can be determined in general by numerical integration using the Runge—Kutta method
for given initial conditions (16)—(18) and design and technical parameters (Lx,Lo,F(2),5).

2. Regulation of thermodynamic stability conditions can be ensured by modernis-
ing/reconstructing the structural and technical parameters of safety valves/steam traps.

3. The maximum pressure pulse of a water hammer with complete flow braking (lack of through-
put capacity of safety valves/steam traps) due to pulsed thermodynamic instability is determined by
the conversion of the kinetic energy of the flow into the energy of the water hammer pulse (24). Un-
like the well-known Zhukovsky formula (1), the solution obtained takes into account the causes and
conditions of water hammer occurrence, as well as the combined effect of energy effects and liquid
phase compressibility on the maximum amplitude of water hammer back pressure.

4. Analysis of equations (13) — (15) for forming conditions of water hammer due to impulse
thermodynamic instability in the confluence zone of safety valves/steam traps established the follow-
ing.
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The velocity gradient along the length of the confluence zone increases in proportion to the gra-
dient of the cross-sectional area change:

ZE o, (36)

The flow velocity reaches its maximum value in the area with the minimum cross-sectional area
F, min.

In extreme cases, under certain conditions, the flow velocity reaches the speed of sound at this in-
tersection (see Fig. 15):

M=v/v, =1. (37)
Pressure gradient along the length of the confluence zone:
dP —(dv/dz)
— =<0, 38
dz (1-M?) (38)

when transonic mode is reached (37) according to (38), there is a sudden increase in back pressure in the
Fmin cross-section (water hammer condition) and a corresponding deceleration of the flow (see Fig. 15).

In the extreme case of complete flow deceleration, the maximum amplitude of the counterpres-
sure pulse can be determined using formula (24).

5. The conditions of oscillatory thermodynamic instability in subsonic flow regimes are deter-
mined by the effects of simultaneous independent fluctuation deviations (disturbances) in pressure o
and flow rate 6G on the thermodynamic state of the system.

Let us consider a specific case of simultaneous fluctuation increase in pressure 16P and flow rate 10G.

The consequence of 10P in a thermodynamic equilibrium state should be a corresponding de-
crease in flow rate |6Gp. However, in the case of 16G > ||3Gp|, the total relative flow rate will in-
crease with a relative increase in pressure — the system is in an unstable thermodynamic equilibrium
state (3) and conditions of oscillatory thermodynamic instability arise with an oscillation frequency (4)
(see Fig. 1c¢).

In the case of 16G<||dGp|, the system is in a stable equilibrium thermodynamic state (34), (35)
and the amplitudes of the initial fluctuation deviations of the thermodynamic parameters decrease.

In the case of 10G=||dGp|, the system is at the boundary of the region of oscillatory thermody-
namic instability.

Thus, the conditions of thermodynamic stability in subsonic modes are determined by the actual
thermodynamic state of the system, which is reflected in the values of parameters A1, 4>, Bi, B> in
formulas (34), (35).

Conclusions

1. A method has been developed for qualifying the throughput capacity of safety valves and
steam release devices in passive safety systems of nuclear power plants under conditions of pulsating
and oscillatory thermodynamic instability.

2. The necessary condition for impulse thermodynamic instability has been established — the for-
mation of a transonic flow regime of the working medium in the confluence zone of safety
valves/steam ejectors.

The consequences of pulsed thermodynamic instability are a hydrodynamic "shock" due to the
conversion of the kinetic energy of the flow into the internal energy of the hydrodynamic "shock" and
the deceleration of the flow. The maximum pressure amplitude of the hydrodynamic "shock" due to
pulsational thermodynamic instability at full flow deceleration has been determined.

3. The conditions and consequences of oscillatory thermodynamic instability in subsonic flow re-
gimes in the flow zones of safety valves/steam blowdown devices have been established based on the
fundamental principle of thermodynamic instability of equilibrium systems.

4. Based on the developed method for qualifying the throughput capacity of safety valves/steam
traps, conditions and approaches have been determined to ensure thermodynamic stability of flow in
the flow zones of safety valves/steam traps and to prevent hydrodynamic “shocks”.
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INNOVATIONS AND STANDARDIZATION OF ELECTRICAL
EQUIPMENT OF ELECTRIC VEHICLES FOR TECHNICAL
UNIFICATION AND ENERGY EFFICIENCY

H. Opexoscwvka, FO. luxipesa. InHOBalii Ta cTaHAapTH3aLis eJIEKTPO00/IaIHAHHSA eJIeKTPOMOODLTIB ISl TeXHIYHOI yHidikauii Ta
eHeproedexTnBHOCTi. CTaTTs NpHCBSYEHA aHaNi3y NpoOJeM i MEepCHeKTHB CTaHIApTH3aLii eleKTpooOIaJHaHHS eNeKTPOMOOLIiB, Mo
3a0e3reuye TeXHIYHY CyMiCHICTh, eHeproe()eKTHBHICTD 1 3HIKEHHs cobiBapTOCTi BUPOOHHITBA. JOCIiKEeHO MIKHAPOIHI CTAHAAPTH, SIKi
PEryJIIOI0Th CHCTEMH JKMBIEHHS, 3apsiHy iH(GPAaCTPyKTypy, IPOTOKOIM 3B’3KYy Ta 3aXHMCT Bif KibepaTak. OCHOBHMMH BHKJIHKAMH €
perioHanbHI BiAMIHHOCTI B CTAaHIApTaX, PI3HOMAHITHICTH NPOTOKOJIB 3B’A3Ky, BPa3IMBOCTI 10 Kibep3arpo3 i ¢parmeHTramist TEXHOJIOTH
6e31poTOBOI 3apsakd. Y KOHTEKCTI YKpaiHu OOMexeHa iH(PacTpyKTypa 3apsIHHX CTaHIiH, BOECHHI PH3MKH Ta MIIGIH HA IMIOPT
KOMIIOHEHTIB CTBOPIOIOTH YHIKaJdbHI MOMJIHMBOCTI AJI PO3BUTKY JIOKAIBHOrO BHPOOHHLTBA. 3alpOIOHOBAHO MMIXOAHW [0 TapMOHi3amii
CTaHJApTIB, 30KpeMa BIPOBAPKCHHS €JUHHX TEXHIYHHX BUMOI i TEXHOJIOTil B3aeMOJii TPaHCIOPTHUX 3ac00iB i3 €IEKTPOMEpENkEro, 10
CIIPUSIOTH iHTErpalii IITYYHOro iHTEIEKTY Ul ONTHUMI3amil 3apsaku. YHidikalis cTaHmapTiB MOXe 3HH3UTH COOIBapTiCTh BUPOOHHIITBA
enekTpoobnanHants Ha 15-20%, mifgBHIMTH eHeproe()eKTUBHICTH 1 PO3IIMPUTH JOCTYIHICTh 3apsaHoi iHppactpykTypu. B VYkpaini
TapMOHI3allis CTAHNAPTIB CIPUATUME 3aJIYYCHHIO iHBECTHIIIH, PO3BUTKY CTaJOr0 PHHKY E€JIEKTPOMOOUIIB i NMOKPAIIEHHIO CIOXKHBYOIO
crpuiHATTA. IlepcreKTHBH BKIIIOYAIOTh CTBOPEHHS €MHOI MEPEXkKi 3apsHUX CTaHLiH, CyMiCHOI 3 MIKHApOJHUMH CTaHIAPTaMH, IO
CTUMYJIIOBATUME 3POCTaHHS EJIEKTPOMOOLIBHOI ramy3i Ta iHTerpaimio 3 eBporeiicbkumu puHKamu. CTaTTS MiJKPECIoe HeoOXiaHICTh
criBIpari MiXk BUpOOHHUKAMH, yPSIOM 1 Mi>KHAPOJHUMH OPraHi3allisIMH JUIS HOAONAHHS TEXHIYHUX 1 PUHKOBHX 0ap’epiB, IO € KIFOYOBHM
[UTsL MacIuTabyBaHHs eJIeKTPOMOOLIFHOCTI B YKpaiHi Ta CBITi.

Kniouogi  cnoea:  eneKTpOMOOUTBHICTh, —CTaHAAPTH3ALsA, yHiQIKamis, eneKTpooOnagHaHHs, 3apsaHa  iHQPacTpyKTypa,
eHeproeeKTUBHICTh, KibepOe3reka, JoKaIbHe BUPOOHUIITBO, PHHOK €IeKTPOMOOiNIiB, TapMOHI3allis CTaHAapTiB

N. Orekhovska, Y. Shikhireva. Innovations and standardization of electrical equipment of electric vehicles for technical
unification and energy efficiency. The article is devoted to the analysis of the problems and prospects of standardization of electrical
equipment of electric vehicles, which ensures technical compatibility, energy efficiency and reduction of production costs. International
standards regulating power systems, charging infrastructure, communication protocols and protection against cyberattacks are studied. The
main challenges are regional differences in standards, diversity of communication protocols, vulnerabilities to cyber threats and
fragmentation of wireless charging technologies. In the context of Ukraine, the limited infrastructure of charging stations, military risks and
privileges for the import of components create unique opportunities for the development of local production. Approaches to harmonization of
standards are proposed, in particular, the introduction of unified technical requirements and technologies for interaction of vehicles with the
power grid, which contribute to the integration of artificial intelligence for charging optimization. Unification of standards can reduce the
cost of production of electrical equipment by 15-20%, increase energy efficiency and expand the availability of charging infrastructure. In
Ukraine, harmonization of standards will help attract investment, develop a sustainable electric vehicle market, and improve consumer
acceptance. Prospects include the creation of a single network of charging stations compatible with international standards, which will
stimulate the growth of the electric vehicle industry and integration with European markets. The article emphasizes the need for cooperation
between manufacturers, the government, and international organizations to overcome technical and market barriers, which is key to scaling
up electric mobility in Ukraine and the world.

Keywords: electric mobility, standardization, unification, electrical equipment, charging infrastructure, energy efficiency,
cybersecurity, local production, electric vehicle market, harmonization of standards

Introduction

In the current conditions of rapid development of the electric vehicle industry, where sales of
electric vehicles are growing by 40% annually [1], the issue of unification of electrical equipment is
becoming particularly relevant. The reliability and safety of vehicles, as well as the pace of their mass
introduction into global practice, depend on the unity of technical solutions, standards, and approaches
to electric motors, inverters, batteries, and charging infrastructure. Unification is a key factor deter-
mining the efficiency of production, service, and integration of the latest technologies, such as intelli-
gent control systems. At the same time, the existence of various standards (SAE, IEC, GB/T) among
leading automotive companies creates significant barriers. Differences in the design of electronic
units, power supply systems, communication protocols, and diagnostic methods complicate the ex-
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change of technologies, increase costs, and hinder the formation of a single global market. This diver-
sity of standards is one of the main challenges facing the modern electric vehicle industry.

Analysis of literature data and problem statement

The main idea of the article is that the standardization of electric vehicle equipment, including
batteries, electric motors, inverters, control systems, and charging infrastructure, is a critical factor in
ensuring energy efficiency, reducing production costs by 15...20%, [1], and accelerating the global
adoption of electric vehicles.

The unification of standards such as SAE J3400 (NACS), IEC 62196, and ISO 15118 allows re-
gional barriers to be overcome, ensures the compatibility of electromechanical components, and opti-
mizes the integration of innovative technologies such as V2G (Vehicle-to-Grid — two-way energy ex-
change between an electric vehicle and the power grid) and Al-based diagnostic systems (Artificial
Intelligence) [2, 3].

At the same time, the Ukrainian context, in particular the limited charging infrastructure and local
production, emphasizes the need to adapt international standards to support the development of the
electric vehicle industry in Ukraine [4]. The article emphasizes that overcoming technical, economic,
and market barriers through unification will contribute to the creation of a sustainable and competitive
global electric vehicle market.

The issues of standardization and development of charging infrastructure for electric vehicles are
key in contemporary research in the fields of electric power engineering, electrical engineering, and
marketing, as they affect the energy efficiency, cost, and market attractiveness of electric vehicles.

In recent years, scientific publications, technical reports, and government documents have active-
ly highlighted the issues of standardization, integration of charging stations with power grids, and
marketing strategies for promoting electric mobility, particularly in the Ukrainian context.

Wajdi W. and Chakir A. [2] analyze charging standards (IEC 61851, IEC 62196) and their impact
on integration with power grids, emphasizing that the unification of connectors and communication
protocols (OCPP, ISO 15118) reduces infrastructure costs by 10...15% and increases its accessibility.

Kakkar R. et al. [5] propose a detailed taxonomy of charging standards (SAE J1772, CHAdeMO,
CCS) and technologies (wired and wireless charging), emphasizing the need for standardization to re-
duce infrastructure deployment costs and ensure compatibility for different types of vehicles (2W, 3W,
4W). They also propose an architecture for public charging stations that can be adapted to Ukrainian
realities to increase market appeal.

Funke S.A. et al. [6] emphasize that the incompatibility between CCS and CHAdeMO compli-
cates the marketing of electric vehicles due to infrastructure fragmentation, increasing costs by
10...20% and causing confusion among consumers.

International sources, such as the US Department of Transportation report [7] and the ICC
roadmap [8], emphasize SAE J3400 (NACS) and ISO 15118 standards for V2G technologies, which
promote energy efficiency and reduce logistics costs by 20% in rural areas.

Lieven T. [9] notes that unified standards contribute to a 15-20% reduction in costs, while import
incentives and subsidies increase the market appeal of electric vehicles by reducing barriers for con-
sumers.

Ukrainian scientists Davydov V.O. and Stafidov E.B. [3] propose integrating V2G through uni-
fied protocols for balancing energy systems, which reduces peak loads by 10—15% and maintains en-
ergy stability in conditions of military risk.

0.V. Stetsyuk et al. [10] emphasize that preferential taxation and standardization of charging sys-
tems contribute to the growth of the electric vehicle market in Ukraine, but military risks complicate
infrastructure development, which affects consumer perception.

Zakharchenko Yu.V. et al. [4] propose marketing strategies based on standardization and integra-
tion with power systems to increase the competitiveness of local companies and attract consumers by
simplifying access to charging.
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Rick Lezman [11] emphasizes the importance of standardizing charging infrastructure for electric
vehicles, highlighting the progress of the SAE J3400 (NACS) standard. The adoption of J3400 as a
recommended practice in 2024 promotes the compatibility of charging systems, reducing market bar-
riers and increasing convenience for consumers. The transition of leading automakers (Ford, GM,
Volvo) to NACS, which prevails over CCS, expands access to charging stations, which is key to the
growth of the electric vehicle market.

This echoes the work of Stetsyuk O.V. et al. and Zakharchenko Y.V. et al., who note that such
unification could eliminate confusion for consumers, increase market appeal, and support infrastruc-
ture development despite the challenges of war.

National standards and requirements for electric vehicle infrastructure, in particular the final rule
[12], establish mandatory standards for charging infrastructure in the US, promoting unification and
increasing the availability of charging stations. These standards can be adapted in Ukraine to attract
investment and expand the charging network.

Thus, the literature confirms that standardization of charging infrastructure and electrical equip-
ment is key to reducing costs and improving energy efficiency. The unification of standards (IEC
62196 [13], ISO 15118 [14], SAE J3400 [15]) reduces technical, economic, and market barriers, pro-
moting the sustainable development of electromobility. In Ukraine, the adaptation of these standards is
critical to overcoming infrastructure constraints and promoting electric vehicles through consumer-
oriented marketing initiatives.

Purpose and objectives of the study

The purpose of this study is to analyze the problems and prospects of unifying electric vehicle
electrical equipment in the context of global and Ukrainian trends in the automotive industry, as well
as to develop recommendations for harmonizing standards to support local production and integration
with power systems. The objective of the study is to analyze existing approaches to standardization,
identify factors that hinder unification, and formulate ways to overcome them.

Research materials and methods

A comprehensive approach was used to study the standardization of electric vehicle electrical
equipment. An analysis of scientific literature, technical documentation, international standards, and
government reports was conducted to identify trends and challenges in unification. A comparative
analysis of standards assessed the barriers to compatibility between charging infrastructure and power
systems. A critical analysis of local studies identified problems with integration with power systems.
Data synthesis contributed to the formation of proposals for harmonizing standards and introducing
innovations. Quantitative analysis of technical characteristics assessed the impact of unification on
energy efficiency and cost.

Scientific novelty

The scientific novelty of the article lies in the development of specific approaches to harmonizing
standards for electric vehicle electrical equipment, adapted to the conditions of Ukraine, in particular
through the integration of the CCS2 standard with local privileges for the import of components,
which can reduce production costs by 15-20%. The proposal for modular charging systems compati-
ble with CCS, CHAdeMO, and GB/T, using IEC 61851-21-2 to ensure electromagnetic compatibility,
is an original contribution to overcoming regional fragmentation. A quantitative assessment of the ef-
fect of implementing ISO 15118 for V2G technologies, which can reduce peak loads on Ukraine's
power systems by 10...15%, adds practical value. In addition, the integration of Al for adaptive bat-
tery temperature control with unified protocols, in particular ISO 19363 for wireless charging, repre-
sents an innovative approach that takes into account military risks and limited infrastructure, creating a
basis for the further development of local electric vehicle production.

Research results

Standardization in the automotive industry is the process of establishing uniform technical re-
quirements, rules, and standards for components, systems, and processes to ensure compatibility, safe-
ty, and production efficiency. Unification, as a component of standardization, involves the creation of
universal solutions for electrical equipment (e.g., batteries, electric motors, inverters, and charging
infrastructure), which reduces the variety of options and facilitates the integration of components from
different manufacturers. In the context of electric vehicles, standardization and unification are aimed at
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overcoming regional barriers, improving energy efficiency, and reducing costs, thereby contributing to
the global development of the industry [2, 8].

International standards play a key role in ensuring the compatibility of electric vehicle equip-
ment, including charging systems, electric motors, batteries, and communication protocols [2, 6]. The
main regulators in the industry are ISO (International Organization for Standardization), IEC (Interna-
tional Electrotechnical Commission), and SAE International, which define technical requirements for
power systems, charging infrastructure, batteries, electric drives, and electronic control units. In par-
ticular:

—ISO 6469 [16] regulates the safety requirements for high-voltage electric vehicle systems,
providing protection against electric shock and thermal risks.

—IEC 61851 [17] and IEC 62196 [13] standardize protocols and connectors for charging stations,
promoting global compatibility and energy efficiency.

— SAE J1772 [18] is the basic standard for the North American market, defining the design of
charging connectors and power parameters.

—ISO 15118 [14] supports V2G technologies, allowing V2X-enabled electric vehicles (Vehicle-
to-Everything — communication between an electric vehicle and the grid, other vehicles, or infrastruc-
ture) to integrate with power grids for load balancing.

— ISO/SAE 21434 [19] establishes cybersecurity requirements for V2X-enabled electric vehicles,
protecting communication systems, electronic units, and charging infrastructure from cyberattacks.

—IEC 61980-1:2020 [20] defines general requirements for wireless power transfer systems for
electric vehicles, regulates the safety, electromagnetic compatibility, and efficiency of wireless charg-
ing (SWPT/DWPT), promoting the unification of charging station infrastructure and compatibility
with other standards.

— NACS (SAE J3400) [15], promoted by Tesla, is becoming the new standard for charging con-
nectors in the US and is being adopted by other brands.

— GB/T [21], updated in 2023, is key to unification in the Chinese market and has potential for
other regions.

—IEC TS 62196 [22] establishes unified safety rules for different types of chargers.

Standards act as a universal “language” of interaction between manufacturers, developers, and
users, reducing the risk of technical fragmentation of the market and contributing to the scaling of the
electric vehicle industry [8].

The study identified a number of problems with the unification of electrical equipment that com-
plicate the creation of a single global market for electric vehicles.

1. Different supply voltages complicate the unification of batteries and charging systems, as
power systems vary from 400 V (Tesla, European models) to 800 V (Porsche, Hyundai) [1].

2. A variety of data exchange protocols hinder interoperability; for example, ISO 15118 [14] and
OCPP are used in Europe, while Chinese GB/T [21] standards have their own protocols [2].

3. Incompatibility of charging systems, which increases infrastructure costs, especially in rural areas.
CCS, CHAdeMO, and GB/T standards [21] have different connectors and power requirements [6; 7].

4. Differences in electronic unit interfaces complicate diagnostics and repairs, as control systems
from different manufacturers (Bosch, Continental) have unique interfaces [9].

5. Regional differences in standards complicate the global use of unified charging systems, for
example, the differences between CCS (Europe/USA) and CHAdeMO (Japan) [6].

6. Rapid technological development creates challenges for the harmonization of hardware and
software aspects, as fast charging systems (350-500 kW) and intelligent control systems (smart charg-
ing, V2G, adaptive battery temperature control) require rapid updating of standards [6].

7. Cybersecurity, because the variety of communication protocols (ISO 15118 [14], OCPP) and
the connection of V2X-enabled electric vehicles to networks create vulnerabilities to cyberattacks,
such as unauthorized access to ECUs or manipulation of charging systems. For example, weaknesses
in OCPP require strengthening TLS and authentication, and UN regulations R155 [23]/R156 [24] re-
quire security standards [9].

8. Wireless charging complicates the integration of standards, as communication standards for
static (SWPT) and dynamic (DWPT) wireless charging remain fragmented [6].
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In Ukraine, limited charging infrastructure and military risks exacerbate these problems, complicating
integration with international standards and reducing the market appeal of electric vehicles [4, 10].

The identified problems are evident in real attempts at unification, which illustrate both successes
and failures in harmonizing standards.

Successful examples include the NACS (SAE J3400) standard [15] promoted by Tesla, which has
reduced infrastructure costs in North America by 15% and simplified access to charging stations [11].
In Europe, CCS2 [13] has become the basis for most new electric vehicles, ensuring compatibility and
supporting fast charging up to 350 kW [2]. In Ukraine, import subsidies for components support local
standardization, promoting the development of production [4].

On the other hand, unsuccessful attempts demonstrate the barriers of regional fragmen-
tation. Funke S.A. et al. [6] note that the CHAdeMO standard is losing ground in Europe and
the US due to limited support, forcing Japanese manufacturers (e.g., Nissan) to adapt models
such as the Leaf to CCS, which increases the cost by 10...20%. The Chinese GB/T standard
[21], which is effective locally but incompatible with CCS or CHAdeMO, limits the export of
Chinese electric vehicles [6]. In Ukraine, these problems complicate the development of
charging networks due to military risks and limited infrastructure, reducing consumer percep-
tion and market appeal [10, 4]. At the same time, the progress of NACS in the US does not
solve global fragmentation [7].

To overcome the identified problems, the following is proposed:

1. Universal charging modules, such as the development of modular charging systems compatible
with CCS, CHAdeMO, and GB/T [21], will reduce infrastructure costs and increase accessibility in
rural areas [7]. The implementation of IEC 61851-21-2 [25] will ensure the electromagnetic compati-
bility of charging systems, reducing interference with power electronics.

2. Uniform communication protocols, such as the promotion of ISO 15118 [14] as a global stand-
ard for V2G and diagnostics for V2X-enabled electric vehicles, will improve energy efficiency and
compatibility [3].

3. Modular electrical equipment architectures with the introduction of modular batteries and elec-
tric motors adapted to different electric vehicle models [10]. ISO 6469-1 [26] regulates the protection
of batteries from mechanical damage, ensuring safety in accidents and vibrations.

4.Local initiatives in Ukraine to adapt standards such as CCS2 [13] to Ukrainian infrastructure,
taking into account the balancing of energy systems and import privileges for components [4, 7].

5. Integration of cybersecurity standards with the implementation of ISO/SAE 21434 [19] and
UN regulations R155 [23]/R156 [24] to protect V2X-enabled electric vehicles from cyberattacks, es-
pecially for V2G [9].

6. Development of intelligent systems with the integration of smart charging, adaptive battery
temperature control, and wireless charging via unified protocols [1]. ISO 19363 [27] standardizes
wireless charging, promoting its compatibility and safety.

Unification of electrical equipment, including cybersecurity, can reduce the cost of electric vehi-
cle production by 15...20% through component standardization. For consumers, this means more af-
fordable prices and easier access to charging infrastructure, especially in Ukraine. For manufacturers,
standardization simplifies supply chains, reduces service costs, and increases competitiveness. The
implementation of cybersecurity standards (ISO/SAE 21434 [19], R155 [23]/R156 [24]) will protect
electric vehicles from cyber threats, which is important for V2G. In Ukraine, unification will promote
local production and support energy systems through V2G.

Conclusions and recommendations

Standardization and unification of electric vehicle electrical equipment are key factors in ensur-
ing their energy efficiency, reducing production costs, and accelerating mass adoption. The study
showed that international standards play a crucial role in harmonizing power systems, charging infra-
structure, communication protocols, and cybersecurity. However, regional differences in standards,
diversity of communication protocols, vulnerability to cyberattacks, and fragmentation of wireless
charging create significant barriers to global integration. In Ukraine, these problems are exacerbated
by limited charging infrastructure and the need to adapt standards to local conditions.

The practical significance of unification lies in reducing the cost of electric vehicle production by
15...20% through the standardization of components such as batteries, electric motors, and inverters,
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as well as simplifying maintenance and increasing energy efficiency through the optimization of V2G
technologies and smart charging. For Ukraine, unification will promote the development of local elec-
tric vehicle production, integration with power systems, and economic growth through import privi-
leges for components.

For further research, it is recommended to focus on developing hybrid standards for wireless
charging (SWPT/DWPT) and improving cybersecurity for electric vehicles with V2X through the im-
plementation of ISO/SAE 21434 standards and UN R155/R156 regulations.

To harmonize international standards, it is proposed to create universal charging modules com-
patible with CCS, CHAdeMO, and GB/T, and to promote ISO 15118 as a global protocol. In Ukraine,
it is recommended to adapt the CCS2 standard to the local infrastructure, using import privileges for
components to stimulate production.

Prospects for the implementation of unified systems in the coming decade include the transition
to modular electrical equipment architectures, which will allow the integration of artificial intelligence
for adaptive control and V2G for balancing power grids. This could reduce the energy consumption of
electric vehicles by 20-30%, contributing to the creation of a sustainable global electric vehicle mar-
ket. In Ukraine, unification will support the development of the local electric vehicle industry with a
focus on energy efficiency, cybersecurity, and integration with power systems.
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AFFINITY ANALYSIS MODELS OF TRANSACTIONAL AND
BEHAVIORALCUSTOMER DATA FOR PERSONALIZED
CONTENT GENERATION IN B2B E-COMMERCE SYSTEMS

O. Apcipii, J]. Ieanos. Mopeni adgiHiTHBHOr0 aHaIi3y TpaH3aKIiifHUX i MOBeAIHKOBUX JaHUX KJi€HTIB cucTeM B2B esexTponnoi
KOMepii 1J1s1 CTBOPEHHSI ePCOHATI30BAHOT0 KOHTEHTY. 3pocTaHHs (hiHAHCOBOI 3HAUYIIOCTI Ta CTPYKTYPHOI CKJIAAHOCTI CErMEHTA PUHKY
cucteM B2B enexkTpoHHOI KOoMep1ii, a TAKOXK HEOOXIAHICTh ITiBUIIEHHS HOTO e(h)eKTUBHOCTI 3yMOBIJIO aKTyaJIbHICTh IIPOBEJICHHS CHCTEMHOTO
aHaIT3y ICHYIOUMX Mozenel aQiHiTHBHOIO aHami3y TPaH3aKUIMHMUX 1 MOBEJIHKOBHX IAHHUX Il OOTPYHTYBAHHS LULIXIB IX aJamTarii 3 METO
ITiIBUIEHHS NIepCOoHai3alii ToBapHOro, iH(POPMALIHHOrO Ta peKOMEHIAUiHHOro KOHTeHTy cucteMu B2B enextponnoi komepuii. Ha ocHoBi
nopiBrsiHas E-commerce System B2B ta B2C 3a ocHOBHHMH MOKa3HUKaMHU BCTaHOBJIEHO crierndiky B2B E-commerce System st mosicHeHHsT
KOHIeNIii TpaH3akiii «bi3Hec-uisg-0i3Hecy» Ta 3p0OJICHO BHCHOBOK IIOJO OpIEHTALii TOBapHOro, iH(POPMAIIHHOIO Ta PEKOMEHAALIHHOrO
KOHTEHTY Ha PalliOHATbHI PIlICHHS, BENKI 00CATH 3aKyITiBelb Ta JOBTOCTPOKOBI MApTHEPCHKI BiqHocuuu. [IpoanarnizoBaHo Mo/ieri ahiHiTHBHOTO
aHaJ3y sKi 6a3yloThcs Ha aITOPUTMax Ta CTPyKTypax maHux Apriori, FP-Growth, a Takox Eclat Ta BH3HaueHO 1X HEIOJNIKH IIONO aHATI3Y
TPaH3aKI[IHHUX 1 MOBEMIHKOBHX NaHuX B2B-kmientiB. [IpoaHani3oBaHO NUTIXH ITiJBMIIEHHS MEPCOHATI3alil TOBapHOro, iH(hopMaLiiHoro Ta
PpeKoMeHIaIiHHOTO KOHTEHTY crcTeMi B2B enexTpoHHOT KoMepii 32 paXyHOK BUKOPHCTaHHs Mojesel adiHiTHBHOTO aHaIi3y TpaH3aKIiifHAX i
MOBEJIIHKOBUX JIaHUX. PO3p00iIeHo eeMeHTH KOHIENTYalbHOI MOJIeNi KoMepIiiHoT akTuBHOCTI B2B 1151 mepconanizanii KOHTeHTy Ha 6a3i OHSTh
apiHITMBHOTO aHaNi3y i3 BpaXyBaHHAM BEIMKMX OOCSTIB, iHIMBIIyalbHHX IIiH Ta TOBEIIHKOBHX CIIEHApiiB ONTOBHMX MOKYTOK. Po3poGiero
CTPYKTYpPY KOHLIENTYaIbHOT MOZIEINI JJIs1 aHAIli3y KOMepLiiHOT akTuBHOCTI B2B. BusHaueHo cki1aioBi rpyny NOKa3HUKIB Il KOMIIEKCHOT OIIHKH
edexTBHOCTI ITepcorani3anii konteHTy B2B, sika 6a3yeThcst Ha po3poOIIeHil KOHIENTyalbHil Mojeli KoMepIiitHoi akTiuBHOCTI B2B.

Knouosi cnosa: enekTpoHHa Komepliisi, cuctemMu B2B, Tpan3akuiiiHi Ta oBeAiHKOBI aHHi, adiHiTUBHMIT aHAai3, aCOIIaTHBHI MpaBuia,
Apriori, FP-Growth, Eclat, merpuku sixocTi

O. Arsirii, D. Ivanov. Affinity Analysis Models of Transactional and Behavioral Customer Data for Personalized Content
Generation in B2B E-commerce Systems. The growing financial significance and structural complexity of the B2B e-commerce market segment,
coupled with the necessity to enhance its efficiency, have necessitated a systematic analysis of existing affinity analysis models for transactional
and behavioral data. This study aims to justify the adaptation of these models to improve the personalization of product, information, and
recommendation content within B2B e-commerce systems. Based on a comparative analysis of B2B and B2C e-commerce systems across key
indicators, the specific characteristics of B2B systems are established to define the “Business-to-Business” transaction concept. The study concludes
that product, information, and recommendation content must prioritize rational decision-making, large-scale procurement volumes, and long-term
partnerships. The paper analyzes affinity analysis models based on Apriori, FP-Growth, and Eclat algorithms and data structures, identifying their
limitations regarding the analysis of B2B customer transactional and behavioral data. Furthermore, it explores pathways for enhancing content
personalization by leveraging these models. A key contribution of this research is the development of conceptual model elements for B2B
commercial activity. This model for content personalization is built upon affinity analysis concepts while accounting for wholesale purchase
characteristics, such as large volumes, individual pricing, and specific behavioral scenarios. The structure of the conceptual model for B2B
commercial activity analysis is established. Finally, the study defines a comprehensive set of metrics to evaluate the effectiveness of B2B content
personalization, based on the proposed conceptual model.

Keywords: B2B e-commerce, personalization, affinity analysis, transactional data, behavioral data, sequential patterns, conceptual
modeling, Apriori, FP-Growth, Eclat, quality metrics

Introduction

The relevance of conducting affinity analysis, also known as association rule mining, of transac-
tional and behavioral data of customers of B2B e-commerce systems to create personalized content in
B2B e-commerce systems is due to the financial significance and structural complexity of this market
segment, as well as the need to improve its efficiency.

The relevance of conducting affinity analysis, also known as association rule mining, of transac-
tional and behavioral data of customers of B2B e-commerce systems to create personalized content in
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B2B e-commerce systems is due to the financial significance and structural complexity of this market
segment, as well as the need to improve its efficiency.

The relevance of conducting affinity analysis, also known as association rule mining, of transac-
tional and behavioral data of customers of B2B e-commerce systems to create personalized content in
B2B e-commerce systems is due to the financial significance and structural complexity of this market
segment, as well as the need to improve its efficiency.

The relevance of conducting affinity analysis, also known as association rule mining, of transac-
tional B2B e-commerce systems is due to the financial significance and structural complexity of this
market segment, as well as the need to improve its efficiency. The critical importance of effective B2B
personalization is confirmed by the enormous financial volumes of this segment. The global B2B e-
commerce market, estimated at $11.54 trillion in 2024, significantly exceeds the B2C market ($6.55
trillion). Its projected growth to $60.62 trillion by 2034 indicates that even a slight increase in the effec-
tiveness of customer interactions through personalization will have a multi-trillion-dollar economic im-
pact [1]. At the same time, it has been established that traditional affinity analysis models are focused
on data mining, aimed at identifying hidden relationships and patterns between different elements
(goods, events, actions) in large data sets, particularly in transaction databases developed for the B2C
segment of e-commerce. They are focused on emotions, impulse purchases, and a simple user experi-
ence, which is not effective enough for B2B [2]. Since B2B purchases are rational, high-value, and
driven by the need for ROI (return on investment), there is an urgent need to analyze and adapt existing
models to address B2B challenges such as: the complexity of the buying center (Buying Center), where
the decision to purchase a product or service is made not by one person, but by a group of people or
departments within the purchasing organization, individual pricing conditions, data sparsity (rare but
large orders) and the need for long-term partnerships [3]. This creates a need to adapt and modernize
affinity analysis models that can work effectively in a B2B environment to create truly relevant and
rationally justified content (product, informational, recommendatory).

Therefore, conducting a systematic analysis of existing models that use transactional data to iden-
tify affinity rules and typical purchasing patterns and behavioral data to understand purchasing scenarios
and the needs of different roles in the client company of a B2B e-commerce system is a pressing task.

Literature review and problem statement

In [3], a B2B e-commerce system is defined as a comprehensive online platform or set of interre-
lated technological solutions designed to carry out commercial transactions, exchange information, and
automate business processes between two or more legal entities (enterprises) To explain the concept of
“Business-to-Business” (B2B) transactions, let’s use Figure 1.

@ It is known that B2B transactions are the exchange

of goods, services, or information between two or more

—— @ Marketing companies [1]. According to the concept of transactions
Capital

" (Fig.1), the first aspect is wholesale trade. This business
model allows retailers to purchase products at a lower

price and resell them to consumers at a markup. Another

important concept is marketing. B2B marketing strategies

— focus on building relationships with other businesses ra-
Collaborativef———

ther than individual consumers. This often involves a
| Company | longer sales cycle and more complex decision-making
processes.
Fig. 1. B2B Transaction Conceptual Scheme In a B2B context, the customer is another business

rather than an individual. These business customers have
different needs and purchasing behaviors compared to individual consumers. B2B companies must un-
derstand the specific needs and challenges of their business customers in order to provide valuable so-
lutions. The main customers in B2B transactions are enterprises or corporations. These enterprises re-
quire reliable solutions to support their complex operations, making them a key target market for B2B
companies. A company represents enterprises involved in B2B transactions, ranging in size from small
startups to large corporations.
Their interaction forms the basis of the B2B ecosystem. Collaboration is a key element of B2B
relationships. Enterprises often work closely together to achieve common goals. This collaborative
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approach promotes long-term partnerships and innovation. In B2B, capital refers to various objectives,
such as investing in new technologies, expanding operations, or acquiring other companies. Access to
capital is crucial for B2B companies to remain competitive. Finally, the Money block represents finan-
cial transactions that occur between businesses. In B2B, these transactions can be large and complex,
involving different payment methods and terms. Effective cash flow management is important for the
financial health of B2B companies [1, 2, 3].

Thus, a B2B e-commerce system (B2B E-commerce System) is a comprehensive online platform or set
of interconnected technological solutions designed to carry outcommercial transactions, exchange infor-
mation, and automate business processes between two or more legal entities (enterprises) [3]. This system is
a digital environment that enables seller organizations to present their product, information, and recommen-
dation content (catalogues, price lists, terms of cooperation) to other buyer organizations for their production,
commercial, or resale needs. Table 1 shows the results of a comparative analysis of B2B and B2C e-com-
merce systems based on key indicators. Thus, modern B2B e-commerce systems operate in a highly com-
petitive Internet environment, where the quality of content determines the speed and accuracy of meeting the
needs of wholesale customers. For the B2B model, the content of the online platform is created with a focus
on rational decisions, large purchase volumes, and long-term partnerships [4].

Table 1
Comparison of E-commerce System B2B and B2C by key indicators

B2B (Business-to-Business) | B2C (Business-to-Consumer)
Target audience
The number of buyers is smaller. They include other
companies, startups, enterprises, large
corporations, government agencies, and non-profit
organizations.

A large number of buyers are individual consumers

Transaction value
High cost, higher volumes, lower frequency. | Low cost, lower volumes, higher frequency.
Purchase motivation
Rational: focused on business efficiency, cost Emotional/Impulsive: focused on satisfying personal
reduction, profit increase, long-term goals. needs, desires, based on price, brand, trends.
Duration of the decision-making process
Longer and more complex: involves multiple Shorter and simpler: often a single solution, a quick
stakeholders, negotiations, possible testing, contracts. purchase.
Sales cycle
Long (from 1 to 6 months). | Short (from 1 to 6 days).
Features of customer relations
Long-term partnerships: emphasis on building trust,
support, tailor-made solutions.

Short-term, transactional.

Features of marketing
Focus on logic, values, ROI, personalized offers, Focus on emotions, image, advertising, social
direct sales, content marketing. networks, promotions, convenience.
Payment Methods
Sophisticated methods (lines of credit, invoices, bank
transfers, deferred payments). Higher security
priority.

Fast and convenient methods (credit/debit cards,
mobile wallets, electronic payments).

Product/Service Customization
High degree of customization, specialized solutions. | Standardized “ready-made” products.

However, in [5, 6], attention is focused on the situation where the vast majority of e-commerce
platforms use static methods of content formation based on fixed rules or universal recommendations
for individual customers. This approach does not take into account purchasing patterns, the specifics of
the wholesale customer’s business, seasonality, or dependencies between products. This limits the ef-
fectiveness of the service and reduces the likelihood of repeat purchases [7, 8]. Resolving such issues
requires a systematic analysis of existing models, methods, and technologies for affinity analysis of
customer transaction and behavioral data in order to modify them to improve the personalization of
product, information, and recommendation content in B2B e-commerce systems.
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It is known that modern algorithms for data analysis to create associative rules (Association Rule
Mining) are aimed at finding frequently repeated combinations of goods or events in customer transac-
tions. That is, such algorithms are based on the concept of frequent itemsets, which occur in multiples
and are related to the concept of frequency. The method of searching for association rules (AR) using
frequent itemsets consists of two steps: finding the most frequent itemsets and using them to generate
ARs that meet the conditions of minimum support and confidence, and then using the resulting purchase
and behavioral data to create personalized content in the B2B e-commerce system.

It is known that to search for frequent sets of elements, the following algorithms are used: the
Apriori algorithm [9], which performs a search of candidates with subsequent rejection of unpopular
sets, the FP-Growth algorithm, which builds an FP-Tree for further search without generating candidates
[10], and the Eclat algorithm, which searches for popular sets by intersecting pre-built TID lists [11].

Based on information from literary sources, let us consider the advantages and disadvantages of
popular affinity analysis algorithms in more detail.

The model for searching for frequent sets of items (Frequent Itemsets) in transactional databases
through iterative generation of candidates and their testing is based on the Apriori algorithm.

The main idea of the algorithm is based on the a priori property of Apriori Property— that is, any
subset of a frequent set of items must also be frequent.

The algorithm works from the bottom up (from shorter sets to longer ones), using frequent sets
found in the previous step to generate candidates for the next one. At the same time, those candidate sets
that are guaranteed not to be frequent are pruned [9].

According to the FP-Growth (Frequent Pattern Growth) model, a compact data structure called an
FP tree (Frequent Pattern Tree) is constructed, and based on this, a recursive search for frequent patterns
is performed [10]. In this case, the generation of candidates and exhaustive search, unlike Apriori, are
replaced by a search for possible combinations of goods or behavioral patterns in the FP tree.

According to the Eclat (Equivalence CLAss Transformation) model, the search for frequent item
sets in transactional and behavioral data uses intersections of transaction identifier lists (TID lists), as
opposed to enumerating candidates in Apriori or constructing trees in FP-Growth. [11]. The main idea
behind Eclat is to store a list of transaction identifiers.

(TID lists) for each item where that item occurs and to find frequent itemsets by intersecting these lists.

The results of comparisons of the considered associative rule search algorithms are shown in Table 2.

Table 2
Advantages and disadvantages according to the principle of operation of algorithms for searching associative
rules
Principle of operation | Advantages | Disadvantages
Apriori
Candidate generation | Simple, classic | Slow on large sets
FP-Growth
FP Tree | Fast, no candidates | More difficult to implement
Eclat
Crossing TID lists I Simple, fast on small data | Requires a lot of memory on big data

A study of B2B e-commerce systems and existing affinity analysis algorithms (Apriori, FP-
Growth, Eclat) revealed a significant gap between theoretical methods for identifying patterns and their
practical effectiveness in a B2B environment. That is, the algorithms are effective for searching for
associations in large transactional databases of B2C systems where transactions are homogeneous. At
the same time, they are not adapted to the specifics of B2B because they do not take into account the
sparsity and structural complexity of data in B2B transactions and, as a result, do not provide a rational
justification for recommendation decisions to B2B managers.

Thus, to improve the effectiveness of B2B systems, it is necessary to adapt and expand affinity analysis
models. This should be done by integrating transactional (financial) and behavioral (scenario) data with sub-
sequent classification of customers, which determines the purpose and objectives of this study.

The aim and objectives of the research

The purpose of this study is to conduct a systematic analysis of existing models of affinity analysis
of transactional and behavioral data to substantiate ways to adapt them to increase the personalization

INFORMACION TECHNOLOGY



94
ISSN 2076-2429 (print)

ITpami Onmeckkoro MoJiTEXHIYHOTO YHiBepcuTeTy, 2025. Bum. 2(72) ISSN 2223-3814 (online)

of product, informational and recommendation content of the B2B e-commerce system. The objectives
of the study include:

— analysis of ways to increase the personalization of product, informational and recommendation
content of the B2B e-commerce system through the use of models of affinity analysis of transactional
and behavioral data;

— development of elements of a conceptual model of B2B commercial activity for personalization
of content based on the concepts of affinity analysis, taking into account large volumes, individual
prices, and behavioral scenarios of wholesale purchases;

— development of a conceptual model structure for analyzing B2B commercial activity in content
personalization systems;

— identification of components for a comprehensive assessment of the effectiveness of B2B content
personalization, which is based on the developed conceptual model of B2B commercial activity.

The research materials and methods

Analysis of ways to increase personalization of B2B content. Increasing the personalization of con-
tent in B2B e-commerce systems requires a shift from emotionally-oriented B2C methods to rationally
informed decisions that directly affect the efficiency, profitability, and operating costs of the client.
Affinity analysis is a key tool for achieving this goal, as it allows you to identify not only the fact of the
purchase, but also the logic and sequence of purchasing decisions.

Let’s consider the possibilities of affinity analysis models for transactional data creation for creat-
ing B2B commodity content [12].

Classical affinity analysis, applied to transactional data (invoices, bulk orders), traditionally fo-
cuses on finding frequent sets (Apriori, FP-Growth, and Eclat). In a B2B system, this model should be
adapted to form product content in the form of complex offers by integrating financial and quantitative
metrics [12]. For example, the formation of “Wholesale Bundles”, when transactional analysis reveals
associative rules, where instead of frequency (Support), the fotal cost or margin of the set dominates:

If {Item A, Item B}, then {Item C}—

This allows the system to offer not just related products, but complex purchasing solutions that,
from the customer’s point of view, optimize logistics and reduce overall costs (for example, offer of
specialized fasteners and tools when ordering a large batch of building materials).

Another example of product content creation is the personalization of the price offer when associ-
ative rules can be applied to define individual conditions, i.e.:

If {The customer belongs to the “Premium” class,
Orders Product A monthly},
then {10% discount on Product B}—

The system generates not just a general promotion, but a personalized investment plan for the cli-
ent, showing how the inclusion of associated products will allow them to obtain more favorable whole-
sale prices.

Consider using consistent templates to create B2B recommendation content. Sequential Pattern
Mining (SPM) works with behavioral and temporal data, identifying cycles and sequences of events,
which allows you to predict the next logical step of a B2B client, which will be the basis for creating
recommendation content [13]. For example, forecasting replenishment of stocks (Restock Prediction).
SPM detects the typical time interval between orders for certain sets of products.

If {Order Winter Shoe Collection}, then {Order Skincare Products (After 6 Weeks)} —

At the same time, the system will generate a recommendation notification a week before the pre-
dicted date, reminding the client of the need to replenish the stock. This increases loyalty because the
system acts as an assistant in managing the customer’s inventory.

Another example of recommendations is possible scenarios for the behavior of the Buying Center.
Sequential analysis is applied to the actions of different employees of the buying company.

If {View specifications by Engineer}, then {Request final price by Financier}—

That is, when the engineer has reviewed the characteristics, a recommendation notification is au-
tomatically generated to the financier in the form of an ROI calculation or a special price list for this
product, speeding up the sales cycle.
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Consider the use of transactional and behavioral data to create information content in a B2B sys-
tem. Informational content in B2B includes not only technical characteristics, but also conditions, re-
ports, and analytics [14]. Thus, affinity analysis of transactional data is used to provide personalized
analytics. For example, the system compares the customer’s buying behavior with typical patterns of
their industry or segment.

If {Customer does not buy Product B, but his competitors buy Product B together with A},
then {Send Analytical Report on Product B and its benefits}—

Automatically generated informational content is rationally reasonable, as it appeals to lost profits
or competitors’ best practices.

Analysis of sequential patterns can detect behavioral anomalies preceding churn of customers
(Churn), which is essential for risk management:

If {Drastic Volume Reduction, Old Invoice Loading},
then {Search for New Suppliers (Outlook)}—

These triggers personalized communication aimed at retaining customers, such as offering special,
customized terms of cooperation.

Thus, affinity analysis adapted to B2B metrics such as cost, volume, time, behavioral scenario is
necessary to transform a B2B E-commerce system from a simple catalog into an intelligent assistant
that provides rationally reasoned, proactive, and personalized content.

Development of elements of a conceptual model of B2B commercial activity. Taking into ac-
count the fundamental concepts of affinity analysis, such as transaction, sequence, sequential pattern,
and associative rule, as well as metrics for assessing the quality of their construction, we will determine
the elements of the B2B model of commercial activity. For B2B, this is one wholesale order placed by
a buyer company, which includes several commodity items (Stock Keeping Unit SKU) and financial
conditions. The SKU has a unique alphanumeric code used by the business (seller, distributor, retailer)
for internal identification, tracking, and inventory management [12].

Then, formally, the commodity item (element) is defined as:

I={i,i,...i,}, (1
where I is the set of all commodity items i (SKU), available for order in the B2B system. The transac-
tion T is a logical unit of work that occurs at a single point in time t, is a subset of /, that is, 7/ is
defined by the set of tuples of the total number m:

T={t,t,..t,}. (2)

Each element of the transaction # is a tuple, which describes the purchased or executed element,
taking into account its quantity (Quantity) g« and cost py:

t,=(i.,q,, p.) > 3)

where i — Commodity item identifier (SKU), ire/; pr — individual price (Price) per unit applied for this
client (takes into account his discounts and purchase volume).

A sequence s; in B2B is a time-ordered activity log of a single customer (or Buying Center), con-
sisting of a set of T transactions that occurred at different points in time:

s, =(T.T,.,... T,), (4)

tl’ tz" 17

where 7, —itis a B2B transaction (1) that occurred at a point in time #. At the same time, we have time
ordering #<...<t.

Association Rule (AP) in B2B reflects the simultaneous presence of goods, services, or actions
within the same transaction 7' (1) Let / be the set of all elements (SKU/services/actions), and 4 and B be
two sets of elements, such that B=Ac/, Bcl, AN. The associative rule is formulated in the form

AR=A—B, (5)

i.e. — if a set of elements A is present in a wholesale order (Transaction), then there is a high probability
that a set of elements B is present in the same order.
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The Sequential Pattern (SP) in B2B reflects the time-ordered occurrence of transactions or behav-
ioral events (3) that form the chain of customer activity. Let S be the set of all B2B sequences of cus-

tomers s; (3), a and B — two sequences of transactions or events oL = <T >, B= <T > .

tq p
A consistent pattern is formulated as follows:
SP=a=. (6)

That is, if at a given moment in time 7, the client performed event or set of transactions o, then
there is a high probability that at the next moment in time #, #,<t, the will perform event or set of
transactions . The symbol “=" is used to emphasize the temporal sequence.

Let us define quality metrics that characterise the relationship between sets of goods established
using APs constructed during affinity analysis.

Support for AP shows how often the set {A4B} appears in the general database of B2B transactions

D. Then, for AP 4 — B, support S ,(A— B) looks like:

{TD| ABT}|

SAR(A_)B):SAR(AB): |D|

: (7

where |{T D| ABT }| — total number of transactions containing 4 and B, |D| — total number of transactions
in the B2B database.
Confidence AP 4— B shows the probability that if a customer bought A, they will also buy B in
the same transaction. This is a direct measure of the predictive value of set 4 for the sale of B within a
single wholesale order. D. Then for AP A—B confidence C,,(A— B) looks like:
S . (AB)

CAR(A_)B):?—(AA)‘ (8)

For B2B systems, the quality assessment (Support, Confidence) AP should take into account not

only the number of transactions |D , but also the total financial value or volume of elements 4 and B in

these transactions, i.e. it should be Weighted according to definition (3).
Lift shows how often the set {4UB} appears more frequently than expected if 4 and B were inde-
pendent. Then, for 4 — B, Lift L, (A— B) looks like this:

C (A—B) B SAR(AB)
S S (DS, (B)

If L4z>1, then there is a positive correlation (rational sense) in joint purchasing; if L<1, then there
is a negative correlation (substitute goods). This is a key metric for B2B, as it excludes trivial rules that
are common simply because of the high overall popularity of one of the goods.

Leverage measures the difference between the actual frequency of joint occurrence of sets 4 and B
and the frequency that would be expected if 4 and B were completely independent of each other. Then
for A— B Leverage Le,(A— B) looks like this:

LeAR(A_)B):SAR(AB)_SAR(A)SAR(B)' (10)

If Le, =0, then elements 4 and B are independent. Their joint appearance in orders is purely
coincidental. If Le,, >0, there is a strong logical connection between the elements, i.e. they appear
together more often than expected. This indicates a strong logical connection. In B2B, this is a signal
for creating bundles or joint logistics. If Le,, <0, then the items appear together less frequently than
expected. This may indicate that the products are competitors or substitutes.

Conviction shows how often AP (5) gives incorrect predictions. It measures the dependence of set
A on set B. Then, for A— B, Conviction V,,(A4 — B) looks like this:

1-S ,.(B)
1-C,(4—>B)

A high Vg value indicates that the rule is very strong, and set A4 really “forces” B to appear. This
is useful for filtering rules when A is very popular.

L,(A—>B)=

©)

Vig(Ad— B)= (11)
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Without going into too much detail, let us define the quality metrics that characterise the relationship
between sequential SP patterns (6). They apply to the sequence base S when event 3 occurs after event o

Support for SP
S (0= p)= [{seS| precede|;|[3 in sequence s}| . 12)
Confidence SP
_Sy(@=P)
ColamP =22 =5, (13)
Lift for SP
_ Sp(@a=P)
Ly (aa=p)= S (S (B) (14)
Leverage for SP
Leg, (0 =P) =S, (aa=P)— S, (0)S(B) - (15)
Conviction for SP
_ 1- SSP (B)
Vola =P = 2 E (16)

As a practical example, we will provide the form of associative rules and sequential patterns built

for Wholesale B2B Portal [7].
Associative rule (Product):
{Women’s trainers Art. 403, Men’s trainers Art.
510} — {Comfort insoles set}.
Associative rule (Product + Service):
{Order over 1000 pairs} — {60-day credit line provided}.
Sequential pattern (Seasonality):
<Order for winter boots> — <Order for salt protection products (in 2 months)>.
Sequential pattern (Forecasting):
<Request for individual price for new collection,
Receipt of technical documentation>—<Placing main wholesale order (within 14 days)>/

Development of a conceptual model structure for analysing B2B commercial activity Let us present
the structure of the conceptual model of B2B commercial activity in the form of a three-level hierarchy —
“Entities, Relationships, Metrics”.

The first level of entities contains data objects. It is the foundation of the conceptual model, which
transforms “raw” data into structured information. The entity level consists of:

— Sets of commodity items / (1), where i, (SKU) is an atomic unit of analysis;

— Transactions 7 (2), which are a logical grouping of goods taking into account volume and per-
sonal price (rational context);

— Client sequences S (3), which are a chronological chain of transactions that reflects the customer
life cycle.

The second level of logical connections contains the so-called analytical vectors. Due to the estab-
lishment of such ties, data is converted into knowledge about behavior. The second level is based on:

— vectors of associative rules AR (5), which describe the presence of horizontal relationships, i.e.

commodity items 7, (3), which are purchased together. This is the basis for “commodity personaliza-
tion” and the formation of bundles;

— vectors of sequential SP patterns (6), which describe vertical (temporal) relationships s; (4), i.e.

what follows what. This is the basis for “predictive personalization”, recommendation content, and man-
agement of replenishment cycles.
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The third level of evaluation and validation contains quality metrics, the values of which are tools
for selecting the most significant rules or patterns that make economic sense, namely:

—Support S (7) and (12) characterizes the scale of the rule or pattern;

— Confidence C (8) and (13) characterizes the reliability of the prediction against a rule or pattern;

—Lift L (9) and (14) elevator characterizes the degree of connection between transactions or pat-
terns, taking into account its non-triviality and intellectual novelty;

— Leverage Le (10) and (15) characterizes the value of absolute benefit/weight of a rule or pattern
for a business;

— Conviction V (11) and (16) characterizes the resistance of a rule or pattern to random fluctuations.

Thus, the proposed conceptual model of B2B commercial activity allows formalizing complex
multifactorial processes of interaction between the supplier and the client. It combines static associative
relationship analysis to optimize product content and dynamic sequential pattern analysis for proactive
demand forecasting. Its development provides a mathematical basis for the automated personalization
of product, recommendation, and informational content of the B2B platform.

Identifying the components for a comprehensive assessment of the effectiveness of B2B content
personalization

Taking into account the identified ways to increase the personalization of product, informational
and recommendation content of the B2B e-commerce system, the elements and structure of the concep-
tual model for analyzing B2B commercial activity have been developed, a comprehensive assessment
of the effectiveness of content personalization in B2B e-commerce systems has been proposed, which
combines four groups of indicators.

Group 1 contains indicators for determining the quality of analytics (Mode! Performance) of Qunain
and is based on previously developed metrics for AR and SP, namely:

— Average Lift (Lavyg), determines how non-trivial and useful connections the system finds. Time
accuracy (7uccuracy) determines for sequential patterns how accurately the system predicted the date of
the next order (deviation Af);

— Inventory Coverage determines what percentage (%) of all SKUs participate in the generated
personalized offers.

Group 2 contains indicators for determining technological efficiency (Engine Performance) Qiecn
to assess the system’s ability to work with large amounts of data in real time, namely:

— Generation speed (latency) — the time it takes to form a recommendation block when loading a
page (should not exceed 100...200 m/s);

— Freshness — the time it takes for a new customer transaction to be reflected in the update of their
affinity profile;

— Scalability — the ability of affinity analysis algorithms (Apriori, FP-Growth, and Eclat) to process
a growing number of transactions without an exponential increase in memory consumption.

Group 3 contains indicators for determining commercial effectiveness (Business Impact) Qcomm,
such as key indicators for the business of the B2B platform owner, namely:

— Conversion Rate (CVR) — The indicator of the effectiveness of converting information content
into actual purchases is defined as the ratio of the number of successful orders to the number of person-
alised sessions on the B2B platform;

— Average Order Value (AOV) — an indicator of the quality of commercial content, characterising
the ability of a B2B platform to encourage customers to purchase comprehensive solutions and defined
as the increase in the average customer spend (Ag Ap) thanks to AR bundles;

— Churn Rate Reduction (CRR) — An indicator of the quality of recommendation content, charac-
terising the ability of a B2B platform to retain customers through a sense of “partner support” and de-
fined as a reduction in customer churn thanks to proactive SP recommendations;

Group 4 contains indicators for determining customer value (Qcusr). These indicators measure:

— Time-to-Purchase (TTP) — reduction in the time spent by the purchasing manager on creating a
basket thanks to recommendations;

— Stock-out Prevention Rate (SPR) — percentage of cases when the system reminded the customer
to replenish stocks in time, preventing the customer’s business from stopping.

Taking into account the indicators from the four groups, we will define a comprehensive assess-
ment of the effectiveness of content personalisation in B2B e-commerce systems as:
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where: £, —integral personalisation effectiveness index; Q — normalised values for each group of met-

pers

rics; o, ,— weighting coefficients (whose sum = 1).

It should be noted that for B2B systems at the implementation stage, higher priority is usually given
to the values of ®, (value for the customer) and | (quality of analytics), as these are the factors that

build long-term loyalty.

Conclusions

Based on the system analysis and development of conceptual elements of the model, the following
conclusions can be formulated:

It is shown that the growth of financial significance and structural complexity of the market seg-
ment of B2B e-commerce systems caused the need to increase its efficiency, which determined the rel-
evance of conducting a systematic analysis of existing models of affinity analysis of transactional and
behavioral data to substantiate ways of their adaptation in order to increase the personalization of prod-
uct, informational and recommendation content of the B2B e-commerce system.

The conceptual scheme of B2B transactions and the comparison of the B2B and B2C E-commerce
System in terms of the main indicators are defined. The specifics of personalization in B2B systems of
electronic commerce are determined. It has been established that unlike B2C, where emotional factors
dominate, in B2B, personalization should be based on rational calculations, ROI, and maintaining long-
term partnerships.

A study of existing algorithms of affinity analysis has been carried out and a significant gap be-
tween theoretical methods of pattern detection and their practical effectiveness in the B2B environment
has been identified. That is, the algorithms Apriori, FP-Growth, Eclat are effective for finding associa-
tions in large transaction databases of B2C systems where transactions are homogeneous and not adapted
to the specifics of B2B because they do not take into account the sparsity and structural complexity of
data in B2B transactions and, as a result, do not provide a rational justification for recommending deci-
sions to B2B managers.

The ways to increase the personalization of product, recommendation and informational content of
the B2B system are analyzed and it is shown that conducting affinity analysis adapted to B2B metrics
such as cost, volume, time, behavioral scenario is necessary to transform the B2B E-commerce system
from a simple catalog into an intelligent assistant that provides rationally reasoned, proactive and per-
sonalized content.

A conceptual model of commercial activity has been formed. The model integrates time-ordered
sequences of transactions and behavioral events, which makes it possible to formalize the work of the
“Buying Center” of the client company.

Affinity analysis metrics have been adapted. The use of weighted indicators of support and relia-
bility, taking into account the financial value of orders, is proposed. Differentiation of metrics for asso-
ciative AR rules and sequential SP patterns allows you to clearly separate static relationships between
goods and the dynamics of purchasing cycles.

Ways of practical implementation are proposed. It is determined that the use of affinity analysis
models allows automating the generation of personalized price proposals, bundles for logistics optimi-
zation and proactive notifications about the need to replenish the client’s warehouse stocks.

The foundations for creating a comprehensive assessment have been developed. Groups of indica-
tors (analytical, technological, commercial and client) have been established, which together allow
measuring the effectiveness of the implemented personalization system through an integral index.

Thus, the study creates the necessary theoretical basis for transforming B2B e-commerce systems
from passive catalogs to intelligent decision support systems, which increases customer loyalty and the
cost-effectiveness of the platform.
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A METHOD FOR RATIONAL ROLE ALLOCATION IN A
COMPUTER-VISION-ENABLED SWARM OF UNMANNED
AERIAL VEHICLES UNDER RESOURCE CONSTRAINTS

O. Babinynea, /. Amumpenxo, O. Anopisinos. MeTo panioHaJILHOIO PO3MOALTY poJieil y poi 0e3miIOTHUX JiTaTbHUX anapaTis i3
KOMI’IOTEPHHM 30pOM 3 ypaxyBaHHsIM oOMekeHHX pecypciB. Posmomin poneit y poi BIIJIA 3 GOpTOBHM KOMIT'IOTEPHHM 30pOM
YCKIIQHIOETBCS. THM, IO «BAKKi» AITOPUTMH CIPHHHSTTS CIOXHBAIOTh CHEPrif0, 3aiiMaroTh OOYHMCIIIOBAIBHUI pecype i MiABHILYIOTH
BUMOTH JI0 pajiokanary. J{is Manopo3MipHux miatgopm e HampsiMy MOB’S3aHO 3 OOMEKEHHAMU PO3Mipy, MacH Ta motyxHocti (SWaP) i,
SIK HACII 0K, 31 CKOPOYEHHSIM 4Yacy MOJIbOTY. BilbIricTh MpaKTHYHHUX €BPHCTHK BUOMPA€E BUKOHABIB POJICH 32 TeOMETPIEI0 ab0 MOTOYHHM
3apsiIOM 1 TOMY HE BPaXxOBY€E B3a€EMO3B 130K MK €HEPreTHKOI, OOUMCIICHHAMHE Ta 3B’A3HICTIO. Y poOOTi 3alIpONOHOBAHO JCLCHTPAIi30BaHy
npoueaypy npusHadeHss poneit (Scout, Mapper, Relay, Worker), y sikiit koxxeH amapar $hopMmye CTaBKy 3 ypaxyBaHHSIM HPOTHO30BAHHX
BUTPAT Ha MPOIYJbCiI0, OOYHMCICHHS, CEHCOPU Ta Mepeavy JaHUX, a TAKOX PU3UKY 3pOCTaHHs OaratocTpuOKOBOI Biactani 10 6a30BOI
cranuii. IIpu3HaueHHS BHKOHYETHCS AyKIIOHHOK MPOLEAYPOI0 3 JIOKAJIBHAM Y3rO/DKECHHSM IEPEMOXIIB MK CYCIAHIMH areHTamu.
3anpoBa/pKeHO MpaBuiia AOMYCTHMOCTI, IO Bi[CIKAIOTh NpPU3HAYCHHS pOJIeH NpH HEJOCTATHROMY 3amaci Oarapei abo medinmti
00YHCITIOBATIEHOTO OI0/KETY, 1 mTpad 3a MepeMUKaHHS PONiel s 3MEHIIECHHS OCLIUIALIH. MeToa MepeBipeHo y BiATBOPIOBaHIH CHMYJIISILIT
Ha IIK mns poiB i3 20 i 50 amapariB y Mexax obmacti 1000x1000 M 3a oOMexeHOro pajiyca 3B’S3Ky Ta F€TEpOTeHHHX OOYHCIIOBAIBHHX
MoskimBocreit; onintoBanucs SR, Time, CR, Conn i Sw. VY cknajnimomy cuenapii (N=20) 3anponoHoBaHui miaxiz 3a0e3nedye 3aBepLieHHs
micii (SR=1.00), Toxi sk reoMeTpUYHA EBPUCTHKA Ta CTATUYHUI PO3MOALT He Hocsraioth mopory (SR=0). [lopiBusHO 3 SoC-eBpHCTUKOIO
METOJI 3MeHIIIye Sw npuOIu3HO y 7—8 pasis 3a 30epexents 100% ycminHOCTI Ta IPUHHATHOI 3B’ SI3HOCTI 3 6a3010. 3aNpOIIOHOBaHA MOJIENb
BapTOCTI MOKe OYTH BUKOPUCTAaHA B CUCTEMAaX KEPYBAaHHs POEM i HaJialli PO3IIMPEHa Ha CLICHApii KOJEKTUBHOIO CHPUHHATTS, KOJIM YaCTHHA
amapariB BUKOHY€ O0YHCITIOBAJIbHO BaXKKY 0OPOOKY 30py.

Kniouosi cnoea: poiioBa poGOTOTEXHiKa, PO3NOALT posel, OE3MiNOTHI JliTankHI anapaTd, KOMIT'IOTEPHHIT 3ip, €HeproMeHeUKMEHT,
004HCITIOBaNIbHI OOMEKEHHSI, 3B’ SI3HICTh MEPEXi, IeIEHTpaTi30BaHa KOOPAMHALLIS, MOETIOBAHHS, CUMYJISLIHHUI €KCIEPUMEHT

O. Babilunga, D. Dmytrenko, O. Andriianov. A Method for Rational Role Allocation in a Computer-Vision-Enabled Swarm of
Unmanned Aerial Vehicles Under Resource Constraints. Role allocation in unmanned aerial vehicle swarms equipped with onboard
vision is constrained not only by geometry but also by size, weight and power limits typical for small platforms. Vision pipelines increase
energy draw, occupy the onboard compute budget and raise the demand on the wireless link. Heuristics that assign roles solely from distance
or state of charge often overlook this coupling and may trigger unnecessary re-assignments. We propose a decentralized auction-based role
allocation scheme (Scout, Mapper, Relay, Worker) where each vehicle computes a bid from (i) predicted energy cost for propulsion, sensing,
computation and radio, and (i) the risk of increasing the multi-hop distance to a base station. Feasibility checks prevent assigning vision-
heavy roles to agents with insufficient battery reserve or compute capacity, and a switching penalty reduces oscillations. The approach is
evaluated in a reproducible PC simulation (1000x1000 m area, limited communication range and heterogeneous computing capabilities) with
swarms of 20 and 50 UAVs. We report mission success rate, completion time, mission progress, average base connectivity and the number of
role switches. In the more challenging N=20 case the proposed method completes the mission (SR=1.00) while the distance-based and static
baselines fail (SR=0). Compared with the battery-only heuristic, it preserves the same success rate but reduces role switching by about 7-8
while maintaining acceptable connectivity. For N=50 all methods succeed, yet the proposed approach keeps the number of switches at
310452 versus 23864320 for the battery-only baseline. The cost model can be integrated into swarm management systems and extended to
collaborative perception, where a subset of vehicles performs vision-heavy processing and shares compact results under progressive battery
depletion.

Keywords: swarm robotics, role allocation, unmanned aerial vehicles, computer vision, energy management, computational
constraints, network connectivity, decentralized coordination, simulation, mission planning

1. Introduction

Unmanned aerial vehicles (UAVs) equipped with onboard computing modules (single-board
computers, embedded GPUs, etc.) are increasingly used for computer-vision tasks: object detection
and tracking, mapping, VIO/SLAM-based localization, and elements of collaborative perception. Inte-
grating such algorithms increases energy consumption and the load on the onboard computer, and also
raises the requirements for the wireless link. For small platforms this directly manifests as size, weight
and power (SWaP) constraints: additional mass and power draw reduce endurance and decrease the
available control authority margin.

In swarm systems these constraints interact with formation control, network connectivity mainte-
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nance, and the distribution of functions among agents. Surveys in swarm robotics and formation con-
trol emphasize that scaling a swarm is not possible without decentralized coordination and infor-
mation-exchange protocols [1, 2]. Role allocation enables specialization of subsets of vehicles: some
perform scouting and data collection, others relay traffic and maintain the network, while others exe-
cute compute-intensive vision tasks. Common approaches include contract-net mechanisms, auction-
based methods, and consensus algorithms such as CBBA [3, 4].

This paper proposes a decentralized role allocation approach for a UAV swarm with onboard vi-
sion that simultaneously accounts for predicted energy costs, available computing resources, and the
risk of degrading multi-hop connectivity to a base station. In practical terms, an agent’s bid is not re-
duced to “closer/farther” or “higher/lower SoC”; instead, it includes the expected costs of propulsion,
data processing, sensing, and communication, as well as a penalty for frequent role switching. The
novelty of the approach lies in combining these components within a single auction procedure together
with feasibility rules that prevent assigning resource-intensive roles to energy- or compute-limited
platforms. The workflow of the method is shown in Fig. 1.

Agent status (energy, Rate calculation and Role assignment
computation, connectivity) admissibility check (auction/consensus)

l

Role — goals (planner)

Formation control and
security level

v

Fig. 1. Workflow of role allocation considering energy, computation, and connectivity

2. Literature review and problem statement

Designing UAVs with onboard computers requires reconciling size-weight and energy con-
straints with the demands of vision algorithms. Energy consumption and power-supply selection for
UAVs are actively discussed in the literature, particularly in the context of mission endurance and
flight profiles [5]. At the same time, modern camera-based navigation and mapping systems
(VIO/SLAM), such as VINS-Mono and ORB-SLAM?2, demonstrate high accuracy but require stable
computing performance and, in collective settings, efficient mechanisms for data exchange [6, 7]. A
related direction is energy-efficient sensing and computing (e.g., event cameras), which can potentially
reduce power demand [8].

For UAV swarms, key challenges include formation control, cooperative trajectory planning, and
maintaining network connectivity during maneuvering. Survey works [1, 2] summarize distributed
control and coordination approaches and highlight the role of communication topology. Role and task
allocation in multi-robot systems is often implemented via market-based mechanisms and auctions,
which ensure scalability but require a well-defined cost function [3, 4]. However, in many publications
the role/task cost is dominated by geometric or temporal factors (distance, time-to-arrival), while the
energy price of onboard computation and the risk of losing connectivity to the base station are ac-
counted for only indirectly or ignored. This gap defines the focus of the present study.

Classical works on Multi-Robot Task Allocation (MRTA) provide formal taxonomies and criteria
for comparing task-allocation algorithms, which is useful for a correct problem formulation in UAV
swarms [9, 10]. For scenarios with dynamic communication constraints, extensions of CBBA have
been proposed that consider time windows, resource costs, and changing network topology [11], as
well as approaches that reduce inter-agent communication to accelerate convergence [12] and methods
that explicitly account for limited bandwidth and collisions in a shared channel [13]. A review of task
allocation methods specifically for UAV systems is given in [14]. Despite substantial progress, most
works still lack an integrated treatment of three groups of constraints: (i) energy (SoC and cost predic-
tion), (if) onboard computing (load from computer-vision pipelines), and (iii) connectivity require-
ments for delivering data to a base station. The proposed approach focuses on this integrated setting.

Problem statement. Let the swarm consist of NV agents. For the i-th agent, the state s,(¢) includes,
in particular, the remaining battery charge SoC(¢), the effective performance of the onboard computer
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Ci, and local information about neighbors in the network. The goal is to assign roles r(f) € {Scout,
Mapper, Relay, Worker} so as to maximize mission progress under the following constraints:

1) SoC«(¢) does not drop below SoCnin given predicted expenditures;

2) roles with vision load do not exceed the available compute budget;

3) multi-hop connectivity to the base station is maintained to deliver data.

The problem is complicated by the fact that energy cost and compute demand depend on the role,
while communication topology changes as agents move. For quantitative evaluation, we use PC-based
simulation; examples of UAV simulation environments include AirSim and RotorS [15, 16].

3. Aim and objectives

The aim of this study is to develop a role allocation method for a UAV swarm with onboard vi-
sion computing that enables rational use of energy, computing, and communication resources.

To achieve this aim, the following tasks are addressed:

— define role profiles in terms of computing demand, traffic, and typical energy (SoC) consumption;

— build a resource-aware role cost model (energy + computation + connectivity) and feasibility rules;

— develop an auction-based role assignment procedure with a switching penalty;

— define a simulation evaluation protocol and compare the proposed method with baseline heuristics.

4. Materials and methods

The proposed method treats role assignment as a local decision made by each agent based on its
own state and messages from neighbors. Every Af seconds, an agent checks role feasibility with re-
spect to battery reserve and compute budget, computes bids, and exchanges them with neighbors with-
in communication range. After local agreement on winners (given role quotas), assignments are acti-
vated for the next control interval, while a switching penalty reduces oscillations in role composition.

4.1. Roles and resource profiles. Four roles are defined in the swarm: Scout, Mapper, Relay, and
Worker. Each role is described by a profile of compute requirements, traffic demand, and typical rela-
tive state-of-charge consumption. The profiles used in this paper are listed in Table 1 (all values are
given in relative units).

Table 1
Role profiles and resource requirements
Role Main tasks Compl(lizld)emand Traffic (rel.) SoC drain, 1/s
Scout object search/detect%on, vid- 15 10 0.0019
eo data collection
Mapper | SL-AM/mapping, local map 12 12 0.0016
alignment
Relay packet relaying, 0.8 15 0.0012
connectivity maintenance

Worker trackmg/coxt/:srla(lfe, auxiliary 0.5 0.3 0.0010

4.2. Connectivity and local network model. The communication structure is modeled as an undi-
rected graph G(¢) = (V, E(t)), where vertices V correspond to agents and an edge (i, j) € E(¢) exists if
the distance between agents does not exceed the communication range R. The base station B is con-
nected to agent i if d(i, B) < R. An agent is considered connected to the base if there exists a path from
i to B in the graph (multi-hop). The fraction of agents connected to the base is defined as Cx(¢) =
Ns(?)/N, where N_B(t) is the number of connected agents at time ¢. To assess network risk, we use the
hop distance /%), i.e., the length of the shortest path from agent i to the base in G(¢) (if no path exists,
we set hi(f) = w). We deliberately use hop distance as a simple local metric: it can be obtained from
neighbor messages without computationally expensive global network estimates.

4.3. Energy model and cost prediction. The agent’s energy expenditure is decomposed into com-
ponents associated with flight (propulsion), computation, communication, and sensing. At the level of
instantaneous power:

B@)=F 0, () + B 0y (15,0 + B (1) + B (1,1) (1

i,comp i,comm i,sens
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To check feasibility and compute bids, we estimate the energy “price” of a role over a horizon H.
In the simplest case, we use a prediction of the average power for role r and obtain:

E, . (r,)=P(r,t)H . 2

4.4. Computing constraints and load. Because some roles (Scout, Mapper) execute vision algo-
rithms, we introduce the effective compute capability C; of agent i and a relative role load C(r). The
normalized compute utilization is defined as:

u(r,t)=C@r)/C.. 3)

4.5. Role feasibility rules. Before participating in the auction, an agent discards roles that cannot
be executed given the minimum battery reserve and the available compute resources. For role r, the
feasibility conditions are:

SoC.()-E, ,..(r,t)/ E,,, 2S0C

i ibat — min

u(r,t)<l1. 4

4.6. Bid function and switching penalty. For each feasible role, the agent forms a bid bd(7,?),
which is maximized in the auction procedure (5). In (5), Ud(r.,?) is the role utility, £4r,?) is the normal-
ized estimate of energy expenditure over horizon H, Li(r,f) is the normalized estimate of the risk of
degrading connectivity to the base station, and J;w is the penalty for changing roles (to reduce assign-
ment oscillations). Normalization is introduced so that no term dominates solely due to its scale:
Er,0)=Eiprea(r,t)/(SOC{#)~S0Cuminte), Li(r,H)=min(1, h/pred(r,t)/hma), where h/pred is the predicted
shortest-path length (in hops) from agent i to the base after one motion step in role », 4 max is a
threshold (in our experiments sm.x=0), and e=10"—3. For brevity, the arguments (#,f) in the right-hand
side of (5) are omitted.

bi(r’t):Ui_a'Ei_B'ui_y'L’i_J' : (5)

isw

4.7. Auction-based role assignment. At each replanning step ¢, the agent computes bids for all
feasible roles and sends to its neighbors messages of the form (role, bid, agent identifier, timestamp).
Agreement is implemented as an iterative max-consensus procedure: for each role and its quota K,
agents exchange the best known candidates over L. communication rounds, after which a consistent
winner list is formed. Conflicts are resolved by priority (higher bid; if equal, lower identifier). In our
experiments we use L.~5 (Table 2), which provides stable agreement within the local communication
range.

Table 2

Simulation parameters

Parameter Symbol Value
Mission area size L 1000x1000 m
Speed (simplified) v Sm/s
Energy prediction horizon H 20s
Consensus iterations Le 5
Agent compute resources (rel.) Ci 40%: 1.5; 60%: 1.0
Simulation time T 600 s
Replanning step At 5s
Initial state of charge SoC«(0) 1.0
Mission progress threshold M 1000 a.u.
Communication range R 180 m
Minimum battery reserve S0Chin 0.10
Number of agents N 20 and 50
Role quotas (N=20) K Scout=2, Mapper=2, Relay=3
Role quotas (N=50) K Scout=5, Mapper=5, Relay=7

The penalty J;sw reduces frequent re-assignments and the associated overhead (communica-
tion/replanning) and decreases the risk of control instability. The overall role-consensus procedure is
given as pseudocode in Algorithm 1 — Decentralized SWaP-aware role allocation (CBBA-like):

Input: roles R with quotas K r; weights w=(a,f,y,n); prediction horizon H; threshold SoCmin; communication graph
G(1).
Output: role assignment r4(¢) for each agent .
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For each replanning epoch ¢:

1. (Evaluation) each agent i forms the set of feasible roles Fi(¢) and bids bi(r,t) according to (5).
2. (Initial bid) agent i ranks roles in descending order of b; and chooses the current proposal 7; «— argmax_r bi(r,t).
3. Repeat until convergence or maxiter:

3.1. (Exchange) send neighbors a message m_i=(i, ri, bi(ri), ).

3.2. (Local ranking) based on received {m j}, build for each role r a candidate list and locally select winners
W _r —the K, best bids (ties are resolved by ID).

3.3. (Max-consensus) agree on Wr with neighbors; if Wr changes, continue iterations.

3.4. (Try alternatives) if agent i is not in W, remove ri from the local list and choose the next best role; if Fi(7)
is empty, set ri < Worker.
4. After convergence, each agent adopts role ri(f) according to the agreed winner sets 7.

Simulation protocol and baselines. The evaluation is performed in an agent-based PC simulation
over a time interval 7=600 s with replanning every Ar=5 s. The motion and network models are de-
scribed in Sections 4.2...4.4, while the vision workload is parameterized (without running real infer-
ence) through the compute and bandwidth requirements in Table 1. For a fair comparison, all methods
use the same feasibility rules (4) with respect to battery reserve and compute budget; the methods dif-
fer in the bidding/selection criterion and in the re-assignment mechanism. The mission completion
threshold is set to M;=1000 arbitrary units. The experiment parameters are given in Table 2.

Mission progress model. Let ns(f) and nu(f) denote the number of agents with roles Scout and
Mapper, respectively, that have a path to the base station (i.e., #{f) < smax). The accumulated mission
progress M(t) (arbitrary units) is updated discretely with step At according to:

Mt +At) =M@+ At-(wng (1) +w,,n, (1)) . (6)

Initially, M(0)=0, and the mission is considered completed if M(¢) > My,.

The proposed approach is compared with three baseline methods: (1) “Distance” — role assign-
ment using a geometric heuristic with quotas (Scout — farthest from the base; Mapper — closest; Relay
— intermediate distances); (2) “Battery level” — role assignment based solely on maximum SoC, with-
out explicit connectivity consideration and without a switching penalty; (3) “Static roles” — a fixed
role distribution at the start, without replanning. The proposed method is denoted as “SWaP-aware”.

5. Results and discussion

5.1. Evaluation metrics. We use the following metrics: SR — share of successful runs (reaching
the threshold M th within time 7); Time — mean completion time (s); CR — relative mission progress
at the end of the simulation (M(T)/M th); Conn — mean fraction of agents connected to the base
(c¢_B(?)); Sw — total number of role switches in the swarm. Additionally, to characterize resource use
we report: ASoC_avg — mean battery charge consumed per agent per run; SoC_min,end — minimum
SoC among agents at completion; Viol — number of violations of feasibility rules (4); VisionHigh —
share of Scout/Mapper assignments to agents with sufficient compute resources. Summary results are
given in Tables 3 and 4, and an ablation study is reported in Table 5.

Table 3
Comparison of methods by main metrics (mean + std over 12 runs)
Method N SR Time, s CR Conn Sw
SWaP-aware 20 1.00 443 .8+22.4 1.00 0.92+0.03 115+18
Distance 20 0.00 600.0 0.84 0.78+0.05 344+41
Battery level 20 1.00 395.0+19.1 1.00 1.00+0.00 953+175
Static roles 20 0.00 600.0 0.77 0.82+0.04 0
SWaP-aware 50 1.00 182.1+14.7 1.00 0.87+0.04 310+£52
Distance 50 1.00 276.7+18.9 1.00 0.79+0.05 365+49
Battery level 50 1.00 160.0+£12.4 1.00 1.00+0.00 23864320
Static roles 50 1.00 275.8+16.4 1.00 0.83+0.04 0

5.2. Quantitative comparison. Table 3 shows that for the N=20 swarm the static distribution and

the “Distance” heuristic do not reach the threshold within time 7 (SR=0.00), whereas SWaP-aware and
“Battery level” achieve SR=1.00. At the same time, SWaP-aware substantially reduces assignment
oscillations: Sw=115=18 versus 953£175 for the SoC-only heuristic (about 8.3x fewer switches),
while maintaining high mean connectivity (Conn=0.92+0.03). Table 4 shows that all methods satisfy
the feasibility rules (Viol=0) and assign Scout/Mapper only to agents with sufficient compute re-
sources (VisionHigh=100%). From an energy perspective, the SoC-only heuristic predictably main-
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tains a higher minimum charge (SoC_min,end~0.28), but at the cost of a much larger number of re-

assignments.
Table 4
Energy and computing metrics (mean + std over 12 runs)
Method N AS0Caye S0Chinend Viol VisionHigh, %
SWaP-aware 20 0.524+0.04 0.16+0.03 0 100
Distance 20 0.71+0.05 0.10+0.00 0 100
Battery level 20 0.47+0.06 0.28+0.04 0 100
Static roles 20 0.70+0.04 0.104+0.00 0 100
SWaP-aware 50 0.22+0.02 0.65+0.04 0 100
Distance 50 0.33+0.03 0.4840.06 0 100
Battery level 50 0.19+0.03 0.72+0.03 0 100
Static roles 50 0.334+0.03 0.47+0.05 0 100
Table 5
Ablation study of SWaP-aware (N=20; mean + std over 12 runs)
Variant SR Time, s CR Conn Sw
Full (0,B,y,n) 1.00 443.8422.4 1.00 0.92+0.03 115418
No network 0.75 548.0+34.6 0.93+0.05 0.80+0.06 138425
term (y=0)
No switching 1.00 412.5+20.1 1.00 0.91£0.04 740120
penalty (n=0)

For N=50 all methods reach the threshold (SR=1.00), yet differences appear in assignment stabil-
ity and network quality. The SoC-only heuristic achieves Conn=1.00, but at the cost of a very large
number of switches (Sw=2386+320). SWaP-aware reduces Sw to 310452 (about 7.7x fewer switches)
while preserving high connectivity (0.87+0.04). The ablation study (Table 5) shows that removing the
network term (y=0) degrades connectivity and success rate, while removing the switching penalty
(=0) causes a sharp increase in Sw. To illustrate the mission progress dynamics for N=20, Fig. 2
shows a representative single run.

Figure 2 shows a typical example (one run) of the mission progress dynamics for N=20. In this
run, the adaptive methods “SWaP-aware” and “Battery level” reach the completion threshold M,
while the “Distance” and “Static roles” baselines exhibit long plateaus due to episodes of degraded
network connectivity. Aggregate (mean + std over 12 runs) values of CR and Time are reported in Ta-
ble 3. Base-station connectivity for the same run is shown in Fig. 3.

Figure 3 illustrates the influence of role assignment on maintaining connectivity to the base sta-
tion. In the shown run, “SWaP-aware” provides more stable connectivity compared to the “Distance”
baseline, for which deeper and longer intervals of reduced connectivity are observed. This degrades
data delivery to the base and slows down mission progress in Fig. 2. The number of role switches (Sw)
is reported in Table 3.

5.3. Discussion and limitations. The results indicate that for swarms with onboard computers it is
important to jointly consider energy, computing load, and connectivity. The ablation study (Table 5)
shows that the network term yL i is critical for sparse-topology scenarios (N=20), while the switching
penalty 1 limits oscillations without a noticeable loss in SR. Nevertheless, the study has several limita-
tions: (1) the vision profiles are parameterized and do not include real neural-network inference; (2)
the communication and motion models are simplified and do not account for obstacles, varying
throughput, or delays; (3) the evaluation is simulation-only, without hardware validation. Future work
includes integration with AirSim/RotorS and experiments with real onboard computers and cameras. It
is also worth noting that in the current configuration computing constraints do not become a bottle-
neck (Table 4: Viol=0; VisionHigh=100%), therefore their impact should be further evaluated in sce-
narios with stronger compute heterogeneity and possible throttling.
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Fig. 2. Mission progress over time for N=20 (single run; threshold d = 1000)

1.0 e ke« e+ s+ s+ sl sl s e s e ke ¢ e ke - e ke s o
4 & & @ L 4 &
« -~ ——- ——— g —— = -- -— ~-—
% 08 KR r().} ............ ?( ..... #’ .......................... X .ll_!
® 1 ] o ! 1 \ I
s L
= 1 .
S 0.6 : i o -
g 1 | ! 1
: .- L
3 -
= 0.4 4 1 ]
% Il——il —8— SWaP-aware
g —B - Distance
B~ 02_
—& - Charge level
=¥+ Static roles
0.0 T T T T T
0 100 200 300 400 500 L,

Fig. 3. Base-station connectivity over time for N=20 (fraction of connected agents; same run as in Fig. 2)

6. Conclusions

In summary, this paper proposes a decentralized role allocation method for a computer-vision-
enabled UAV swarm that combines energy, computing, and network factors within a single assign-
ment procedure. The main results can be summarized as follows:

—role profiles and a resource cost model covering propulsion, computation, sensing, and data
transmission are formulated;

— feasibility rules and a bid function with normalized penalties for energy, network risk, and role
switching are proposed;

— in simulation, the method achieves SR=1.00 for N=20 and N=50; in the more challenging N=20
scenario it outperforms the geometric heuristic and the static distribution (SR=0), and compared with
the SoC-only heuristic it substantially reduces role switching (11518 vs. 953+175 for N=20 and
310£52 vs. 2386+320 for N=50) while maintaining acceptable connectivity;

— future steps are outlined: more realistic channel and delay models, integration with Air-
Sim/RotorS, and hardware experiments on onboard platforms.
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MODBUS TCP BACKBONE THROUGHPUT ANALYSIS
FOR NOISY IEEE 802.11 WIRELESS CHANNEL

C. Hecmepenko, O. Haymos. AHalli3 IPOMYyCKHOI 3aTHOCTI MaricTpajbHoi Mepesxki “Modbus TCP” pis urymHoro 6e31poToBoro
kanaxy IEEE 802.11. 3actocyBanHsi BUCOKOIIBHAKICHUX Oe3npoBinuux kaxaniB IEEE 802.11 (802.11n/ac/ax) ais marictpani Modbus TCP
B aBTOMAaTH30BAaHHX CHCTEMax YIpaBJiHHA npomucioBumu mignpuemcrBamu (ACYTII) nmorpebye OmiHKHM NMPOAYKTUBHOCTI MaricTpaii B
yMOBax poOOTH KaHAIIB 3B’5I3Ky 3 ypaxyBaHHsIM ocobmuBocteil pynkuionyBanus ACYTII, ge mpucyTHiil BUCOKHUIT piBeHb OITOBHX OMHUIOK
y KaHanax 3B’s3Ky. Ha OCHOBI aHaii3y aqropUTMIYHOI CTPYKTYPH MaricTpali Ta 4acoBHX AiarpaM mepeaBaHHs B OE3MPOBITHOMY KaHAi
OTPHMAHO AHAITUYHI 3QJIEXKHOCTI Ul PO3paxyHKy 4acy TPaH3aKIlii Ta MpPOIyCKHOI 3JaTHOCTI MaricTpaii A1 pealbHOro Oe3NpoBiTHOTO
kanany. [IpoBeeHO aHasi3 IPOIyCKHOT 3MaTHOCTI MaricTpasi i THIIOBHX OMEpaliil 3 ypaxyBaHHSAM Pi3HOTO piBHs GITOBHUX MOMIJIOK — Bit
error rate (BER) y Ge3npoBinHoMy kaHami 3B’13Ky. Buninerno knacu onepariii maricrpani Modbus TCP (pocti Ta ckiaznesi). ITokasaso, 1mo
cknazeHi omepanii pOPMYIOTBCS K KOMITO3HULIS MEBHOI KiTBKOCTI MpOCTUX omepauiil. Ha BinMmiHy Big mopeneii 3 izeaqbHUMH KaHATIAMH
3B’SI3KY, Y MOJEISIX Ul PEaJbHUX KaHAJIIB BPAaXOBAHO MEXaHI3MH IIOBTOPHOI IepelaBaHHsS KaapiB i JOJATKOBI 3aTPHMKH, IIOB’si3aHi 3
0iTOBMMH IOMHJIKAMU IiJ] Yac nepenaBaHHs iHpopManii. OTpuMaHi BUpasH Ul Yacy BUKOHAHHS OIepamiil i IpoIyCKHOI 31aTHOCTI aroTh
3MOT'y OLIHHUTH peaibHy NpoayKTuBHICTH Marictpani Modbus TCP mus Ge3npoBignux kaHamiB 3 mommikamu. [IpoBeneHuit po3paxyHOK
[POIYCKHOI 3[aTHOCTI JEMOHCTPYE CYTTEBHH BIUIMB OITOBHX IOMIJIOK Ha IIPOIYCKHY 3[aTHICTH Marictpaii JUisi OJHOKAaHAIBHHX 1
MyJIbTUKaHAIBHHX peamizaniii Maricrpani Modbus TCP nHa 6a3i Oe3npoBinnux kanauiB cimeidictBa IEEE 802.11. Ortpumani anamiTnuHi
3aJIe)KHOCTI Yacy BHKOHAHHS THIOBHX OIEpaliii i MPOMyCKHOI 3JaTHOCTI MaricTpaii € iHCTpyMEHTOM Uil BHOOPY ONTHMAIBHUX
KOH(QIrypamiif myg yac IpoeKTyBaHHS Ta MOJEpPHI3alii IPOMUCIOBHX Mepex Ha 6a3i Oe3npoBimHUX peamizauiit mMarictpani Modbus TCP y
Mexax koHuenuii «Iamxycrpis 4.0%.

Kniouogi crnosa: Modbus TCP, cranmapt IEEE 802.11, ACYTII, anroputmidHa CTPyKTypa, Yac TpaH3aKii, MPOIMYCKHA 3[aTHICTb,
MIPOCTI Ta CKJIa/IeHi orepartii, 6TOBI HOMMIJIKH, TIOBTOPHA Iepeaada

S. Nesterenko, O. Naumov. Modbus TCP backbone throughput analysis for noisy IEEE 802.11 wireless channel. The use of
high-speed wireless IEEE 802.11 channels (802.11n/ac/ax) for the Modbus TCP backbone in automated control systems of industrial
enterprises (APCS) requires an assessment of backbone performance under communication channel operating conditions, taking into account
the specific features of APCS operation, where a high level of bit errors is present in the communication channels. Based on an analysis of
the algorithmic structure of the backbone and transmission timing diagrams in a wireless channel, analytical relationships were obtained for
calculating transaction time and backbone throughput for a real wireless channel. An analysis of the backbone throughput for typical
operations was carried out, taking into account different levels of bit error rate (BER) in the wireless communication channel. Classes of
Modbus TCP backbone operations (simple and composite) are identified. It is shown that composite operations are formed as a composition
of a certain number of simple operations. Unlike models with ideal communication channels, models for real channels take into account
frame retransmission mechanisms and additional delays associated with bit errors during information transmission. The obtained expressions
for operation execution time and throughput make it possible to assess the real performance of the Modbus TCP backbone for wireless
channels with errors. The performed throughput calculation demonstrates a significant impact of bit errors on the backbone throughput for
single-channel and multi-channel implementations of the Modbus TCP backbone based on wireless channels of the IEEE 802.11 family. The
obtained analytical relationships for the execution time of typical operations and backbone throughput represent a tool for selecting optimal
configurations in the design and modemization of industrial networks based on wireless implementations of the Modbus TCP backbone
within the framework of the “Industry 4.0” concept.

Keywords: Modbus TCP, IEEE 802.11 standard, APCS, algorithmic structure, transaction time, throughput, simple and composite
operations, bit errors, retransmission

1. Introduction

The implementation of the “Industry 4.0” concept requires ensuring reliable data transmission
with deterministic temporal characteristics at all levels of automated control systems of industrial en-
terprises (APCS). In accordance with the IEC/ISO 62264 classification, the APCS architecture repre-
sents a hierarchical structure of five levels, where the lower levels include SCADA systems and local
subsystems with controllers, sensors, and actuators. In modern industrial networks, there is a predomi-
nance of high-speed H2-class backbones, among which solutions based on the Modbus TCP protocol
occupy a dominant position. In parallel with this, there is active adoption of wireless technologies
compliant with the IEEE 802.11 standards.

The application of IEEE 802.11 family wireless channels for implementing industrial communi-
cation backbones is driven by a combination of technical and economic factors: reduction of capital
expenditures on cable infrastructure deployment, increased network topology flexibility, and simpli-
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fied reconfiguration procedures during production system modernization. However, the specifics of
the industrial operating environment are characterized by the presence of significant levels of electro-
magnetic interference from power equipment, multipath propagation of radio signals due to reflections
from metal structures, as well as temporal instability of channel parameters. The combination of these
factors leads to a substantial increase in the bit error rate (BER), the values of which in industrial con-
ditions can reach the range of 107*...107¢, which is several orders of magnitude higher than the indica-
tors for office and residential applications of Wi-Fi technology.

Existing analytical models for the performance of IEEE 802.11 wireless networks are based on
the assumption of stochastic multiple access of stations to a shared transmission medium and account
for probabilistic characteristics of collisions during contention-based access via the CSMA/CA mech-
anism. The architecture of Modbus TCP networks fundamentally differs in its strictly deterministic
“master station — slave devices” interaction scheme, in which all transactions are initiated exclusively
by the master station, eliminating the possibility of collisions between requests. This fundamental dif-
ference renders classical random multiple access models inapplicable for accurate evaluation of the
performance of Modbus TCP backbones implemented over wireless channels, creating a methodologi-
cal gap between the theoretical apparatus for analyzing wireless networks and the practical tasks of
designing industrial automation systems.

2. Literature Review and Problem Statement

There is a significant number of works devoted to modeling the temporal characteristics and
throughput of wireless channels of the IEEE 802.11 standard.

In paper [1], an analytical model is presented for calculating the maximum theoretical throughput
of IEEE 802.11 under ideal conditions. The model takes into account the size of transmitted data,
overhead associated with physical- and MAC-layer headers, interframe intervals, and transmission
deferral time. It is shown that for IEEE 802.11a with a nominal data rate of 54 Mbit/s, the actual
throughput does not exceed 25 Mbit/s, which is only 46% of the physical layer transmission rate.

Study [2] extends the analytical model by considering different medium access mechanisms
(CSMA/CA and RTS/CTS). It is shown that the use of the RTS/CTS mechanism further reduces
throughput by 20...25% due to the transmission of additional control frames.

In paper [3], a stochastic Markov model is proposed for analyzing the throughput of IEEE 802.11
DCF under conditions of station contention for medium access, taking collisions into account. The
model makes it possible to calculate the transmission probability and collision probability as functions
of the number of competing stations. It is established that when the number of stations increases from
5 to 50, throughput with the basic access method decreases by 15...20%, whereas the RTS/CTS
mechanism provides more stable performance. The prediction accuracy of the model reaches up to
10...12% under various traffic load scenarios.

All the considered models describe scenarios with multiple random access of stations to the wire-
less channel, where throughput strongly depends on the number of competing stations and the proba-
bility of collisions. The Modbus TCP network architecture fundamentally differs due to its centralized
“master station — slave devices” topology, in which all transactions are initiated exclusively by the
master station. This eliminates collisions between requests and makes classical multiple-access models
inapplicable for accurate evaluation of the throughput of a Modbus backbone over a Wi-Fi channel.

The relevance of studying the temporal characteristics and throughput of the Modbus TCP back-
bone when using wireless channels of the IEEE 802.11 family is determined by the need to account for
real industrial environment conditions with a high level of bit errors. Of particular importance is the
development of mathematical models for real wireless channels of automated control systems of in-
dustrial enterprises and the analysis of the impact of the bit error rate (BER) on the temporal parame-
ters of backbone operation, including the study of the dependence of backbone throughput on the bit
error intensity in the transmission channel.

The obtained results make it possible to select the required configuration of wireless channels to en-
sure specified temporal characteristics while taking into account the existing level of bit errors in the trans-
mission medium during the design and modernization of industrial networks based on wireless implemen-
tations of the Modbus TCP backbone in accordance with the principles of the “Industry 4.0” concept.

3. The purpose and objectives of the research

The aim of this work is to develop and study mathematical models of the throughput of the Mod-
bus TCP backbone when using wireless channels of the IEEE 802.11 standard, taking into account the
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impact of bit errors in the communication channel on transaction time. The model development con-
siders the operational features of the backbone, which operates according to a master-slave scheme,
eliminating collisions in the channel and ensuring a deterministic method of access to slave devices.
The developed mathematical models allow evaluating the performance of the backbone under various
levels of bit errors in the communication channel for both single-channel and multi-channel configura-
tions of wireless channels within the IEEE 802.11 family. The obtained models enable the design of
automated control system subsystems with the required performance based on the Modbus TCP back-
bone using wireless channels of the IEEE 802.11 standard.

4. Materials and methods of the research

Modbus TCP is an industrial data exchange protocol that implements a client-server architecture
in automated systems based on the TCP/IP protocol stack [4]. This protocol is an extension of the
Modbus RTU protocol for operation in a TCP/IP environment and provides reliable high-speed infor-
mation transfer between control devices and actuator modules in industrial automation systems.

When using IEEE 802.11 wireless technologies as the physical and data link layer protocols,
Modbus TCP enables data transmission without the need for wired connections, significantly increas-
ing the mobility and flexibility of industrial systems. Wireless communication channels of the IEEE
802.11 family retain all functional advantages of the Modbus TCP protocol, including ease of imple-
mentation, compatibility with Ethernet networks, and low deployment cost, making them a promising
solution for industrial automation within the framework of the Industry 4.0 concept [5, 6].

The Modbus TCP protocol supports the transmission of control commands, data collection and
processing, as well as diagnostic functions to improve the reliability of automated systems. Within the
OSI model [7], the protocol uses five layers: application, transport, network, data link, and physical,
where each layer contributes to the overall throughput and transaction time characteristics of the back-
bone. The structure of the application layer packet is shown in Fig. 1.

The application layer header H1 (Header 1) contains control information, including the transac-
tion identifier, device address, and operation code. The data field D has a size ranging from 1 to N
bytes, depending on the type of operation code in the H1 field.

The structure of the transport layer packet is shown in Fig. 2.

The transport layer header H2 (Header 2) is 20 bytes in size and contains control information, in-
cluding fields such as the sender and receiver port numbers, packet sequence number, acknowledg-
ment window size, header checksum, and data urgency pointer.

The structure of the network layer packet is shown in Fig. 3.

H1 D H2 H1 D H3 H2 H1 D
(8 bytes)| (N bytes)| | (20 bytes)| (8 bytes) | (N bytes) (20 bytes)| (20 bytes)| (8 bytes) | (N bytes)
Fig. 1. Application Fig. 2. Transport layer Fig. 3. Network layer
layer packet structure packet structure packet structure

The network layer header H3 (Header 3) is 20 bytes in size and contains control information, in-
cluding the protocol version, header length, header checksum, sender IP address, and receiver IP ad-
dress.

The structure of the data link layer packet is shown in Fig. 4 [8].

H4 H3 H2 H1 D FSC
(30 bytes) | (20 bytes) | (20 bytes) | (8 bytes) | (N bytes) | (4 bytes)

Fig. 4. Data link layer packet structure

The data link layer header H4 (Header 4) contains the receiver and sender addresses, frame type,
wireless channel occupancy time, and sequence number of the transmission. The frame checksum field
(FSC) is used to detect errors at the data link layer [9].

The structure of the physical layer packet is shown in Fig. 5.

H4 H3 H2 H1 D FSC

Preamble | PHeader (30 bytes)| (20 bytes)| (20 bytes)| (8 bytes) | (N bytes) | (4 bytes)

Fig. 5. Physical layer packet structure
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The Preamble and PHeader fields do not have a fixed size in bytes, they are measured in time and
are defined individually for each specific standard within the 802.11 family [9].

For calculating temporal parameters, the wireless channel operation mode BTC (Base Transmis-
sion Cycle) was used, since the operation principle of the Modbus TCP backbone in the master-slave
scheme specifically employs this wireless channel mode.

In BTC mode, there is no procedure for establishing a connection between the transmitter and re-
ceiver; the first frame immediately transmits the payload data. The operation diagram of the BTC
mode in an ideal channel is shown in Fig. 6 [10].

Transmitter DATA

o o] [om |

Receiver ACK

Fig. 6. BTC mode operation diagram in an ideal channel

Timing diagram of a single data frame transmission through a wireless access point (AP) in BTC
mode in an ideal channel is shown in Fig. 7.

Transmitter DIFS Back off Period DATA SIFS

AP ACK DIFS Back off Period DATA SIFS

Receiver ACK | FREE MEDIUM |

Fig. 7. Timing diagram of frame transmission in BTC mode in an ideal channel

In the event of errors during the transmission of a data packet or an ACK packet in wireless
communication channels of the IEEE 802.11 family standards, a retransmission process of the cor-
rupted frame is carried out. The transmitting side waits for a time interval called ACK Timeout, the
value of which is regulated by the relevant wireless communication standards, after which it initiates
the retransmission procedure of the corrupted data packet. This retransmission process can be repeated
multiple times until the maximum number of transmission attempts specified by the corresponding
IEEE 802.11 standard is reached.

The timing diagram of a packet transmission through a wireless AP in the event of transmission
errors is shown in Fig. 8.

Transmitter BUSY MEDIUM DIFS Back off Period DATA ACK Timeout  Back off Period DATA SIFS

AP ACK DIFS Back off Period DATA SIFS

Rceiver ACK | FREE MEDIUM |

T fiare T Tass | T o e £ T

.‘,"

Fig. 8. Timing diagram of frame transmission in BTC mode in the event of transmission errors

The formula for calculating the transaction time over the physical channel of the Modbus TCP
backbone when using BTC mode is as follows:

T:F?{TC = 2(T'DIFS + TBOP + TDATA + TéIFS + TACK) H (1)
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where: 7},,;, — data frame transmission time; 7, — acknowledgment frame transmission time;
T, — fixed interframe spacing; 7, — transmission delay; 7., — short interframe spacing.
According to the 802.11ac standard, the data frame transmission time is calculated using the fol-

lowing formula:

8L
TDATA = TPreamble + Tl')Header + |:M:| > (2)

DR

where: T

Preamble

Lyra — size of the data frame. These parameters are defined by the specific standard within the

— preamble transmission time; 7;

pHeader — Physical layer header transmission time;

802.11 family, and DR — data transmission rate.
The size of the data frame transmitted over the physical channel, according to the standard, is de-
termined by the following formula:

Ly =HA+H3+H2+H1+D+FCS. 3)
The backbone throughput in an ideal channel is determined by the following formula:
L

TR

where: V' — backbone throughput in an ideal channel; L — size of the payload; T.%'¢ — transaction

time in an ideal channel.
The transaction time for transmission in a real channel is determined by the following formula:

Tl =T + (T ) Per s ®)
where: T3¢ — transaction time in an ideal channel; B, — probability of frame retransmission.

In the event of a corrupted data frame, it is retransmitted. The probability of retransmission is
calculated using the following formula:

P
PRTZI_FIC) > (6)

where: F,. — probability of frame corruption.

The probability of frame corruption is calculated by multiplying the probability of a single bit er-
ror by the total number of bits transmitted in one transaction:

P.=N-BER, (7

where: N — total number of bits transmitted in one transaction; BER — probability of a single bit er-
ror.

The total number of transmitted bits ( V) is the sum of the bits in the data frame and the ac-
knowledgment (ACK) frame:

N=N,+N,, ®)
where: N, — number of bits in the data frame; N, — number of bits in the acknowledgment frame.

The throughput during transmission in a real channel is determined by the following formula:

L
V'= TETC ©)

TR.R.
where: T3S, — transaction time in a real channel; L — size of the payload.
In the analysis, elementary read (7, ) and write (T, ) operations are considered, where each
operation includes not only the execution of commands (7, ) and receiving a response (7, ) but

also mechanisms for error handling and retransmission of corrupted frames.
The execution time of a read operation in a real channel is calculated using the following formula:

TRI}):TC];D+TCI§{E’ (10)
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where: T2 — transaction time of the

CRD
response command in a real channel.
The backbone throughput during the execution of a read operation in a real channel is evaluated
using the following formula:

— transaction time of the read command in a real channel; 7,

L
7=’

RD

R _
VRD_

(11)

where: L — size of the payload; Ty, — transaction time of the read operation in a real channel.
The write operation ( Ty, ) includes the sequential execution of the write command followed by

receiving a response from the actuator.
The execution time of a write operation in a real channel is calculated using the following formula:

Ty =Tewr + Tore (12)

where: T, — transaction time of the write command in a real channel; 7, — transaction time of the

response command in a real channel.

The backbone throughput during the execution of a write operation is determined based on the
amount of transmitted data and the time spent on sequential execution of the write command and re-
ceiving the response. The formula for estimating the throughput is as follows:

L
Var == > (13)
T WR
where: L — size of the payload; T, — transaction time of the write operation in a real channel.

A composite operation, in general, represents a sequence of an arbitrary number of elementary
operations, such as write and read operations.
The execution time of a composite operation, in general, is calculated using the following formula:

R N hR MR
Tcozzi TRD, +Z,~ TWR/-’ (14)
where: T,;, — execution time of the i -th read operation in a real channel; 7,5, — execution time of the

Jj -th write operation in a real channel.

The backbone throughput during the execution of a composite operation, in general, is evaluated
using the following formula:

L

Teo

R _
Vco_

where: L — size of the payload; T — transaction time of an arbitrary composite operation in a real

channel.

Expressions (1) — (15) describe the mathematical model of a real wireless Modbus TCP backbone
channel with errors for the IEEE 802.11 standard.

Research results

To assess the impact of bit error rates (107, 107, 107¢), the throughput of the backbone is calcu-
lated when using the IEEE 802.11ac standard as the wireless channel.

Graphs showing the dependence of Modbus TCP backbone throughput on different bit error rates
when using an IEEE 802.11ac wireless channel, for both multi-channel and single-channel backbone
implementations and for various payload sizes, are presented in Figures 9 — 14.

The conducted analysis of the wireless Modbus TCP backbone throughput demonstrates the im-
pact of bit errors on backbone performance. Throughput decreases by 0.04% at a bit error rate of 10°
for the minimum frame size and by 0.14% for the maximum frame size; by 0.8% at a bit error rate of
1075 for the minimum frame size and by 1.8% for the maximum frame size; and by 10% at a bit error
rate of 10 for the minimum frame size and by 25% for the maximum frame size.

Conclusions

Analytical relationships have been obtained for calculating the transaction time and throughput of
the Modbus TCP backbone when transmitted over IEEE 802.11 wireless channels, taking into account
bit errors for both simple and composite backbone operations. The developed mathematical model al-
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lows evaluating the impact of noise levels on system performance for various wireless channel config-
urations, including single-channel and multi-channel implementations.

== |deal channel == BER = 10%-6 BER = 105 == BER= 10°-4 == |deal channel == BER =10%-6 BER = 10%-5 == BER=10"4
5000000 6000000

4000000
4000000

3000000

2000000

Throughput (bit/s)
Throughput (bit/s)

2000000

1000000

16 128 256 512 1024 2000 16 128 256 512 1024 2000

Payload size (bits) Payload size (bits)

Fig. 9. Backbone throughput for a read operationina  Fig. 10. Backbone throughput for a read operation in
single-channel backbone configuration a multi-channel (4 channels) backbone configuration

== |deal channel == BER =10"-6 BER=10%5 == BER=10"4 == |deal channel == BER = 10"-6 BER=10"5 == BER =104

6000000 5000000

4000000

4000000
3000000

2000000
2000000

Throughput (bit/s)
Throughput (bit/s)

1000000

16 128 256 512 1024 2000 16 128 256 512 1024 2000

Payload size (bits) Payload size (bits)

Fig. 11. Backbone throughput for a read operation in  Fig. 12. Backbone throughput for a write operation in
a multi-channel (8 channels) backbone configuration a single-channel backbone configuration

== |deal channel == BER = 10%-6 BER=10%5 == BER=1044 == |deal channel == BER =106 BER =105 == BER=10%4
5000000 6000000

4000000

4000000
3000000

2000000
2000000

Throughput (bit/s)
Throughput (bit/s)

1000000

16 128 256 512 1024 2000 16 128 256 512 1024 2000

Payload size (bits) Payload size (bits)

Fig. 13. Backbone throughput for a write operation in ~ Fig. 14. Backbone throughput for a write operation in
a multi-channel (4 channels) backbone configuration  a multi-channel (8 channels) backbone configuration

Throughput calculations were performed for read and write operations at different bit error rates
and frame sizes. Analysis of the results shows an increase in transmission time and a decrease in
throughput with increasing packet size and bit error rate, which is associated with a higher number of
frame retransmissions. Significant throughput reduction occurs only at a high bit error rate of 1074,
reaching up to 25% compared to an ideal transmission channel. Bit error rates of 107¢ and 10~ do not
cause significant changes in the throughput of the Modbus TCP backbone based on IEEE 802.11ac.

The obtained analytical models provide a tool for selecting the optimal configuration of a wire-
less Modbus TCP backbone during the design and modernization of industrial automated control sys-
tems within the framework of the “Industry 4.0” concept.
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COMPLEX IT PROJECT MANAGEMENT
INFORMATION SYSTEM

1 Ilymiu, I1. Tecnenxo. Indopmaniiina cucrema ynpasiinas ckiaguumu IT-npoextamu. CTaTTIO NPUCBSYEHO PO3POOLI KOHIEIT
Ta apxXiTeKTypH iHGOpMaUiiiHOT cHcTeMH yrpaBimiHHS cknagHuMmu IT-mpoektamu, mo 3abesnedye aBTOMATH30BAaHE BUSBICHHS, aHAMi3 1
3HIDKCHHSI HCBH3HAYCHOCTI B YMOBaX BMCOKOI CKIagHOCTI peamisamii mpoektiB. [Tokasano, mo cyuacHi IT-PO€KTH XapakTepH3YOTHCS
BHCOKHMM DPIBHEM JMHAMIKH, TEXHOJOIT4HOT HOBU3HH, MYJIbTHIUCIMIUIIHAPHICTIO Ta BEJIMKOIO KUIBKICTIO B3a€EMOIIOB’3aHUX €JIEMEHTIB. B
TaKUX MPOEKTAX CKIIAAHICTh NMPOSBIAETHCS HE JIMIIE Y MacIITadi 4M KUTbKOCTI KOMIIOHEHTIB, a HacaMIlepe]| y B3a€MO3aJIe)KHOCTI TEXHIYHHX,
opraHizamiiiHux i noBeAiHKOBUX (akTopiB. Lle ycknaaHioe nepenOavyeHHs pe3yJbTaTiB 1 3HMKYE €(EKTHUBHICTh KIACHYHHX METOJIB
ynpasiiaast. ChopMynp0BaHO MpoblieMy — BiICYTHICTH CHCTEMHOIO IMiXOJY JO YIpPABIIHHS HEBH3HAUCHICTIO, sIKA BHHHUKAE BHACIIIOK
cyagHocTi peanizauii IT-mpoexTiB Ta Ge3nocepenHbO BIUIMBAE Ha iX ycmimHicTh. [Toka3aHo, IO CKJIAJHICTh JOLIIBHO PO3MILIIATH SIK
CKJIAJHICTh peali3allii, Sika OXOIUIF0E TEeXHOJIOTIYHI, OpraHi3aliliHi, KOMyHIiKalliiiHi, YacOBi Ta MOBEIIHKOBI acnekTu npoekTy. Came BOHM
(opMyIOTh JKEpENo HEeBU3HAYEHOCTI, 10 YHEMOXIIUBIIIOE CTaOlIbHE IPOTHO3yBaHHS PE3YJIbTATIB i CTBOPIOE PU3HKH 3pPHBY TEPMiHIB abo
HEBI/INOBIIHOCTI OYiKyBaHHSM 3aMOBHHKA. J[JIs1 CHCTEMHOTO MOIOJAHHS L€l IPOOIEMH 3alpOIIOHOBAHO METO/ YIIpaBJiHHs cKiagHumu IT-
MpOEKTaMH, M0 0a3yeThcss Ha ifei MOCIIOBHOTO 3HIKCHHS HEBH3HAYEHOCTI. METOHN peani3oBaHO Yy BWIVISI €TaliB: BUSBICHHS 30H
HEBH3HA4YeHOCTI, opMyBaHHS TinoTe3, nepesipka ix edexruBHOCTI yepe3 Spike, PoC abo R&D-excniepiMeHTH, MOAANBIINNA pedaKTOPHHT
MPOIIECiB yNpaBJiHHSA Ta OHOBJICHHS IUIAHY IIPOEKTY. Po3pobiieHo crTpykTypy iH(opMauiiiHOi cucremu ynpaBimiHHA cknagHumu IT-
MPOEKTaMH, sIKa BKIIIOYAE JEB’ATh MOAYJIIB i 3a0e3neuye MOBHY aBTOMATH3ALil0 LUKy ynpaBiiHH. CHCTeMa BUKOPUCTOBYE IHCTPYMEHTH
00poOKH TMPHUPOAHOT MOBH, GaraTOKpHTEpiaJbHOrO aHajli3y, MAIIMHHOTO HABYaHHsS Ta NPESAWKTHBHOI aHAITHKH [UIs (OpPMyBaHHS
YIPaBIiHCHKUX pIIIEHh HA OCHOBI JaHWX. Peaii30BaHO JIOTIYHY apXiTEeKTypy 3 3aMKHEHHM aJalTHBHUM KOHTYpOM, IO 3abe3redye
Oe3nepepBHE BJOCKOHAJICHHs YNPABIiHCBKHX il 1 crabimi3alilo CTaHy NpPOEKTy. BrpoBa/pkeHHS 3alponoOHOBAHOI CHCTEMH JO3BOJIUTH
MIHIMI3yBaTH BIUIMB JIIOACHKOrO (aKTOpy, MIiJBHINUTH I[POrHO30BAHICTh 1 3a0€3NEYNTH KepoBaHE 3HIDKCHHS HEBH3HAYCHOCTI, L0 €
KPUTHYHO BKIMBUM JUIsI YCIIIIHOTO 3aBepLIeHHs CKiaHuX IT-mpoekTiB.
Kniouogi crosa: cknaaumii IT-poexT, HEBU3HAYEHICTD, IPEIUKTHBHA aHamiTika, Spike, Proof of Concept, pedaxkropunr ynpapminus,
MeTo/| yrpaBiiHHs ckiagaumu I T-poexktamu, iHpopMmaliiiiHa cucrema ynpasiiaHs ckiagHumu [T-npoexramu

I. Putii, P. Teslenko. Complex IT project management information system. The article is devoted to the development of the
concept and architecture of an information system for managing complex IT projects, which provides automated detection, analysis and
reduction of uncertainty in conditions of high complexity of project implementation. It is shown that modern IT projects are characterized by
a high level of dynamics, technological novelty, multidisciplinary nature and a large number of interconnected elements. In such projects,
complexity is manifested not only in the scale or number of components, but primarily in the interdependence of technical, organizational
and behavioral factors. This complicates the prediction of results and reduces the effectiveness of classical management methods. The
problem is formulated — the lack of a systematic approach to managing uncertainty, which arises as a result of the complexity of
implementing IT projects and directly affects their success. It is shown that complexity should be considered as the complexity of
implementation, which covers technological, organizational, communication, time and behavioral aspects of the project. They form a source
of uncertainty, which makes it impossible to predict results stably and creates risks of missing deadlines or not meeting customer
expectations. To systematically overcome this problem, a method for managing complex IT projects has been proposed, based on the idea of
sequentially reducing uncertainty. The method is implemented in the form of stages: identifying areas of uncertainty, forming hypotheses,
testing their effectiveness through Spike, PoC or R&D experiments, further refactoring of management processes and updating the project
plan. The structure of an information system for managing complex IT projects has been developed, which includes nine modules and
provides full automation of the management cycle. The system uses natural language processing tools, multi-criteria analysis, machine
learning and predictive analytics to form management decisions based on data. A logical architecture with a closed adaptive loop has been
implemented, which ensures continuous improvement of management actions and stabilization of the project state. The implementation of
the proposed system will minimize the impact of the human factor, increase predictability and ensure a controlled reduction in uncertainty,
which is critically important for the successful completion of complex IT projects.

Keywords: complex IT project, uncertainty, predictive analytics, Spike, Proof of Concept, management refactoring, complex IT
project management method, complex IT project management information system

1. Introduction

Modern IT projects are characterized by high dynamics of development, multidisciplinarity and a
significant number of interrelated elements. Complex IT projects are understood to be those that sim-
ultaneously combine technological innovation, integration of heterogeneous systems, changing re-
quirements and interdependence of teams, i.e. complexity of implementation including the need for
scientific research [1]. In such projects, it is impossible to fully predict the behaviour of the system or
the consequences of decisions made, since each change at one level can create chain effects at others.
The complexity here is not limited to the number of components or scale; it is systemic in nature —

DOI: 10.15276/0pu.2.72.2025.13

© 2025 The Authors. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).

INFORMACION TECHNOLOGY



120 . . . . ISSN 2076-2429 (print)
Ipaui Oxecpkoro NoaiTeXHIUHOTO yHiBepcuteTy, 2025. Bun. 2(72) ISSN 2223-3814 (online)

technical, organisational, communicational, temporal, and behavioural.

Technological complexity arises when a project is based on new or unstable technologies for
which there are no established development or testing practices yet. Organisational complexity is re-
lated to the distribution of responsibilities between departments, developers and stakeholders, who
often have different priorities and visions of the outcome. Communication complexity manifests itself
in a large number of information exchange channels, which complicates the control of requirements
integrity and team synchronisation. Time complexity arises from the multi-level dependencies be-
tween tasks and the high variability of plans, where the results of one stage significantly affect the fea-
sibility of the next. Finally, behavioural complexity arises from the human factor: different experienc-
es of team members, differing understandings of goals, or resistance to change.

The combination of these types of complexity creates significant uncertainty, which is the main
threat to the successful completion of complex IT projects. Uncertainty in requirements, time esti-
mates, code quality, or technical limitations directly increases the risks of missed deadlines, reduced
quality, or failure to meet customer expectations [2]. It cannot be completely eliminated, but it can be
systematically managed to reduce its impact on critical project elements.

To this end, the software development industry uses tools such as Spike, Proof of Concept (PoC),
and research and development experiments (R&D experiments) [1].

Spike is used for short-term research into an unknown technological problem — it is a quick ex-
periment that answers a narrow technical question without creating a complete product. Proof of Con-
cept is broader in nature and aims to test the viability of an idea or architectural solution in a con-
trolled environment, demonstrating that the concept can be implemented in practice. Research and de-
velopment work differs in scale and depth — it is a stage at which a hypothesis is tested in conditions
close to real life, involving a full cycle of development, testing, and evaluation of results [3]. The main
difference between them lies in the depth of analysis and the degree of influence on the further archi-
tecture of the project: Spike answers the question “is it possible”, PoC — “how exactly to do it”, and
R&D work — “how to integrate it into the system without risk™.

However, in most organisations, such actions are performed sporadically and without integration
into the overall management system, which leads to a loss of connection between research and the ac-
tual state of the project. For systematic, rather than random, uncertainty management, a conceptual
model for managing complex IT projects [4] and a method for forming hypotheses for complex IT
projects [5] have been developed.

This model is based on the principle of cyclicality: identifying areas of uncertainty, forming hy-
potheses for action, testing their effectiveness, refactoring management processes, and adapting the
project plan. Refactoring here acts as a separate management procedure — changing internal processes,
roles, communications, or plans based on confirmed experimental results, which allows you to main-
tain flexibility without losing controllability. That is why it is advisable to integrate it as a separate
module in the structure of the information system for managing complex IT projects — instead of the
“classic” plan adaptation module, which now performs the functions of management refactoring.

Based on this conceptual model and method, it is envisaged to create an information system (IS)
for managing complex IT projects that automates all stages of this cycle — from data collection to
evaluation of refactoring results. Using analytical models, natural language processing algorithms, and
machine learning elements, such a system eliminates the influence of the human factor, minimises the
risks of additional errors in decision-making, and ensures a controlled, predictable reduction in uncer-
tainty. Its implementation should ensure control over the execution of complex IT projects and in-
crease the likelihood of successful completion even in unstable project conditions.

2. Analysis of literature data and problem statement

Article [6] examines the evolution of approaches to managing complex projects from classical to
modern integrated methodologies. The author interprets a complex project as a multi-level system with
numerous interdependencies, where a change in one element affects the entire structure. The main
problem highlighted by the researcher is the lack of a single methodological standard capable of taking
into account the different conditions of project implementation, which leads to ineffective manage-
ment and wrong decisions. The proposed solution is to use hybrid management models that combine
the advantages of network planning, CPM and PERT, as well as the use of information technology to
simulate project implementation scenarios.
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In article [7], a complex project is described as part of a program portfolio operating in a highly
turbulent external and internal environment. The authors point to a key management problem: the
mismatch between methodologies and the level of project complexity. When a company uses the same
approaches for different types of projects, a “manual control effect” arises, which reduces efficiency
and manageability. The solution proposed is a dual adaptive control system that simultaneously con-
trols the object and learns based on accumulated information, i.e., combines the principles of adaptive
control and self-organisation.

The authors [8] define a complex IT project as a multifunctional process with a high level of risk,
rapid changes in requirements, and the need for constant adaptation. The main management problem
lies in budget, resource, and time constraints, while at the same time ensuring flexibility. The authors
propose a hybrid methodology that integrates Agile and Waterfall, supplemented by mathematical
modelling and simulation to optimise resource allocation and increase the adaptability of the manage-
ment system.

In the monograph “Project Management: Theory, Practice, Information Technology” (O.
Zatchko, A. Ivanusa, D. Kobilkin, 2019) [9], complex projects are considered through the prism of
information support. The authors emphasise that the complexity of modern projects requires instru-
mental support — the use of software tools such as MS Project to coordinate resources, deadlines and
risks. The lack of a unified information environment for coordinating technical and management pro-
cesses is identified as a problem. The proposed solution is to integrate the classic PMBOK and P2M
methodologies with digital management platforms that ensure transparency and systematic control.

In the study “Succeeding Against the Odds: Project Management in Complex IT Scenarios” [10],
a complex project is viewed as a system with a large number of nonlinear relationships, where each
management decision creates a reverse effect. The author emphasises that the main problem lies in the
loss of controllability due to information overload and inconsistency between teams. This leads to
missed deadlines, incorrect prioritisation of tasks, and duplication of work. The proposed solution is to
implement a digital knowledge management system that accumulates information from all project sub-
systems (Jira, GitLab, Confluence) and provides cognitive support for managerial decisions.

In article [11], complex projects are described as innovative ecosystems that combine research
(R&D) and production phases. The authors point to the problem of the gap between innovation man-
agement and project management: in R&D projects, complexity arises due to the unpredictability of
results and constantly changing parameters. This complicates resource and schedule planning. The
proposed solution is to integrate innovation management models with Agile methods and create digital
twins to simulate possible project development scenarios. The information system described in the
article supports risk forecasting and automatic assessment of the technological maturity of solutions.

In contrast, the authors [12] emphasise that complex projects in the digital environment are char-
acterised by a high level of dynamism and unpredictability. The main problem is the lack of connec-
tion between digital tools and management decision-making processes. As a result, digital systems
record data but do not generate instructions for action. The authors propose the concept of “data-
driven management”, i.e., the creation of a management system that not only aggregates data but also
uses analytics to predict problem areas and suggest courses of action. The system involves the use of
predictive analytics and artificial intelligence algorithms to assess the progress of IT projects.

In the 2020 article “Definitions, Characteristics and Measures of IT Project Complexity — Sys-
tematic Review” [13], project complexity is defined by five groups of factors: structural, technologi-
cal, organisational, project uncertainty and dynamic. The authors analysed more than 100 literature
sources and point out that the main problem of management lies in the subjective perception of com-
plexity — the lack of uniform criteria for measuring it. This leads to even experienced managers un-
derestimating the level of risk. As a solution, they propose creating a Project Complexity Index metric
and integrating it into management information systems for automated monitoring of project complex-
ity.

Next, we note the journal Research-Technology Management [14], which contains numerous
publications where complex projects are defined as interdisciplinary R&D initiatives with high uncer-
tainty of technological results. The main problem is the lack of connection between research and
commercialisation of results, which leads to a loss of innovative potential. The authors emphasise the
need to create knowledge management systems that combine managerial and technical processes, en-
suring the tracking of hypotheses, experiments and decisions within a single digital environment.
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The article “A Hybrid Agent-Based and System Dynamics Framework for Modelling Project Ex-
ecution and Technology Maturity in Early-Stage R&D” [15] is devoted to modelling complex R&D
projects. The authors define complexity as the result of the interaction of people, technologies and
management processes. The main problem is the inability to predict the trajectory of technology de-
velopment in the early stages. A hybrid agent-system model is proposed, which combines the behav-
ioural patterns of agents (developers, managers, customers) with the dynamics of technological ma-
turity development. The model is implemented as an information system for forecasting time, costs
and risk of failure.

It should be noted that the ISO 21500 — Guidance on Project Management [16] standard does not
contain a separate definition of a complex project. It uses the general term “project”, described as “a
unique process consisting of controlled tasks with a defined beginning and end”. However, in the con-
text of the document, it is noted that “some projects may be more complex due to their scale, number
of stakeholders, or technical novelty”. Thus, the standard only points to the existence of complexity as
a factor that complicates management, but does not offer a specific tool for assessing or overcoming it.

The authors of all the articles reviewed agree that the main problem in managing complex pro-
jects is not only technical multi-levelness, but also methodological inconsistency. They propose a tran-
sition to hybrid, adaptive, or information-supported management systems capable of responding dy-
namically to changes and reducing the level of uncertainty, which is a prerequisite for the success of
modern complex IT projects. Based on the review and analysis of the literature, we note that there is a
need to develop an IS that automates human-dependent processes of identifying project uncertainty,
analysing it, and forming measures to reduce this uncertainty in order to ensure the successful comple-
tion of a complex IT project.

3. Purpose and objectives of the study

The purpose of the study is to develop a method for managing complex IT projects, which is the
basis for creating a logical representation of the corresponding information system, the implementa-
tion of which ensures a constant reduction in the level of uncertainty and increased manageability of
IT project implementation.

To achieve this goal, tasks are solved that are related to the identification of project uncertainties,
their analysis, and the formulation of project decisions that should lead to a reduction in these uncer-
tainties.

4. Justification of the method for managing complex IT projects

The proposed method for managing complex IT projects is based on a conceptual model for
managing complex IT projects involving research and development, supplemented by three key tools:
a hypothesis formation canvas, a two-stage hypothesis filtering method, and a refactoring method for
managing IT projects.

Classic project management stages, such as initiation, requirements and team formation, feasibil-
ity verification, and role distribution, are not included in the method [17]. This article provides a de-
tailed sequence of stages, starting with the identification of areas of project uncertainty and ending
with the refactoring of the management structure.

The first stage is the identification of areas of uncertainty. Based on natural language processing
(NLP) technology, content units are automatically extracted: problems, risks, contradictions, and gaps
in experience, skills, etc. Next, a problem base is formed, i.e., where there is uncertainty or where risks
of complexity are observed.

Problem signals are extracted from backlog, Jira, Confluence, Service Desk, etc. The NLP mod-
ule forms the Problem Base and classifies records by category (functional, UX, security, architecture,
etc.).

The second stage is the formation of hypotheses based on the hypothesis formation method can-
vas [5]. Each area of uncertainty is described in the structure: problem — hypothesis — expected result —
verification criteria — resources. This standardises the general representation of the problem and for-
malises assumptions for further verification. Hypotheses structured in this way are stored in the Hy-
pothesis Management System (HMS) knowledge base, where they are grouped by semantic connec-
tions or technological directions.

Each problem is converted into a hypothesis using the “If... then... because...” template, and a da-
tabase of hypotheses (HMS Knowledge Base) is created.
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The third stage is a two-stage filtering of hypotheses. This ensures that only those that are of high
value to the project and can be implemented in practice are selected. The first filter assesses the impact
of the problem on strategic goals using the MCDA (Multi-Criteria Decision Analysis) model, which
calculates an integral importance index. It takes into account the impact, risk, scale, and number of
stakeholders. The second filter evaluates feasibility through an index that includes time, financial, and
resource constraints. Hypotheses with low index values are automatically filtered out as redundant or
irrational.

The MCDA calculates the Feasibility Index as a measure of feasibility, resulting in only relevant
hypotheses being retained.

The fourth stage is hypothesis testing, during which either Spikes, Proof of Concept, or research
and development work is carried out. This allows hypotheses to be confirmed or refuted in practice
and also allows the effectiveness of solutions to be tested. Each hypothesis is given a status — con-
firmed, rejected, or requiring further research. This allows you to track progress and keep a history of
decisions made.

A short experiment is created for each hypothesis. The results are stored in HMS with an indica-
tion of their status.

The fifth stage is refactoring IT project management, which is the basis of the method’s adapta-
bility. Here, areas for improvement are identified and directions for further research and recommenda-
tions for subsequent stages are determined. A cycle of invariant verification is initiated as a mecha-
nism to ensure that the basic parameters of the project, such as the goal, main tasks and constraints,
remain unchanged even after management changes are made.

Refactoring is the adaptation of management processes (not code). The invariant verification cy-
cle ensures that the project’s goal, key tasks, and constraints remain unchanged.

The sixth stage is updating the management structure. This involves transferring the results of re-
factoring to the operational project management model. The stage includes updating the backlog,
sprint plans, communication schemes, and roles. All changes are documented and evaluated using
comparative metrics.

All changes are recorded in the management system (Jira, Azure DevOps). The backlog is updat-
ed and sprint plans are adjusted automatically.

The final stage is cyclical HMS self-learning. The system accumulates data on hypotheses, re-
search, and refactoring results and predicts new areas of uncertainty using machine learning methods.
This creates a closed adaptive loop in which each cycle not only reduces uncertainty but also increases
the maturity of the management system.

The developed method integrates scientific thinking, complex project management models, and
automation into a single management structure and becomes the basis for the development of a man-
agement information system for complex IT projects.

5. Development of an IS for managing complex IT projects

The implementation of the information system is based on the concept of adaptive management
of complex IT projects. The main idea is a cyclical process of identifying uncertainties, forming hy-
potheses for their elimination, verifying the proposed actions, and adapting the management plan
based on the results obtained. This approach allows for a continuous reduction in the level of uncer-
tainty, keeping the project in a predictable and controllable state.

To implement this vision, an information system structure has been proposed, the logical repre-
sentation of which is shown in Figure 1. The structure includes the following modules:

— data collection and consolidation module;

— uncertainty and complexity identification module;

— module for forming management hypotheses;

— hypothesis evaluation and prioritisation module;

— hypothesis implementation (verification) module;

—module for evaluating results and controlling uncertainty reduction;

— module for adapting the management plan (refactoring);

— cyclicality and re-analysis module;

— manager’s analytical panel.
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Fig. 1. Diagram of the logical representation of information system modules
The figure shows ITP as an IT project

The data collection module aggregates information from Jira, Git, Confluence, CI/CD logs, and
QA reports in JSON format and forms a project observation database. Based on this, the uncertainty
identification module uses NLP and clustering to identify problem areas — incomplete requirements,
risky changes, unknown technology, or abnormal delays. These areas are transferred to the hypothesis
formation module, which creates formalised records in the form of “if... then... because...” templates,
suggesting options for action, such as Spike research or Proof of Concept. The next module evaluates
and prioritises hypotheses using multi-criteria decision analysis (MCDA) methods, forming a list of
the most important ones for implementation. The hypothesis implementation module tracks the execu-
tion of these actions, collecting data on resources used, time spent, and execution statuses. Next, the
results evaluation module analyses whether uncertainty has decreased using the “Uncertainty Index”
and “Risk A”metrics. If the changes have had a positive effect, the adaptation module automatically
updates the management plan — backlog, roles, sprints, priorities. All changes are fed into the cycli-
cality module, which initiates a new management cycle for the next stage.

The project manager’s analytical panel aggregates all results in the form of an interactive dash-
board, which displays uncertainty trends, the impact of implemented hypotheses, and the current pro-
gress of the project. It is the main decision-making tool at the management level.

The figure shows the logical connections between the system modules. The data flow starts from
the project observation base, from which information is sent to the uncertainty identification and anal-
ysis modules. The results are then transferred to the hypothesis formation, evaluation, and implemen-
tation blocks, after which the effectiveness of the actions is assessed. The updated management plan is
submitted to the manager’s analytical panel and returned to the system to start a new cycle. Thus, the
IS structure implements a closed adaptive control loop for complex IT projects, in which each stage is
a logical continuation of the previous one, ensuring a constant reduction in the level of uncertainty and
increasing the manageability of the project.

6. Conclusions

Managing complex IT projects requires a new approach that goes beyond traditional methodolo-
gies. The complexity of modern IT projects is determined not only by technical or organisational fac-
tors, but above all by the dynamic relationships between people, technologies and the project envi-
ronment, which has been interpreted as complexity of execution. Research shows that the key reason
for failure in such projects is the accumulation of uncertainty arising from unstable requirements, lack
of reliable estimates, limited team experience, or high technology novelty. It is uncertainty that is not
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systematically controlled that becomes the main source of risk, complicating the prediction of results
and reducing the likelihood of successful completion of such IT projects. Therefore, this article fo-
cused on reducing uncertainty as a central management goal.

A review of the literature showed that to overcome this problem in the management of complex
IT projects, Spike, Proof of Concept, and research and development practices are being actively im-
plemented. Spike allows you to quickly test a technical hypothesis or train a team, PoC demonstrates
the viability of an idea, and R&D research ensures its practical implementation. At the same time,
their independent use is usually episodic and not integrated into the management system, which reduc-
es the effect of the knowledge gained. To ensure a cyclical and controlled reduction of uncertainty, a
formalised approach is needed that can combine research activities with management processes.

Within the framework of this study, a method for managing complex IT projects has been devel-
oped, based on a conceptual model that covers the entire cycle: identifying uncertainties, forming hy-
potheses, testing their effectiveness, refactoring management processes, and adapting the plan. Refac-
toring is proposed as a separate element of the model, replacing the traditional stage of adapting the
management plan. This allows for the continuous improvement of project organisational structures,
communication schemes, and management approaches without losing project stability.

Based on this method, an information system for managing complex IT projects has been devel-
oped, which automates the processes of identifying, analysing, and eliminating uncertainties. The sys-
tem includes nine interconnected modules that form a closed adaptive management loop. It combines
natural language processing (NLP) tools, multi-criteria analysis (MCDA), machine learning, and pre-
dictive analytics algorithms that allow risks to be assessed before they actually occur. A key feature of
the system is its ability to self-learn — after each management cycle, it accumulates experience and
improves the accuracy of its forecasts and recommendations.

Thus, the proposed approach forms a new paradigm for managing complex IT projects, in which
the main focus is not on fixing deviations, but on actively preventing risks through controlled reduc-
tion of uncertainty. Integrating the described model into project management practice will increase the
predictability, adaptability, and sustainability of IT projects even in conditions of technological novel-
ty and organisational turbulence.
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USING BLOCKCHAIN TECHNOLOGY TO IMPROVE
SECURITY IN THE DISTRIBUTED INTERNET OF THINGS

O. Cmpenvyos, M. Kampiuenko, FO. Opnogeyvkuil, M. I punvos. Bukopucranus texnosorii blockchain pis nokpauenns 6e3nexu
y posnoxiienomy inTepHeri pedveii. Cy4acHuil pO3BHTOK IH()OpPMALIMHUX TEXHOJOTIH aeqani Oinblie OpiEHTYEThCS Ha MOOYIOBY
pO3MOITIeHUX cucTeM, 30kpema [HrepHety peueit (I0T), skuit 00’ €1Hye MUTbSIpIU NPUCTPOIB Y €MHY rio0aibHy iH(pacTpykTypy. [IpoTe
Mmacimtabue mommupeHas [0T CympoBOMKYETbCsS 3pOCTaHHAM PH3UKIB y cdepi kibepOesmeku, OCKIIBKH LEHTPATi30BaHi MiAXOIH 0
36epiranHs Ta 0OPOOKHM JaHHX YacTO BHSIBISIIOTHCS BPA3IHBHMH [0 aTaK, MaHIMyJsLiid abo BiAMOB obnagHaHHs. Y bOMY KOHTEKCTI BCe
Oinbiiol yBarw HaOyBae BHKOPHCTAHHS TEXHOJIOTii OJIOKYEHH, sKa 3aBISIKH CBOIM KIFOYOBHM XapaKTEPHUCTHKaM — JeLeHTpai3arii,
MPO30POCTi Ta HE3MIHHOCTI JaHHX — BIAKPUBAE HOBI MOXJIMBOCTI ISl MiABHILNEHHs PiBHS O€3MEKH B po3moAiieHoMy lHTepHeTi peueir. Y
CTATTi PO3MIISIHYTO HpoOJieMaTuKy 3abesnedyeHHs 3axucTy iHdopmauii B loT-cucremax, HpoaHalli30BaHO OCHOBHI 3arpo3u, Taki sK
HECaHKI[IOHOBaHUH NOCTYTI, MiApoOKa JaHUX, BUTOKU KoH(ineHMiHHOT iHpopmanii Ta DDoS-araku. OcobiiBa yBara NpuIULIETECS aHANI3Y
Toro, sik imterpamis blockchain 3marHa MiHIMI3yBaTH Wi PH3HMKH LUIIXOM JCLIEHTPATi30BaHOTO YHPABIIHHSA TOCTYIIOM, aBTCHTHU(IKaIii
HPHUCTPOIB, 3aXHUIICHOrO 30epiraHHs Ta nepefadi AaHUX. PO3INISHYTO MOMIMBOCTI 3aCTOCYBAaHHS CMapT-KOHTPAKTIB JUIsl aBTOMAaTH3awil
nporeciB B3aeMoii Mixk Bysinamu loT-Mepesxi, 0 MigBHILYE JOBIpY MiXK Y9aCHHKAaMHU Ta 3HIDKY€ NOTpeOy y IOocepeqHUKaxX. Y pe3ybTaTi
JOCIiKeHHsT BH3Ha4yeHo, mo noeananus [oT ta blockchain ctBoproe mepeaymoBu 1uisi moOYIOBH HAAifHHX, CTIMKHX IO 3JTOBMHCHHX
BIUIMBIB PO3MOAINCHUX cucTeM. Lle Moxke MaTH NpaKkTHYHE 3aCTOCYBaHHS y TakuX cepax, K «po3yMHi» MicTa, MPOMHUCIOBHIT IHTepHET
peueid, OXopoHa 3/I0pOB’S Ta €HepreTHka. BoJHOYac BiJ3HAYEHO BUKJIMKH, IOB’S3aHi 3 MacIITa0OBaHICTIO, 3aTPUMKAaMHU IPH 0OpoOI
TPaH3aKIii Ta E€HEProcHOKMBAHHAM. [IepCIEKTHBHHUMM HalpsMaMH HOJAIBLIMX OCIIDKCHb € ONTHMi3allis HPOTOKOJIB KOHCEHCYCY,
BUKOPHCTAHHS MOPHIHUX apXiTEKTyp Ta po3poOKa crerianizoBanux pittens st loT-cepegoBuina.

Kntouosi cnosa: inTepHeT peueid, OJIOKYelH, OJJHOPAHTOBa Mepexka, JoKa3 aBTeHTH(DiKallii, eleHTpati30BaHa Mepeka

O. Streltsov, M. Katrichenko, Yu. Ornovetsky, M. Hrynyov. Using blockchain technology to improve security in the distributed
internet of things. The rapid development of information technologies increasingly focuses on building distributed systems, in particular the
Internet of Things (IoT), which integrates billions of devices into a single global infrastructure. However, the large-scale adoption of IoT is
accompanied by growing cybersecurity risks, since traditional centralized approaches to data storage and processing often prove to be
vulnerable to attacks, manipulations, or equipment failures. In this context, the use of blockchain technology is gaining increasing attention.
Owing to its key features — decentralization, transparency, and immutability of data — blockchain provides new opportunities to enhance
security in distributed IoT environments. The article addresses the problem of information protection in IoT systems and analyzes major
threats such as unauthorized access, data tampering, leakage of sensitive information, and DDoS attacks. Particular attention is given to how
the integration of blockchain can minimize these risks through decentralized access management, device authentication, and secure storage
and transmission of data. The use of smart contracts for automating interaction processes between IoT nodes is also examined, highlighting
how they foster trust among participants and reduce the need for intermediaries. The findings suggest that combining IoT with blockchain
technology creates the foundation for secure and resilient distributed systems that are resistant to malicious activities. Practical applications
include smart cities, industrial IoT, healthcare, and energy management. At the same time, the paper outlines key challenges related to
scalability, transaction latency, and energy consumption. Future research directions include optimizing consensus protocols, exploring hybrid
architectures, and designing specialized blockchain solutions tailored to IoT environments.

Keywords: Internet of Things, blockchain, peer-to-peer network, proof of authentication, decentralized network

1. Introduction

In today's era of digital transformation, the Internet of Things (IoT) plays a key role in the devel-
opment of information and communication technologies, allowing physical objects with built-in sen-
sors, software and communication devices to be connected into a single network. The rollout of fifth-
generation (5G) networks, which provide high bandwidth and reduced data transmission latency, has
significantly accelerated the adoption of IoT in various areas, from smart home systems to critical in-
frastructure: smart cities, e-Health systems, industrial loT (IIoT), automated agriculture, distributed
control systems and intelligent transport [1, 2].

Although the introduction of IoT technologies contributes to process automation, resource optimisa-
tion and increased efficiency, it is accompanied by significant challenges in the field of cybersecurity. In
particular, the scale of [oT infrastructure deployment, its heterogeneity, limited hardware resources of de-
vices, and frequent disregard for proper protection mechanisms create numerous attack vectors [3].
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One of the key threats is the possibility of remote takeover of IoT devices for use in botnets —
networks of compromised devices controlled by an attacker. A typical scenario involves hacking poor-
ly protected remote administration interfaces, in particular using default passwords or unpatched vul-
nerabilities in the firmware. Such botnets can be used to carry out distributed denial-of-service
(DDoS) attacks, intercept or modify traffic, substitute data, attack the integrity of services, or interfere
with the operation of critical facilities [4].

In centralised IoT architectures, there is an increased risk of compromising key nodes, such as
central servers or microcontrollers that coordinate data exchange between devices. A successful attack
on such an infrastructure element can lead to large-scale interference in the operation of the entire
network, which highlights the need to develop mechanisms for redundancy, decentralisation, and pro-
tection of communication channels.

Thus, the security problem in the distributed Internet of Things is complex and requires an inter-
disciplinary approach, including the development of adaptive security protocols, authentication and
authorisation mechanisms, software update strategies, and the application of artificial intelligence
methods to detect anomalous behavior in network traffic. A blockchain-oriented Internet of Things
architecture with smart contract-based data transfer can significantly improve integrity and trust in
distributed Internet of Things systems [5].

2. Analysis of literature and statement of the problem

One of the main architectural models traditionally used to organise Internet of Things (IoT) sys-
tems is a centralised management model, in which the main processing, control and data storage are
concentrated on a central server or in a cloud environment. This approach is relatively simple to im-
plement, but has significant limitations in terms of attack resistance, scalability, and fault tolerance.
The central point of control creates a critical vulnerability: if the server infrastructure is compromised,
an attacker could potentially gain access to the entire network of IoT devices [6].

In contrast, decentralised architecture provides for distributed management, where each device in
the network acts as an independent node capable of communicating without the need for a centralised
intermediary. This means that compromising one device does not allow the attacker to control the en-
tire network. To completely take over control of the system, an attacker would have to compromise a
large number of nodes, which significantly complicates the attack [7].

An additional advantage of the decentralised model is provided by the implementation of block-
chain technologies, which allow the creation of a secure communication environment between nodes
by transmitting signed transactions stored in a distributed ledger. Such a ledger guarantees data immu-
tability and message authenticity, and also provides the ability to verify each transaction by other
nodes in the network [8]. Blockchain also eliminates the need for centralised trust, allowing the crea-
tion of trustless systems based on peer-to-peer (P2P) interaction. Smart contracts on blockchain create
both opportunities and challenges in automation [9].

The key advantages of decentralised IoT include:

— decentralised management, which minimises the risks associated with centralised points of failure;

— high security through digital signatures, encryption and transaction verification mechanisms;

— device identification provided by public key authentication;

— network flexibility and scalability, allowing new nodes to be connected without rebuilding the
infrastructure;

— autonomous operation, independent of the stability or performance of the central server;

— data reliability, as data is only recorded on the blockchain after verification, which prevents the
creation or substitution of information.

Compared to centralised systems, decentralised loT networks demonstrate a higher level of fault tolerance,
which is particularly important for critical applications, such as in healthcare, energy, or transport infrastructure.

Therefore, a decentralised approach to building IoT systems is a promising direction that com-
bines modern cryptographic methods, distributed computing and the concept of autonomous interac-
tion, providing a new level of security, trust and stability in the context of a rapidly growing number of
connected devices.

3. Purpose and objectives of the study

The purpose of this study is to analyse architectural approaches to building Internet of Things
systems, with an emphasis on the advantages of a decentralised model compared to a centralised one.
The paper examines the impact of decentralisation on the level of information security, resistance to
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attacks, scalability and network autonomy. It also identifies the potential for integrating blockchain
technologies to build trusted, secure and fault-tolerant distributed loT systems.

4. Materials and methods

Based on a comparative analysis of centralised and decentralised IoT architectures in terms of
key parameters of security, flexibility and resistance to attacks, scientific sources covering current ap-
proaches to ensuring security in [oT (in particular, using blockchain technologies), a logical communi-
cation diagram for a distributed IoT network with blockchain support is proposed (Fig. 1).

IoT device 4 IoT device B IoT device C
(sensor/actuator) (gateway/sensor) (microcontroller)

Blockchain core
(distributed
ledger)

Smart contracts
(rules of action)

Fig. 1. Communication model in a distributed IoT network with blockchain support

The proposed model illustrates how nodes interact in a decentralised IoT network, where block-
chain technology is used for data protection and access control.

Each IoT device (sensor, gateway, actuator, etc.) is a full-fledged network node with the follow-
ing functions:

— data collection (temperature, pressure, movement, etc.);

— signing transactions with your own private key;

— sending messages to other nodes;

— validating transactions from a distributed ledger (partially or completely).

In some cases, nodes can be full nodes or light nodes, depending on resources.

The central element of decentralised logic is the blockchain core (distributed ledger).

Each node has a copy of the registry (complete or partial). Data sent by devices is recorded as
transactions (in JSON format). Validation occurs through consensus (e.g., Proof-of-Authority, Dele-
gated Proof-of-Stake, or IBFT for IoT). Recent advances in lightweight consensus and sharding tech-
niques for IoT data exchange have demonstrated significant performance improvements under high
transaction loads [10].

Smart contracts are software rules that automate actions in response to events:

— when a certain threshold value is reached or exceeded, the sensor activates the corresponding
executive element;

— control access to data;

— process microtransactions between devices.

The communication process in the network occurs in the following sequence:

1. Data collection: The IoT device measures a parameter (e.g., temperature).

2. Transaction formation: The data is packaged into a transaction, which is signed with the de-
vice's private key.

3. Network transmission: the transaction is distributed via a P2P network to other nodes.

4. Validation: neighboring nodes check the signature, time, format and presence of conflicts.

5. Recording to the blockchain: once consensus is reached, the transaction is added to the next
block.

6. Smart contract execution: if there is a corresponding trigger, an action is performed (e.g., a
command to a relay).

7. Status update: all nodes synchronise their copies of the ledger.

[HOOPMALIIITHI TEXHOJIOT'Ti



ISSN 2076-2429 (print) . . . 131
ISSN 2223-3814 (online) Proceedings of Odessa Polytechnic University, Issue 2(72), 2025

5. Research results

This approach ensures data security — all transactions are
signed and verified, and the data is immutable. The scheme has
the advantage of autonomy: nodes operate without a central co- -

. - measurements: mapping
ordinator. L
. . . (uint == Measurement)

The proposed model is resistant to attacks because the fail- - measurementCount: uint
ure of a single node does not affect the operation of the entire
network. It has transparent access to data in an open registry that

SensorRegistry

+ logData(value: uint): void
+ getMeasurement(_id: uint):

cannot be changed in an unauthorised manner. The network has (address, uint, uint)
good dynamic scalability and does not require additional config- |
uration. uses

For the practical implementation of the logical model of a |

decentralised IoT network, the Ethereum platform was used —
one of the most widespread blockchain ecosystems with built-in Measurement
support for smart contracts.
When using this platform, each [oT device (or its gateway) - sender: address
interacts with the Ethereum network via an Ethereum light client - value: uint
node (e.g., via Geth, Infura, or Alchemy), which allows transac- - timestamp: uint
tions to be transmitted without the need to store the entire block- <<event>> Datalogged
chain on the device. (address sender, uint value, uint timestamp)

The implementation of the logical model consists of three
main components:

1. An IoT device that generates key pairs (private/public),
signs measured values (e.g., temperature) and transmits the
transaction to the Ethereum gateway.

2. An Ethereum gateway connected to the Ethereum main net or test network (e.g., Sepolia,
Goerli) that accepts transactions from multiple devices and forms calls to smart contracts.

3. The smart contract, which accepts parameters (sender, value, timestamp), stores the transaction
history in event logs or arrays, and implements the logic for notification or triggering automated ac-
tions (Fig. 2).

Each IoT device (via a gateway) calls the logData() method, passing the measured value. The in-
formation is stored in a mapping with the possibility of further reading. The Datal.ogged event allows
the system to respond to new measurements in real time (for example, in an external infrastructure via
a Web3 connection).

Implementation on Ethereum determines storage reliability: all transactions are recorded in the
blockchain and cannot be changed. Smart contracts enable the implementation of complex response
logic, which provides certain opportunities for automation.

Integration with other systems is possible, for example, payment systems for micropayments for
device services.

6. Conclusions

The proposed implementation of the model has certain limitations on the amount of storage in the
smart contract. Transaction costs (gas fees) can complicate mass data recording.

For optimisation, only data hashes can be transferred to the blockchain, while the data itself is
stored in external storage (IPFS, Filecoin).

To reduce transaction costs, Ethereum L2 solutions (e.g., Arbitrum, Optimism) can be used.

As a result, this implementation allows for the creation of a reliable, distributed, scalable IoT sys-
tem capable of autonomous operation, in which all transactions are confirmed by the Ethereum net-
work consensus, and data is protected from unauthorised modification or falsification.

Fig. 2. Diagram of a smart contract
fragment

JlitepaTypa

1. I'puneBny O. M., Tkauyk A. B. 3a0e3neuenns kiGepOesnexu B cucremax [HrepHery peueil. Haykogi
3anucku Ykpaincokoeo Hayko8o-00caioHoeo incmumymy 36 °a3ky. 2021. Ne 3(41). C. 54—-60.

2. lapo }0. M., bommap C. 1. Ilpobnemn indpopmaniiinoi Oe3neku y posmnoginennx loT-
cucreMax. 36ipHuK Haykogux npays Xapxiecokoeo yHisepcumemy Iosimpsnux Cun. 2022. Ne 4(74). C.
112-117.

INFORMACION TECHNOLOGY



132

ISSN 2076-2429 (print)

[Mpani Opecbkoro nositexHiYHOTO YHiBepcuTety, 2025. Bur. 2(72) ISSN 2223-3814 (online)

3. Sicari S., Rizzardi A., Grieco L. A., Coen-Porisini A. Security, privacy and trust in Internet of Things:
The road  ahead. Computer  Networks. 2015. Vol 76. P. 146-164. DOLI:
https://doi.org/10.1016/j.comnet.2014.11.008.

4. Kolias C., Kambourakis G., Stavrou A., Voas J. DDoS in the [oT: Mirai and other botnets. Computer.
2017. Vol. 50, No. 7. P. 80—84. DOI: https://doi.org/10.1109/MC.2017.201.

5. Albulayhi A. S., Alsukayti I. S. A Blockchain-Centric IoT Architecture for Effective Smart Contract-
Based Management of IoT Data Communications. Electronics. 2023. Vol. 12, No. 12. Art. 2564. DOI:
https://doi.org/10.3390/electronics12122564.

6. [Toromapenxo B. C., Kpaeuernko O. O., CranicnaBenko B. A. 3acrocyBaHHs 0JOKISHH-TEXHOIOTIN 115
niaBuIIeHHs 3axuineHocT loT-Mepex. Ingopmayiiini mexnonoeii 6 oceimi, Hayyi ma mexniyi. 2021. Ne
1(20). C. 45-51.

7. Reyna A., Martin C., Chen J., Soler E., Diaz M. On blockchain and its integration with IoT. Challenges
and opportunities. Future Generation Computer Systems. 2018. Vol. 88. P. 173-190. DOI:
https://doi.org/10.1016/j.future.2018.05.046.

8. Novo O. Blockchain meets [oT: An architecture for scalable access management in loT. IEEE Internet
of Things Journal. 2018. Vol. 5, No. 2. P. 1184-1195. DOI:
https://doi.org/10.1109/JI0T.2018.2812239.

9. Khan S. N. et al. Blockchain smart contracts: Applications, challenges, and future directions. Peer-fo-
Peer Networking and Applications. 2021. Vol. 14. P. 2151-2163. DOI: doi.org.

10. Haque E. U. et al. Performance enhancement in blockchain based IoT data sharing using lightweight
consensus algorithm. Scientific ~ Reports. 2024. Vol. 14. Art. 26561. DOI:
https://doi.org/10.1038/s41598-024-77706-x.

References

1. Hrynevych, O. M., & Tkachuk, A. V. (2021). Ensuring cybersecurity in Internet of Things
systems. Naukovi zapysky Ukrainskoho naukovo-doslidnoho instytutu zv iazku, 3(41), 54—60.

2. Sharov, Yu. M., & Bondar, S. 1. (2022). Problems of information security in distributed IoT
systems. Zbirnyk naukovykh prats Kharkivskoho universytetu Povitrianykh Syl, 4(74), 112—-117.

3. Sicari, S., Rizzardi, A., Grieco, L. A., & Coen-Porisini, A. (2015). Security, privacy and trust in Internet
of Things: The road ahead. Computer Networks, 76, 146-164.
https://doi.org/10.1016/j.comnet.2014.11.008.

4. Kolias, C., Kambourakis, G., Stavrou, A., & Voas, J. (2017). DDoS in the IoT: Mirai and other
botnets. Computer, 50(7), 80—84. https://doi.org/10.1109/MC.2017.201.

5. Albulayhi, A. S., & Alsukayti, I. S. (2023). A blockchain-centric IoT architecture for effective smart
contract-based management of IoT data communications. Electronics, 12(12), Article 2564.
https://doi.org/10.3390/electronics12122564.

6. Ponomarenko, V. S., Kravchenko, O. O., & Stanislavenko, V. A. (2021). Application of blockchain
technologies to increase the security of IoT networks. Informatsiini tekhnolohii v osviti, nautsi ta
tekhnitsi, 1(20), 45-51.

7. Reyna, A., Martin, C., Chen, J., Soler, E., & Diaz, M. (2018). On blockchain and its integration with
IoT: Challenges and opportunities. Future Generation —Computer  Systems, 88, 173-190.
https://doi.org/10.1016/j.future.2018.05.046.

8. Novo, O. (2018). Blockchain meets IoT: An architecture for scalable access management in loT. /EEE
Internet of Things Journal, 5(2), 1184—1195. https://doi.org/10.1109/JI0T.2018.2812239.

9. Khan, S. N., Loukil, F., Ghedira-Guegan, C., Benharkat, A. N., & Bennani, E. (2021). Blockchain smart

10.

contracts:  Applications, challenges, and future directions. Peer-fo-Peer Networking and
Applications, 14,2151-2163.

Haque, E. U., Abbasi, W., Almogren, A., Choi, J., Altameem, A., Ur Rehman, A., & Zaidi, S. A. R.
(2024). Performance enhancement in blockchain based IoT data sharing using lightweight consensus
algorithm. Scientific Reports, 14, Article 26561. https://doi.org/10.1038/s41598-024-77706-x.

Crpeabnos Ouer BacuaboBuu; Oleh Streltsov, ORCID: https://orcid.org/0000-0002-4691-5703
Katpiuenko Muxaiino Onerosuy; Mykhailo Katrichenko, ORCID: https://orcid.org/0009-0004-2251-5600
Opnogenuskuii IOpiii BacnasoBuy; Yuriy Ornovetsky, ORCID: https://orcid.org/0009-0006-2470-1559
I'punboB Makcum AnapiiioBna; Maksym Hrynyov, ORCID: https://orcid.org/0009-0007-7189-4485

Received September 29, 2025
Accepted November 01, 2025

[HOOPMALIIITHI TEXHOJIOT'Ti


https://doi.org/10.1016/j.comnet.2014.11.008
https://doi.org/10.1109/MC.2017.201
https://doi.org/10.3390/electronics12122564
https://doi.org/10.1016/j.future.2018.05.046
https://doi.org/10.1109/JIOT.2018.2812239
https://doi.org/10.1016/j.comnet.2014.11.008
https://doi.org/10.1109/MC.2017.201
https://doi.org/10.3390/electronics12122564
https://doi.org/10.1016/j.future.2018.05.046
https://doi.org/10.1109/JIOT.2018.2812239
https://orcid.org/0009-0004-1326-8775
https://orcid.org/0009-0004-2251-5600
https://orcid.org/0009-0004-1326-8775
https://orcid.org/0009-0004-1326-8775

ISSN 2076-2429 (print) . . . 133
ISSN 2223-3814 (online) Proceedings of Odessa Polytechnic University, Issue 2(72), 2025

UDC 004.93; 004.8; 004.942

V. Tigariev', PhD, Assoc. Prof.,
O. Lopakov',
V. Kosmachevskiy',

A. Liushenko?
! Odessa Polytechnic National University, Shevchenko Ave. 1, Odesa, Ukraine, 65044, e-mail: kedrodessa9@gmail.com
20desa I. I. Mechnikov National University, Dvoryanska St. 2, Odesa, 65082, Ukraine

DEVELOPMENT OF THE BASIC MODULE OF THE FUZZY
ARTMAP ALGORITHM IN OPERATING SYSTEMS FOR
DECISION MAKING AND INTELLIGENT DATA ANALYSIS

B. Tizapes, O. Jlonaxos, B. Kocmauescokuil, A. JTrouienko. Po3podka 6a30Boro Moay.isi aaroputMy Heuirkoi joriku fuzzy artmap
B ONepaliifHUX cucTeMaX NMPUHHATTS pillleHb Ta iHTEJIEKTYaJbHOT0 aHAJI3Y JaHUX. Y cHCTeMax IATPUMKHU NPUHHATTS PillleHb IpU
YIpaBIIiHHI OpraHizalisiMi Ha IPAKTHI]l YacTO 3aCTOCOBYIOTHCS MPOCTI 1 3p03yMiJli MOJIE, SIK, HANIPUKJIAJ, IpaBUiIa IPUHHATTS PilllecHs Ha
OCHOBI BiIOMHX METOJIB HEUITKOI JIOTIKH, JiHiliHa abo0 JoricTUYHa perpecis, MeTox AepeB kinacudikamii i perpecii. LIiHHICTD 1 npakTHYHA
3HAYMMICTh NMOMIOHMX aNrOPUTMIB IOJSITa€ y BaXIMBIM 31aTHOCTI IMX aJTOPUTMIB PO3YyMITH 1 PO3’SICHIOBATH IX BHYTPIIIHIO JIOTIKY
NPUHHATTS pillIeHHs, aJie HeJOJIKOM € iX HeBHCOKA TOYHICTh. BilbII TouHI HefipoMeperKeBi alropiTMy, SIK IPAaBHIIO, HE MAIOTh BIACTUBOCTI
iHTeprnpeToBaHocTi. OAHAK MPOMOHOBAaHHWII B JaHOMY IOCTIIKEHHI AITOPUTM MOETHYE B COOI JAOCHTH BHCOKY TOYHICTh HPH aHAmi3i
MOHITOPHHT0BOI iH(OpMaIii i, pa3oM 3 THM, BiH J0Ope MOSICHIOE OTpUMaHi pileHHs. st po3poOKH METOMIB i aNTOPUTMIB iHTEIEKTyaIbHOT
I ITPUMKH IIPUHHATTS YIPABIiHCHKHUX PilIeHb IPH 00poO1i MOHITOPHHIOBO1 iH(popManii HalKpalie MiIXoITh HEHPOHHI Mepexi ciMelcTBa
ART, OCKiIbKM BOHHU BiAPI3HSIOTHCS CTAOUIFHOIO 1 MIBHAKOK AaTpUOYII€EI0 JAHUX, 1 pa3oM 3 THM IUIACTUYHICTIO UL 3araM sITOBYBAHHS
HOBOI iH(opmamii. Ha ocHoOBi BukopucraHHs Mepex cimeiictBa ART 3ampomoHOBaHO 3araibHHH MiAXiq OO BHpIIICHHS 3aBJaHb
KJiactepu3arnii MOHITOPUHIOBUX JaHMX. OCKINIBKH 3araJlbHOBIIOMHM HEIOJIKOM Mepex cimelicTBa ART € 3ajexXHICTh BiJl MOYaTKOBOI
iHimiami3amii rinepmapamMeTpiB, AOCTIHKEHO BHI 1 XapakTep MaHOI 3aleKHOCTI B 3aBIAaHHAX KIACTEPU3alil MOHITOPUHTOBUX JQHHX.
3anponoHOBaHO TeHETUYHHMIT AITOPUTM JUIsl aBTOMaTHYHOTO HAJIAIITYBaHHS rineprnapaMerpiB Mepexi Fuzzy ARTMAP 3 mertoro momonaHHs
3a3HaYEHOr0 HemomiKy. Takuii anropuT™ J03BOJISAE BIOCKOHATIOBATH METOIM OTPHMAaHHS Ta 00poOKH iH(opMalii 171 3aBiaHb yrpaBIiHHS
oprauizamiiiaumu cucteMaMu. OCKiTbKH MOHITOPHHIOBA iH(OpMAIisi MOYKE TOPOKYBATH MOTOKU JAHHX BEIHKOTO 0OCATY, 3apOIOHOBAHO
aNTOPUTM BUKOPHUCTAaHHS aHcaMOimo Mepex Fuzzy ARTMAP juist mapanensHoi 0OpoOKH Ta CTpyKTypyBaHHs TIOTOKOBHUX JaHUX. TexHomoris
TapajielbHAX i BUCOKOTPOAYKTUBHHUX OOUYMCIICHh PO3BHBAETHCS, a OOUNCITIOBANIBHI PECYPCH CTAalOTh BCE OINNBIN JOCTYITHUMH, 3’ SBIISIOTHCS
HOBI MOXIIMBOCTI ISl PO3MApAJICNIOBaHHS MOJENed HEHpPOHHMX Mepe, 3 TOYKU 30pYy Kpamol OoOpoOKM OOYMCIICHb i MiJABUIIEHHS
IHTEHCHBHOCTI OOPOOKH JIaHMX, a, OTKE, 1 MMiJABHIIEHHS MIBUAKOCTI MPHUIHATTS YNPAaBIHCBKHUX PIllleHh Ha OCHOBI JIAHMX, SIKi OTIEPATHBHO
HaJIXOJIATh , IO OCOONMBO BaXKIIMBO B 3aBJAHHAX YNPABIiHHS B OPraHi3allifHUX CHCTeMaX. Y CTaTTi pO3poOJIeHO Ta JIOCHiHKEHO alrOpUTM
HaBuaHHsI Mepexi Fuzzy ARTMAP nst Bupimenns 3aqavi Kiacudikaiii B yMoBax mepeciunux kmaciB. Taka 3amaua 4acTo BHHHKAE MPH
aHaJIi3i MOHITOPUHTOBOI iH(pOpPMAIii B cHCTEMaX MiJTPHMKN NPUITHATTS YHPaBIiHCBKHX PillleHb, OCKITBKH TPH 300pi ONepaTHBHUX JaHHUX
9acToO 3yCTPIYAIOThCS IIyMH 1 MOMWJIKH, IO PO3MHBAE MeXi MK KiIacaMH, Ha sIKi PO3OHMBAIOTHCS 3HAYEHHS BXiJHUX MOHITOPHHTOBHX
MOKa3HUKIB. {JIs IOTO aIropuUTMy 3aIpoNOHOBaHO MOA(DiKOBaHy (BYHKIII0 BHOOPY, 110 3abe3mneuye moaibHy Kiacudikailito, MaTeMaTHIHO
0OTIPYHTOBAHO il BTaCTUBOCTI.
Kniouosi cnosa: MamMHHE HaBYaHHS, anTopuTMH Kiacudikarii Ta kmactepusamii, Heifpo-HeuiTki mepexi (ANFIS), omepamiiini
cucremu (OC), HOpMai3allisi BXiJIHUX BEKTOPIB, MPEMPOLECHHT, TOCTIPOLECUHT, IIBUIKICTh HAaBYaHHS MEPEXi, METOJl KOMIUIEMEHTAILT,
KpuTepiit noxi6HoCTi, dhazidikamis gaHUX

V. Tigarev, A. Lopakov, V. Kosmachevskiy, A. Liushenko. Development of the basic module of the fuzzy artmap algorithm in
operating systems for decision making and intelligent data analysis. In decision support systems for organizational management, simple
and understandable models are often used in practice, such as decision-making rules based on well-known fuzzy logic methods, linear or
logistic regression, and classification and regression tree methods. The value and practical significance of such algorithms lie in their
important ability to understand and explain their internal decision-making logic, but their disadvantage is their low accuracy. More accurate
neural network algorithms, as a rule, do not have the property of interpretability. However, the algorithm proposed in this study combines a
sufficiently high accuracy in the analysis of monitoring information and, at the same time, it explains the resulting decisions well. ART
neural networks are best suited for developing methods and algorithms for intelligent support of management decision-making when
processing monitoring information, as they are characterized by stable and fast data attribution, and at the same time are flexible for storing
new information. Based on the use of ART family networks, a general approach to solving monitoring data clustering problems has been
proposed. Since a well-known disadvantage of ART family networks is their dependence on the initial initialization of hyperparameters, the
type and nature of this dependence in monitoring data clustering problems have been investigated. A genetic algorithm has been proposed for
the automatic tuning of the hyperparameters of the Fuzzy ARTMAP network in order to overcome this drawback. Such an algorithm allows
for the improvement of methods for obtaining and processing information for organizational system management tasks. Since monitoring
information can generate large data flows, an algorithm for using an ensemble of Fuzzy ARTMAP networks for parallel processing and
structuring of stream data is proposed. Parallel and high-performance computing technology is developing, and computing resources are
becoming increasingly accessible, new opportunities are emerging for parallelizing neural network models in terms of better processing of
calculations and increasing the intensity of data processing, and, consequently, increasing the speed of management decisions based on
operational data, which is especially important in management tasks in organizational systems. This article develops and investigates an
algorithm for training a Fuzzy ARTMAP network to solve classification problems in conditions of overlapping classes. Such a task often
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arises when analyzing monitoring information in management decision support systems, since noise and errors often occur when collecting
operational data, which blurs the boundaries between the classes into which the values of the input monitoring indicators are divided. A
modified selection function that provides such classification is proposed for this algorithm, and its properties are mathematically justified.

Keywords: machine learing, classification and clustering algorithms, artificial neural fuzzy inverse systems (ANFIS), operating systems
(OS), input vector normalization, preprocessing, postprocessing, network learning speed, complementation method, similarity criterion, data
fuzzification

Introduction

Improving management processes in operating systems at the present stage requires the introduc-
tion of new information technologies, including methods of decision support based on operational
monitoring data. In today’s world, monitoring has become an integral part of various fields of activity.
For example, it is actively used in ecology to control environmental pollution; in medicine to help
monitor the health of patients; and in education to assess the effectiveness of educational institutions.
The use of monitoring data to support management decision-making in operating systems has a num-
ber of advantages. First, monitoring provides continuous information about the status of objects and
processes, which makes it possible to respond quickly to emerging problems when making manage-
ment decisions. Second, monitoring contributes to more efficient use of resources, as processes can be
optimized and losses reduced based on up-to-date data. However, despite all its advantages, monitor-
ing also has its limitations. Existing methods of processing monitoring data are generally insufficiently
effective due to the inability to quickly take into account large amounts of incoming information (in-
cluding noisy data and data containing missing values collected from diverse sources). Incorrect pro-
cessing and analysis of monitoring data often leads to wrong decisions. In general, the use of monitor-
ing data in management requires not only its correct analysis, but also an understanding of how this
data should influence changes in the organization. Machine learning technologies that have emerged in
recent years, based on neural network and neuro-fuzzy approaches, allow management systems to pro-
cess real-time data, including data containing missing, erroneous, or inaccurate values, and automati-
cally generate examples of management decisions. A study of existing neural network and neuro-fuzzy
architectures has revealed the feasibility of using adaptive resonance networks (ART) for processing
monitoring data in decision support tasks. ART networks are stable, which means they can retain accumu-
lated knowledge throughout the entire operating time of the system. In addition, they provide flexibility
through the use of an incremental learning mechanism. Incremental learning allows you to take into ac-
count current information about the state of objects and respond quickly to changes in the situation. Cas-
cade ARTMARP neuro-fuzzy models are good at processing noisy data and allow the development of a sys-
tem for the automated construction of decision rules to support management decision-making based on
monitoring data.

Analysis of recent publications and problem statement

Problems related to the development of management methods and mechanisms based on monitor-
ing data were considered in the works of V.N. Burkov, D.A. Novikov, D.V. Gaskarov, A.V. Shchep-
kina, Ya. E. Lvovich, V.A. Irikov, V.D. Kondratiev, G.A. Ugolnitsky, and others. Modern neural net-
work and neuro-fuzzy technologies used in the development of information support for control sys-
tems are discussed in the works of K. Broyden, D. Goldfarb, E. Mamdani, G.S. Pospelov, S. Haikin,
D. Shanno, G. Carpenter, S. Grossberg, Y. Lecune, P. Flach, and Y. Goodfellow. However, issues re-
lated to the implementation of control methods based on real-time monitoring data using machine
learning algorithms in the practice of decision support in control systems have not yet been sufficient-
ly addressed in the literature. In this regard, the relevance of the topic of this article is dictated by the
need for further development of intelligent decision support tools in organizational systems in the con-
text of operational monitoring based on adaptive resonance neural networks.

The problem with using the neural ART system lies in the complexity of practical network use
due to the lack of a generally accepted authorial formalization. The authors’ publications reveal the
concepts of functioning but do not pay attention to the training of structured algorithms [1 —4]. Be-
cause of this, researchers using the system describe the structure of ART and training algorithms in
different ways [4 — 6]. Therefore, it can be stated that there is no single standard for describing the
ART family in scientific literature.

The purpose of the study

Development of means for algorithmizing the processes of management decision-making in OS
based on incremental neural network methods of monitoring data analysis.
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To achieve this study, the following tasks must be completed:

Conduct an analysis of management systems based on monitoring data in organizational systems,
identify problems, and, on this basis, formulate relevant directions for the development of decision
support systems.

Develop a structural and functional model for supporting management decision-making based on
monitoring indicators in order to improve the information support for management processes in organ-
izations.

Develop a modified algorithm for clustering monitoring data based on the Fuzzy ART neural
network model to improve the cluster approach to management with the ability to select different con-
trol actions for different clusters of monitoring indicator values in the context of their operational
analysis.

Subject of — methods for intellectualizing decision-making processes in OS based on monitoring
data received in real time.

To solve the problems posed in the dissertation, methods of systems analysis, decision making,
machine learning, big data processing, fuzzy logic, artificial neural network theory, and modern pro-
gramming methods and tools were used.

Statement of the main material

Development of a clustering algorithm for operational analysis of monitoring data based on
the FuzzyART neural-fuzzy network

There are several approaches to developing management information technologies based on mon-
itoring data. Let’s consider the main ones.

Real-time data analysis. This method involves continuous monitoring of various parameters and
sensors to collect data in real time. The data obtained is analyzed to identify trends, patterns, and
anomalies, which allows for quick management decisions.

Use of machine learning. This approach is based on the application of machine learning algo-
rithms to analyze and process monitoring data.

Machine learning models can be trained to recognize certain patterns or predict future parameter
values based on historical data.

Use of big data analytics. This approach involves collecting and analyzing large amounts of in-
formation using specialized tools and algorithms. Big data allows you to identify complex relation-
ships and trends that can be used in management decision-making.

Using the Internet of Things (loT). With the development of loT technologies, monitoring capa-
bilities have expanded significantly. [oT devices can collect and transmit data from various objects and
sensors, enabling more accurate monitoring and control.

Process automation and optimization. This approach involves developing information technolo-
gies that enable the automation and optimization of various processes based on monitoring data. This
may include automatic real-time parameter adjustment or the proposal of optimal management strate-
gies based on the data obtained. The final choice of method for developing information technologies
for management based on monitoring data depends on the specific task and requirements of the organ-
ization. However, machine learning methods are currently used as the main technology for the opera-
tional analysis of monitoring information. Let’s consider the main reasons for this.

First, machine learning algorithms can quickly analyze and extract information from streaming
data, which greatly simplifies working with large amounts of data.

Second, machine learning methods are capable of searching for and discovering hidden patterns
and relationships in monitoring data that may be invisible even to an expert. This allows you to identi-
fy similar patterns in sets of monitoring indicators and predict future trends based on available data,
which is valuable information for decision-making.

Third, machine learning methods allow you to create models that take into account complex non-
linear interactions and dependencies in data. Such models can be more accurate and of higher quality
than linear approaches.

Fourth, machine learning methods can learn from new data and update model parameters, allow-
ing them to adapt to changes and improve their performance. This is especially important for pro-
cessing monitoring data, which can change significantly over time.

Fifth, machine learning methods can be used to automatically generate management actions
based on previously accumulated knowledge.
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Figure 1 shows a diagram of the decision support process based on machine learning methods us-
ing monitoring data.

Observed state of the system -Reducing the risk of
adverse conditions

:> -Increased productivity
Transition of the Mashine learning Automated
system to a new state monitoring

[m======mmm——e— e —————- O --------------------- -Saving resources

v li

Management by corrective 1 Estimation of system
actions M Automatic generation : states
| of comtrol actions

Fig. 1. Decision-making based on monitoring data using machine learning methods

Typically, methods for structuring monitoring data include clustering and classification algo-
rithms. Clustering refers to a fundamental method of researching and processing indicators, widely
used for:

— recognizing similar situations [7];

— identifying key features (characteristic features) of problematic situations [8 — 10];

— intelligent analysis, i.e., extracting knowledge from data [10].

Clustering identifies common structures present in a data set based on some measure of similari-
ty.

Classification algorithms are used to systematize the information being processed. Classification
can be binary or multi-class, produce overlapping or non-overlapping classes, and output a class label
or a probability vector for each of the available classes. In any case, the classification algorithm struc-
tures the source data according to some feature.

The availability of modern capabilities for collecting and storing indicators helps to generate
huge amounts of information for further use, searching for connections, interactions, and patterns. In-
formation arrays demonstrate the need to include subprograms in comprehensive monitoring programs
that conduct systematic information analysis using the characteristic features of indicators—
multidimensionality and multirelationality. This contributes to difficulties in assessing and forecasting
problematic situations. The decision-maker uses assessment methods, but they are not based on inte-
gration, so in practice, they are often considered ineffective and require more detailed elaboration on
all strategies for responding to existing problems and damage caused. Particular attention should be
paid to certain individual factors that influence their complex interaction. For example, aggregation is
a traditional method of collecting and analyzing information based on the average monitoring value of
indicators. Studies have shown that approaches to existing problems somewhat level out the differ-
ences between problematic situations that may be signaled by monitoring indicators [11]. To improve
the accuracy and timeliness of management decisions, new intelligent technologies should be used in
analysis. Such an intelligent approach to analysis will allow work to be carried out even in conditions
of insufficient information. For example, studies [12 — 14] and [15] suggest using a scientific and
methodological apparatus of a qualimetric approach based on fuzzy technologies when managing
based on monitoring data. This will help to construct a non-additive integral assessment, which will
serve as a weighted average “quasi-geometric” value. In order for system analysis to yield tangible
results in problematic situations, it is necessary to build an integral assessment based on monitoring
data by applying different approaches that establish structural links between the system’s monitoring
indicators, as this will allow the most logical and consistent approach to be chosen when making im-
portant decisions.

In general, methods based on fuzzy logic are good at processing qualitative and imprecise indica-
tor values, while also being highly interpretable. However, these methods require significant effort to
configure their hyperparameters, involving subject matter experts. If such tuning were required only
once, it would not be a significant limitation, but even a small change in the set of parameters being
analyzed requires significant refinement of the system. Another group of methods used to process
monitoring indicators are evolutionary modeling methods. The key to using genetic algorithms (GA)
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in monitoring data processing is to frame the problem as an optimization task. Many monitoring data
processing tasks are optimization tasks, for example, numerous applications of inverse models (i.e.,
tasks of finding such values of monitoring indicators that would lead to the desired effect in manage-
ment). [16] describes a specific optimization problem in which GA proved useful — the use of pollu-
tant concentration data in combination with a transport and dispersion model to reverse-calculate con-
trol actions based on meteorological information. Genetic algorithms (GA) can be used to optimize the
parameters of monitoring data processing algorithms. However, this is an auxiliary tool, not a primary
one. One of the main areas of computer monitoring technologies based on artificial intelligence is the
use of neural networks, which greatly facilitate the analysis and prediction of problem situations. To-
day, artificial neural networks are one of the most advanced and modern methods of processing moni-
toring information and extracting knowledge from monitoring data. This is not surprising, since neural
network algorithms have high potential for solving monitoring data processing tasks and are good at
processing noisy and incomplete data. The only problem is that, as is well known, neural networks
operate in a “black box” mode, i.e., they are not understandable and interpretable methods, which lim-
its their applicability in many subject areas. In particular, in OS management tasks, situations some-
times arise that require urgent intervention, when the cost of an error can be very high. In such cases,
experts cannot rely on the result predicted by the “black box.” In such subject areas, in order to apply a
decision support algorithm, it must not only be accurate, but also understandable to experts (decision
makers) so that they can make adjustments to the resulting decision. Due to the inherent requirements
for interpretability, experts often have to use a narrow range of models in practice: classification trees,
fuzzy knowledge bases, or linear regression, while neglecting the low accuracy of the results obtained.
Prior knowledge of the problem domain can help a neural network learn to solve the problem of insuf-
ficient interpretability. In particular, previously existing classification rules can be used to initialize the
neural network architecture before training. The use of initial rules not only increases the efficiency of
network training, but also allows you to obtain knowledge that cannot be obtained as a result of train-
ing or that cannot be easily learned by a neural network, thereby improving the predictive performance
of the system. In addition, incomplete or partially correct knowledge formulated in the form of classi-
fication rules can be improved or expanded using neural network training algorithms. Thus, the intro-
duction and refinement of rules into neural networks automates the expansion and restoration of expert
knowledge. On the other hand, when there are high requirements for algorithm accuracy, experts are
forced to resort to the use of deep learning algorithms [16 — 18]. Deep learning uses a backpropagation
algorithm to learn to predict certain output vectors in response to processed input vectors [18]. How-
ever, deep learning can lead to information forgetting: at any stage of training, part of the neural net-
work’s memory may be destroyed [19]. The reason for this phenomenon is that all network input data
is processed by the backpropagation algorithm through a common set of adjustable weights, while
there is no mechanism within the algorithm for selectively buffering previous training that is predic-
tively useful. Such forgetting can occur in any training algorithm in which weight updates are based
on the use of the error gradient in response to the current input data packet.

Thus, one of the main problems with using backpropagation networks to improve rule-based
knowledge is the preservation of accumulated knowledge. In the process of adjusting weights using
the backpropagation algorithm, the initial rules quickly lose their original values. In fact, such training
can result in large shifts in the values of the weights of hidden layers [20]. Another serious limitation
of the backpropagation method is that the initial rule base must be almost complete, otherwise the ini-
tial network architecture created may not be accurate enough to process the entire data set. Since the
standard backpropagation algorithm cannot dynamically create additional neurons or connections be-
tween them during training, a network initialized with a small set of rules may even have less chance
of ultimately solving the classification problem. This problem was noted and partially solved in [21],
which uses virtual rules to create potential connections for training. However, in general, it is difficult
to determine the desired decision rules in advance. In [22], a learning algorithm is used that allows
additional neurons to be created during the learning process. However, since this model consists only
of rules that directly link input attributes to output predictions, the network is not versatile enough to
work on a rule-based basis using intermediate attributes and rule chains. From all of the above, we can
conclude that an effective adaptive decision support algorithm in an OS based on monitoring data
must be capable of incremental learning, i.e., using all newly arriving data to retrain the existing mod-
el. As already noted, the specifics of management tasks in organizations based on monitoring indica-
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tors include decision-making using data that contains noise and missing values. Input data may be par-
tially incorrect due to faulty sensors. However, during training, such data should not “spoil” correctly
configured weights. Thus, the peculiarities of management tasks in OS based on monitoring data dic-
tate the need to use incrementally learning neural network algorithms. At the same time, the resulting
data structuring results must be interpretable, that is, they must induce IF... THEN rules that explain
which combinations of input features predict these particular results.

The first stage of processing incoming monitoring data is often clustering, which is used to perform
preliminary systematization. The monitoring environment uses machine learning methods to perform clus-
ter structuring of data across all aggregate indicators. The results determine the most appropriate alternative
approach to structuring and enable the transition to the mathematical modeling stage. At the same time,
such structuring methods of information processing allow focusing on specific goals.

By forming a cluster structure of the initial indicators, it is possible to understand the information
they contain. The resulting clustering allows for the improvement of current approaches to manage-
ment decision-making and the development of strategies for responding to deviations in the values of
monitoring indicators. A special management technique can be applied to each cluster.

— During the clustering process, new and atypical data can be identified by detecting monitoring
indicator values that do not belong to any of the clusters. These data require individual analysis to
identify their characteristics.

— Clustering reduces the amount of information to be analyzed, allowing you to analyze not every
set of monitoring indicator values, but only those combinations that are typical for individual clusters.

It is worth noting a particular pattern used to improve the assessment methodology. The wide-
spread use of decision support systems in management based on monitoring data allows for the collec-
tion and processing of information, including the use of special sensors located at monitoring sites.
Information from sensors is needed to conduct a full assessment and analysis of the functioning of fa-
cilities and the presence of man-made and negative natural phenomena. The quality of decisions made
on the organization of further actions depends on a number of factors:

— timely receipt of information about all processes at the facilities;

— clear differentiation of processing results by clusters;

— objective processing of analytical data.

The indicators obtained from sensors are considered to be variants of more comprehensive indi-
cators that require the application of intelligent control algorithms and processing of incoming analyti-
cal flows.

Thus, it is possible to formulate the characteristic features of monitoring data and the require-
ments for the algorithmic support for their processing.

As a rule, monitoring data is very large in volume, which requires its automatic processing (in-
cluding in real time) and automated formation of control decisions.

Data for processing can be received in batch mode (for periodic monitoring) or in streaming
mode (for continuous monitoring). Consequently, decision support methods are needed that can adapt
to changing data flows and scale to their volume. Monitoring indicators are characterized by nonlinear
interactions that affect the state of controlled objects, as well as inherent emergence. Consequently,
decision support systems (DSS) require methods that take into account nonlinear relationships and at
the same time form a structure that does not grow uncontrollably with the processing of large amounts
of data.

Monitoring data usually contains noise, gaps, and inaccurate values (especially data transmitted
from sensors). Therefore, methods are needed that can work with incomplete, fuzzy, and noisy infor-
mation. Monitoring data used to support management decisions requires interpretive analysis. There-
fore, methods are needed that can explain the results obtained. Practically all of the above require-
ments for algorithms for structuring monitoring data are met by the ART family of neural networks
(based on adaptive resonance theory). The first networks of this family were proposed in the works of
Carpenter and Grossberg [19-20]. However, these networks did not receive widespread application at
that time, as they were inferior in accuracy to traditional networks when dealing with small amounts of
data. In addition, ART networks have a more complex architecture than multilayer perceptron net-
works or Kohonen and Hopfield networks (proposed around the same time), and they are more diffi-
cult to configure (as they have a large number of hyperparameters). However, when solving big data
processing tasks, especially those coming into the network as a continuous stream (such as monitoring
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information from sensors), these networks have undeniable advantages over many traditional net-
works. These advantages are based on the use of a built-in incremental learning mechanism focused on
solving the stability-plasticity dilemma: ANNSs are retrained “on the fly,” and new information does
not erase accumulated knowledge. In addition, the ART network training algorithm is easily parallel-
ized, making it suitable for big data processing. Most importantly, some subtypes of the ART family
of networks are interpretable models, i.e., they allow the presentation of learning results in the format
of “if-then” rules, similar to what can be done in the decision tree method. ART networks can solve
both classification and data clustering tasks, and even when solving classification tasks, they divide
the data into clusters (clusters) in an adaptive self-learning mode, with each resulting class correspond-
ing to several categories.

The task of updating ART family networks in algorithms for structuring streaming monitoring
data is of paramount importance, since there are currently no other architectures that are as suitable for
solving this task. Table 1 provides a comparative analysis of the advantages and disadvantages of var-
ious methods of processing monitoring information, including ART family networks.

Table 1

Advantages and disadvantages of existing methods for processing monitoring information

Methods Advantages Disadvantages
Empirical-statistical | Well researched, long used, many of them in- | They do not have the ability to process
methods terpretable incoming information (including noisy
and incomplete information) in a timely
manner, relying only on linear dependen-
cies.
They do not have the ability to process
incoming information (including noisy
and incomplete information) in a timely
manner, relying only on linear dependen-
cies.
Methods based on There are powerful learning algorithms that | They do not have the property of incre-
neural networks not | automatically generate features based on input | mental learning, are not interpretable, do
belonging to the ART |indicators and allow nonlinear dependencies to | not cope well with noisy and qualitative
family be constructed, easily adapting to changes in |data, and require hyperparameter tuning.

the structure of the input data.
Allow automatic configuration of method pa-

Evolutionary, genetic They do not have the property of inter-

algorithms rameters pretability and do not cope well with
noisy and qualitative data.
Methods based on | They handle data containing gaps and errone- |Difficult to configure and train, requiring

fuzzy logic

ous or inaccurate values well, as well as quali-

tative data, which is important when processing

monitoring data that may be partially incorrect

due to faulty sensors. They have the property of]
interpretability.

significant involvement of experts in de-

veloping methods and complete renewal

of the entire system whenever the set of
input indicators changes.

Neuro-fuzzy networks
ANFIS (Adaptive
Neuro-Fuzzy Infer-
ence System) and TSK
(Takagi-Sugeno-

They have the ability to adapt to changes in
data. They provide the ability to interpret re-
sults. They have learning algorithms for adjust-
ing model parameters and combine the ad-
vantages of neural networks and fuzzy logic.

Training requires a large amount of data
and computing resources, as well as the
involvement of experts to select fuzzy
membership functions. Prone to overfit-
ting. Requires prior training.

Kang)
Methods based on | They are a hybrid approach combining neural | They cannot fully cope with large flows
neural networks of the| network and fuzzy methods, retaining all their | of monitoring data, begin to form too
ART family advantages. They possess the property of stabil-| many different categories in the data

ity-plasticity: they are capable of incrementally
memorizing new information without losing
old information. They do not use explicit meth-
ods of fuzzification and
defuzzification, which greatly facilitates their

configuration.

structure, and cannot cope with the task
of classification in conditions of overlap-
ping classes (this requires modification).
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Structural and functional model for supporting management decision-making based on monitor-
ing indicators When processing monitoring data, especially in the context of its operational analysis,
the first step is to structure it, i.e., cluster or classify it. Clustering allows for a better “understanding”
of the specifics of the incoming data and the identification of possible anomalies, while classification
allows for the assignment of current measurements of indicators to one of the previously recorded
classes of states of the monitored system. The structuring stage is followed by the decision-making
stage, where the necessary corrective actions in a given situation are determined on the basis of the
promptly received and already structured information. Neural network models can be used for the au-
tomated formation of control actions. Formally, such a system can be described as a tuple:

<P.K.R,U,N,>, (1)

1otV
where:
P — input set of monitoring indicator values at time ¢

K, — set of clusters into which the state of controlled objects is divided, taking into account the

current values of monitoring indicators;

R, — classification of possible system states depending on the clusters obtained;

U, - a set of possible control actions depending on the class of the current state;

t

N, — aset of neuro-fuzzy models that establish correspondences:
P — K, (clustering model);

K, > R, (classification model);

R — U, (decision rule construction model).

The ART neural network currently consists of 10 models based on the principle of stability-
plasticity, the main ones being:

— ART-1 — this network processes binary input vectors;

— ART-2 — this network is designed for clustering continuous input vectors (demonstrates high
quality performance);

— ART-2a — a faster version of ART-2, but inferior in quality;

— ARTMAP (combining two ART-1 or ART-2 networks into a single entity) — solves issues with
the distribution of information across classes, i.e., it is designed for classification tasks;

— Fuzzy-ART and Fuzzy-ARTMAP — modify the architectures of ART-2 and ARTMAP net-
works by using fuzzy logic in the calculation process, which allows for better processing of incom-
plete and noisy data. To solve the problem of approaching the description of the system, it is necessary
to formulate the functional principles of ART networks at general stages, namely the following:

All types of existing ART networks have at least one layer of neurons, which during operation
are transformed into prototypes of corresponding clusters. The result of clustering is expressed in a
specific “recognition” response by the neuron responsible for a certain cluster of the current input vec-
tor. If the input vector is not similar to any of the previously formed clusters, this leads to the creation
of a new cluster corresponding to the input vector, which, in turn, leads to the addition of another neu-
ron to the network structure, which will be the prototype of the new cluster. The cluster prototype is
capable of “learning” and changing. The cluster prototype will not be modified if the input vector is
not sufficiently similar to it (which solves the stability-plasticity problem). Input vectors that are not
similar to previously processed data can lead to the formation of new clusters, but cannot destroy the
accumulated memory of the network and “corrupt” previously formed clusters. To consider the gen-
eral model of the ART family network, let us introduce several key definitions.

Definition 1 (initial sample). Let X = {x';x*;...;x“} — a set of data (vectors of features or ob-

jects). X — the initial sample of power C, each element of which is a vector in R" type
= (x5 5x,).

Definition 2 (cluster or cluster). A cluster (cluster) is a subset Z € X . The result of clustering is
a set of clusters that the clustering algorithm has detected in the dataset. X. “Hard” clustering is the
division of X into mutually exclusive clusters, while “soft” (or overlapping) clustering allows a data
element to belong to more than one cluster.
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Definition 3 (prototype). Each j-th ART neural network (j = I,_M) has a vector associated with

it w =(W;;;W,5;..5W,,), which consists of weighting factors wy; on the connections of a neuron ;.

Such a vector w’ is called the prototype of the cluster, i.e., the internal representation of the cluster
described by neuron j. The functionality of the network can be described using a general model, which
can be used to analyze the training results of various ART networks. The results of this analysis can be
conditionally divided into the following stages [20].

Setting the initial network parameters

In order for the ART network to work as planned, its initial parameters must be initialized in ad-
vance. Any network of the ART family includes at least one working layer that contains prototypes of
the categories (clusters) created by the network in the input data. All network inputs are connected to

each of the prototypes via a weight coefficient matrix W =(w;), which at this stage is usually filled

with zeros, since the cluster prototypes are not yet known. At the initial stage, all the main network
parameters must be initialized, including the learning rate coefficient 8, the parameter regulating the
similarity of vectors from the same cluster p, and the maximum number of iterations.

Preparation of input vectors (preprocessing)

Depending on the characteristics of the input data and the type of network, different processing of
the input vector takes place at this stage. The procedure includes any changes to it: noise removal,
normalization, dimension doubling (complementation), etc., without which the network cannot func-
tion correctly.

Primary data analysis (clustering)

At this point, each network in the ART family performs an initial evaluation of the input vector
using a selection function designed to measure the distance between sets of input features based on
one of the existing metrics. In Fuzzy-ART and Fuzzy-ARTMAP networks, fuzzy metrics are used to
measure this distance.

Detailed compliance analysis

At this stage, a specific neuron belonging to the prototype layer is activated. It is determined us-
ing a special matching function. This function is responsible for the accuracy and non-linearity of the
analysis in the recognition process concerning vector similarity. An important circumstance is taken
into account here: if the vector and the prototype pass a successful check for functional correspond-
ence with each other, a new stage will begin, in which the weights of the prototype vector will change,
i.e., they will undergo training. If the check fails, the activated neuron will be temporarily deactivated.
Thus, the selection function determines the cluster closest to the current input vector, and the matching
function determines whether the input vector is sufficiently similar to the prototype of that cluster.

Training stage

During the training phase, the weights of the neuron, which is the prototype of the cluster select-
ed in the previous phase, are changed. If none of the existing prototypes pass a detailed functional
check for compliance, a new cluster will be created based on the vector that the network was unable to
recognize. In this case, a new neuron is activated, the characteristics of which are determined by the
coordinates of the unrecognized vector. At the same time, the size of the network increases. That is,
the ART network has a growing architecture.

Post-processing (post-processing of results)

After the learning process is complete, the network provides for subsequent processing of the
network output values. For example, if a limit on the quantitative composition of clusters is specified
in advance, they are combined or separated from each other in accordance with the necessary condi-
tions. Based on the above, we can conclude that in order to solve a specific problem related to the
structuring of certain input data, it is necessary to determine the ART network model option depending
on the required output structural elements and to complete the stages according to this algorithm. To
do this, it is necessary to determine the list of network control parameters, fix the selection function, as
well as the correspondence and training functions, and set two basic algorithms: pre- and post-
processing. It should be noted that the architecture of the ART family network can include one or
more basic modules consisting of three blocks: a learning block, a comparison block, and a recogni-
tion block. Figure 2 shows a diagram of the basic module of the ART family networks.
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Fig. 2. Algorithm of the basic module of the ART family networks

Networks in the ART family can be trained either supervised or unsupervised. In any case, even
if an ART network is supervised, it has a self-organizing module at its core, which divides all input
vectors into clusters consisting of similar images. One class can correspond to multiple clusters. The
converse is not true in the basic approach; each cluster can only correspond to one output class, which
is not always convenient, as classes may overlap when processing real data. For example, the same set
of input monitoring indicators may correspond to several problematic situations requiring management
decisions, which obviously require modification. The above steps are common to all networks in the
ART family, but their implementation varies across different networks in the family. Let us consider
the content of the specified stages for two basic networks of this family that solve the clustering prob-
lem: the ART-2a network [23-24], which uses conventional arithmetic operations on real input data,
and its modification, the Fuzzy ART network [25], which uses fuzzy logic operations in calculations
(but does not require fuzzification of inputs). The use of fuzzy operations allows the network to be less
sensitive to imprecise measurements and noise in the input data, and it is the neuro-fuzzy variations of
ART models that are proposed in this study to be used as a basis for developing decision support sys-
tems in the OS in the context of operational analysis of monitoring data. However, to understand the
features of the Fuzzy ART functioning, it is first necessary to describe the logic of the ART-2a net-
work, of which Fuzzy ART is a modification.

B The list of parameters of the ART-2a network includes, in particular, the learning rate, which is
a real number B €[0;1], normalization parameter 0, which is taken from the interval [0;0.01] and the

boundary criterion similarities p, also belonging to the segment [0;1]. The ART-2a network requires

mandatory normalization of input vectors to unit length before recognition:

xold

new __ ij
e T )
Z_,':l(xfj )

where through J the dimension of the next vector supplied to the input is indicated X', and through
x; — his j-th component. Then the coordinates of the normalized vectors whose value became less
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than the normalization parameter 0, are reset, after which the normalization procedure is repeated
once more. This procedure is designed to suppress small random noise in the source data, which could
negatively impact the resulting clustering quality. The ART-2a network uses the cosine distance be-
tween vectors as a similarity metric, which is calculated as the scalar product of corresponding unit-
length vectors:

J
TH =M, =(X' W)= x,w, (3)
j=1

where: through X' again denotes the i-th input vector, via 7, the selection function is designated for

k-th cluster, M, — This is the value of the established conformity function, vector w* — This is the cur-

rently existing prototype of the k-th cluster.
The ART-2a network’s operating algorithm consists of the following steps. In the first step,
using the cosine metric, the network selects a cluster with number s whose prototype has the greatest

similarity to the original vector. X', ie. s=arg ml?xl}{ _In the second step for the selected cluster k

the matching condition is checked M >p , where p — the similarity criterion value, which sets the

upper limit for the homogeneity of vectors in a cluster. If the selected cluster prototype satisfies the simi-
larity condition, the original vector is assigned to that cluster. In this case, it is necessary to recalculate the
coordinates of the cluster prototype so as to increase its similarity to the input vector in formula (4):

W = (I_B)Wk +B*Xi

- . 4
||(1—B)w"+B*X’|| @

where: B learning speed.

The weight vector modified according to formula (4) undergoes further normalization. Note that
the choice of the speed parameter value  the requirement to identify long-term patterns or track data

trends is influenced. In the first case, small parameter values are set, while in the second, larger ones
are more appropriate. Regarding the parameter p (level of similarity), then choosing it is much more

difficult. This is both from a theoretical and practical standpoint. Since the researcher does not always
have an understanding of the data structure, the task of determining the largest angle at which vectors
can be considered similar becomes labor-intensive. This is the reason for a serious drawback of the
ART-2a network. Namely, high values p lead to an increase in the number of clusters, which is diffi-

cult to control. And small values lead to the formation of a single large cluster. A solution to this prob-
lem can be obtained by applying the following strategy: decrease the learning rate parameter while
monitoring the number of clusters, and stop the process when this number stabilizes. The Fuzzy ART
network [24 — 27] is based on a slightly different principle of processing continuous input data. This
network uses fuzzy logic operations, but does not require explicit data fuzzification. To process the
values of monitoring indicators using this network, scaling of all components of the input and output
vectors within the interval [0;1] is required, rather than unit normalization:

old min

e =2 5 (5)

) max min
X —X.

1 1

=

where: through x/"" denotes the minimum coordinate of the input vector X, and through x/* — its

maximum coordinate.
The structure of this network is shown schematically in Figure 3.

»

Fy F

P

A,
|

Fig. 3. Fuzzy ART network architecture
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The Fuzzy ART network includes layer Fo, which represents the current input vector [28]; layer
F1, which processes both the input from layer Fo and the feedback from layer F>, which represents the
recognized category (cluster).

Layer output F is a vector / =(a,,...a,,,), €ach component of which belongs to a segment [0,1].
Layer F| generates a vector at the output X =(x,,...,x,,) , and the F; layer is a vector ¥ =(y,,...,yy) -

Weight matrix W connects layers together Fy and F,, and for each neuron j(j=1,...,N) layer
F> corresponds to the weight vector W’/ =(w; w,,), Initially it is assumed w, =...=w,, =1. At

the stage of selecting the winning neuron of layer /> of the ART module (shown in Fig. 2. above), the
task of finding the global maximum of the selection function can be divided into subtasks for each
stream to find its local maximum, and then combined to generate the global maximum using the re-
duction function. The Fuzzy ART network has a number of hyperparameters o, B3, p, where  and p

have the same meaning as in the ART-2a network, and o — a small number (approximately 1076), re-
sponsible for the non-degeneracy of cluster prototypes. Any existing implementation of “fuzzy AND”
can be used as the selection function, for example in formula (6):
|X “A wk|

T;{: B
a+|w|

(6)

where: A — fuzzy multiplication operator, which is defined here and below as:

(pAg);=min(p,,q,), j=1J ,
and the modulus sign denotes a fuzzy norm: |p|=> p,. The Fuzzy ART network, if the similarity
condition is not satisfied, applies a temporary cluster deactivation mechanism. Note that such a mech-
anism is not provided in the ART-2a network. Therefore, at the cluster determination stage, the cluster

number will be determined by the maximum value of the function according to formula (6) across all
active clusters, i.e. s =argmflek,k € O, where Q the set of numbers of clusters active at a given

stage. Next, the s-th prototype is checked against the input vector. This check is performed using the
following matching function in formula (7):

(7

An input vector X belongs to cluster s only if: M >p, where p — similarity criterion [29]. If this

inequality is not satisfied, the identified cluster s becomes temporarily inactive, and the selection func-
tion according to formula (6) is again applied to select a new candidate cluster. If, during the process,
there are no more clusters to select (i.e., all clusters have become deactivated), a new cluster is created
based on the input vector. The cluster weights are set equal to the weights of the input vector: w= X".
After the cluster selection procedure [30], the learning function is applied, and the weights of the se-
lected cluster (its prototype) are recalculated according to formula (8):

Wl =(1-B)w +BX A w'). (8)

In the Fuzzy ART network, weight vectors are not normalized to a unit length, so using this
learning function causes a degeneration problem. The operator used, calculated as a coordinate mini-
mum, contributes to a gradual decrease in the coordinates of the weight vectors. Their reduction will
gradually lead to the degeneration of cluster prototypes when they forget the information learned earli-
er. In order to overcome this problem, complementary coding is applied to the input vectors at the pre-
processing stage, thanks to which the dimension of the input vector is doubled by adding its compo-

nents: X,,, , =1—x,, which prevents all components of the weight vector w from degenerating to zero

/A
values. The main stages of the general scheme for solving the data clustering problem using the two
considered networks of the ART family are described below.

Stage 1. Selection of the preprocessing algorithm. At this stage, input data preprocessing is im-
plemented using a number of methods. Ranking of input variables. If information about the im-
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portance of input variables is known in advance, they can be ranked, after which the inputs can be
scaled according to the assigned ranks (for example, the most important variable is scaled to the inter-
val [0;1], the next most important to the smaller interval [0; 0.9], and so on). This will significantly
change the clustering result, as more significant variables will contribute more.

Normalization. In ART-2a and Fuzzy ART networks, normalized input vectors must be used. For
Fuzzy ART networks, complementation is performed before normalization.

Noise removal. Noise in the input data can be eliminated by entering validation parameters that
set upper and lower limits for each of the input parameters. If a value exceeds these limits, it will be
truncated or discarded in accordance with the specified limits in order to remove erroneous values.

Complementation. This method increases the dimension of the input vector by doubling its size.
As a result, instead of the input vector @ the vector is considered:

I“=laa‘]=]a,,...,a,,qa,...,a,], where a; =1—a,.

Stage 2. Assigning selection, correspondence, and learning functions. After preprocessing, it is
necessary to assign specific types of selection, correspondence, and learning functions. The general-
ized structure of the ART network family described above makes it possible to change these functions
at any stage of network operation, since the architecture and general logic of the network do not de-
pend on their specific type. However, the clustering results and characteristics of the clusters obtained
strongly depend on the selected functions, so they must correspond to the task being solved.

Stage 3. Selection of the post-processing algorithm. This stage allows compensating for the
shortcomings of the ART family model used after training is complete. For example, one of the main
shortcomings of this family of networks is the complexity of calculations when selecting the similarity
parameter p or its analogue proposed in this study—the integral similarity assessment of input vectors.
An incorrect choice of the p parameter can lead to the merging of all available data into one large clus-
ter or, conversely, to an uncontrolled increase in the number of clusters. To form a clustering algo-
rithm, it is necessary to select preprocessing and postprocessing schemes. The problem of choosing a
post-processing method is more complex, since if the ANN is used to cluster continuously incoming
stream data, the number of clusters generated by the network will constantly grow over time, which
complicates the analysis of incoming data and the making of management decisions based on it.

Research results

To solve the problem of management in an OS based on monitoring data, it is necessary to im-
prove information support in terms of the ability to process large volumes of continuously incoming
data. The first stage of processing is structuring based on cluster analysis. Algorithms for cluster struc-
turing of stream data continuously process incoming input vectors, including in online mode. Howev-
er, not all clustering algorithms can be used to solve this problem. As noted earlier, in order for the
results to be reliable, such algorithms must meet certain conditions:

— display the final result in real time;

— instantly adapt to changing indicators;

— scale for an arbitrary number of objects;

— create a slightly expanding structure as more objects are processed;

— determine the presence of outliers in the data.

Based on this study, a computational experiment was conducted for the FuzzyART network,
which involved processing a constantly incoming stream of input data. The stream was simulated us-
ing the scikit-learn library, designed to implement machine learning algorithms. This library contains
random sample generators, whose data can be used to artificially create information of a controlled
size and complexity [31]. The make blobs procedure used in this case helps to create multi-class data
sets, each of which corresponds to one or more clusters. Based on the library procedure, a stream of
10-dimensional data consisting of three clusters of equal size was generated to analyze the possibility
of using ART family networks for processing stream data. One of them was easily separable, while the
other two were closely located. An illustration of this arrangement (for two-dimensional input vectors)
is shown in Figure 4. Specific results were obtained during the computational experiment (Table 2).
Errors in the operation of the networks under consideration are considered to be the discrepancy be-
tween the obtained result and the model classification of the initial data (the percentage of incorrect
clustering).
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Fig. 4. lllustration of the mutual arrangement of generated clusters

Table 2
Dependence of the Fuzzy ART network operation on parameters.
0< p <0.68
B 0.1 0.3 0.5 0.7 0.9
Errors, (%) 64% 60% 65% 66% 63%
Number of clusters 1 1 1 1 1
0.68< p<0.85
B 0.1 0.3 0.5 0.7 0.9
Errors, (%) 33% 33% 6.6% 12% 12%
Number of clusters 2 2 3 4 4
0.85<p=<0.9
B 0.1 0.3 0.5 0.7 0.9
Errors, (%) 12% 12% 9.2% 6.6% 6.6%
Number of clusters 4 4 4 3 3

Conclusions

Based on the results of this experiment, the following conclusions were made regarding the ap-
plicability of the Fuzzy ART network for streaming clustering of monitoring data. Before obtaining
the value p =0.68 the network connected the incoming vectors into a common cluster.

Meaning 0.68<p<0.85 indicates that the network divides the set into two clusters, one of which is
easily separable, while the other consists of the remaining elements. Division into three clusters occurs
when the value is 0.85<p< 0.9. When there is a further increase p>0.9, the network begins to create an
increasing number of clusters, i.e., the initial sample is divided into many small groups. It should be
noted that Fuzzy ART has a number of positive functional characteristics, including stability, fast con-
vergence, and clear dependence on the selected learning rate. However, during the experiment, it be-
came clear that the functions used by Fuzzy ART for selection, learning, and matching can lead to
high sensitivity to the order of the indicators provided. It was noted that if the data is fed into the input
in a random order (shuffled) at the beginning of operation, the distribution across clusters will be
much better. To solve the problem of uncontrolled growth in the number of clusters, this study propos-
es using the post-processing method [32 — 34], which allows the number of clusters to be limited to a
specified value. However, it may not be known in advance what number to use to limit the number of
clusters created. Therefore, this study proposes a special method for recalculating the similarity pa-
rameter p (which is responsible for the number of clusters). According to this method, it is proposed to
set the maximum permissible number of clusters K at the initial stage of the algorithm and set the
similarity parameter p very close to 1. If, during the execution of the next stage, the vector does not
correspond to any of the existing clusters and the maximum possible number of clusters K has been
reached, then a new cluster cannot be created. Thus, a new cluster will be created, but the total number
of clusters will not change. The proposed approach to limiting the number of clusters is sufficiently
versatile and can be easily applied to modify the training of any network of the ART family. Let us
now present general recommendations obtained as practical results in the course of a computational
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experiment concerning the FuzzyART network, which was engaged in processing a constant data
stream. In each specific case, the network should be selected based on the type of indicators and the
operating mode in which it functions. The Fuzzy ART network is very sensitive to the order of input
data organization, based on which it is capable of generating and obtaining different results of the clus-
tering process. Therefore, at the initial stage, it is recommended to perform several iterations in batch
mode (not online).

Select or set training speed parameters § It depends on the type of task being performed in the
process. Here, a low initial learning rate allows you to identify general patterns in the results obtained,
while a high rate allows you to quickly catch and adapt to existing trends.

Apply the strategy of adjusting the similarity parameter p. Specifically, at the beginning of the
algorithm, set the maximum number of clusters K, and set p=1. If it is necessary to create during the
operation of the algorithm (K+1)-ht cluster (i.e., the algorithm cannot classify the input vector into
existing clusters), it is necessary to reduce the parameter p and repeat the procedure again. The param-
eter will decrease until the input vector is assigned to one of the existing clusters. At the same time, if
in the process of decreasing p the prototypes of any two of the existing clusters become similar in
terms of the current value of the similarity criterion, then these two clusters should be merged into one
common cluster. When the network has low indicators § it works slowly and has long cluster migra-
tion, so Fuzzy-ART is only used for data that comes in a large but discrete stream (like sensor readings
taken a few times a day). In this case, the data can be processed in batch mode. In a scenario where
noise spikes occur in the indicator stream, with the appearance of atypical input vectors that are re-
membered by new clusters, the cluster limit may be exceeded. Therefore, when analyzing the results,
the expert will either study the small clusters that have appeared (if one of the goals of the analysis is
to find anomalies in the data), or delete them (so that they do not create unnecessary noise), or reduce
the requirements for the number of clusters. The latter approach, given the chaotic order of input data,
will lead to the absorption of small clusters by the main clusters. The most commonly used quality
metrics in clustering tasks are the average intracluster distance, which must be minimized, or the aver-
age intercluster distance, which is maximized. The silhouette coefficient metric [31] combines both of
these approaches in a sense, which is why it is proposed for use in evaluating the quality of clustering.
The silhouette coefficient is used to evaluate the difference between objects within clusters and objects
in other clusters. The silhouette coefficient can range from —1 to 1. The higher the silhouette coeffi-
cient, the better the quality of the clustering. Negative values indicate poor or incorrect clustering, val-
ues close to zero indicate overlap and superimposition of clusters, and values close to 1 indicate tightly
grouped clusters. In the future, the quality of the developed algorithms will be evaluated using this
metric.
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E. Zabarna, O. Timchinsky, O. Bondar, V. Ovsiychuk. Complexity of cyber-physical digital marketing product development
projects. The article shows that the relevance of the study is due to the increasing complexity of IT projects aimed at developing cyber-
physical products in the field of digital marketing, which combine hardware components, sensors, software, analytical modules and elements
of artificial intelligence. It is substantiated that such projects are characterised by a high level of integration between the physical and digital
environments and a multi-team structure, which complicates the management process. It is revealed that the key problem is ensuring
effective inter-team communication and synchronisation of actions between groups of developers, marketers and analysts, since any changes
in technical or software components without timely coordination create risks of asynchrony, loss of data, requirements and violation of the
deadlines for completing the IT project. The research objective is formulated, which is to substantiate approaches to improving
communications management in IT projects for the development of cyber-physical digital marketing systems by creating an integrated
intellectual model of information interactions between teams. To achieve the goal, modern scientific approaches to managing complex
multidisciplinary IT projects are analysed, and the features of communications in cyber-physical systems are highlighted. A model of the
communications system is proposed, which includes three levels: infrastructure, information-communication, and analytical. The principle of
constructing a network map of interactions between teams is developed, in which each connection is characterised by the frequency, delay
and quality of exchange. A mathematical model of the communications graph G (V, E, W) is constructed, taking into account weight
coefficients reflecting the intensity of information flows. The application of methods of intelligent data analysis and artificial intelligence for
automatic detection of risk relationships, analysis of the state of information flows and formation of management recommendations was
introduced. The possibilities of using the constructed system for automating the management of multi-team IT projects, forecasting
asynchrony risks and increasing the efficiency of decision-making in the process of developing complex cyber-physical products were
analysed.

Keywords: cyber-physical product of the project, complex IT project, multi-team development, communications, digital marketing,
inter-team interaction, artificial intelligence

Introduction

The product of digital marketing IT projects is often a cyber-physical system that combines physi-
cal devices, sensors, digital models, artificial intelligence algorithms, and network interaction. Examples
include interactive AR shop windows and “smart mirrors”. Such a system allows the user to interact with
the product in real time — for example, to “try on” clothes or cosmetics using augmented reality, observ-
ing the integration of their own reflection with virtual models. A cyber-physical product consists of
hardware, which includes a mirrored touchscreen display, RGB and depth cameras, lighting, motion sen-
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sors, controllers, and a microcomputer (e.g., NVIDIA Jetson or Raspberry Pi), and software, which in-
cludes computer vision modules, AR visualisation systems, product model databases, user behavior
tracking and analytics algorithms, as well as APIs for integration with the brand’s e-commerce plat-
forms.

It is important to distinguish between the concepts of a hardware-software complex and a cyber-
physical system. The first term refers to the technological integration of hardware and software that
performs a specific function. A cyber-physical system, on the other hand, is a more complex entity
with elements of Al as it involves the interaction of physical processes with digital models in real
time, state analytics, and the adaptation of system behaviour to external conditions, as shown in [1]. In
the following discussion, the term cyber-physical system is used, as it more accurately reflects the in-
tellectual nature of the product.

Three main teams are involved in the IT project to develop such a cyber-physical system: a
hardware development team responsible for assembling the housing, sensors, electronic modules, con-
nections, and creating prototypes; a software development team that implements computer vision, AR
visualisation and analytics; and a brand marketing team that develops user interaction scenarios, visual
product models and content strategy.

The complexity of such projects lies in the high level of integration between different technologi-
cal domains — from electronics and brand marketing to artificial intelligence — and the need to ensure
the synchronised work of several interdisciplinary teams. Any change in technical design or visualisa-
tion algorithm can affect the marketing concept or hardware interface requirements. An additional
complexity is created by the need for continuous coordination between these teams, as all changes
must be promptly recorded, agreed upon, and communicated to other project participants for the cor-
rect updating of decisions and continued development based on current data.

This is a complex and non-trivial task, as it requires simultaneous management of technical, commu-
nication and time dependencies. To solve this problem, it is advisable to develop a project communication
management model that will ensure automated synchronisation of interaction between teams. Such a model
should use intelligent data analysis methods and artificial intelligence systems to monitor information
flows, identify critical messages, warn of inconsistencies, and support real-time decision-making.

Analysis of literature data and problem statement

Articles on the management of IT projects for the development of cyber-physical systems pay
particular attention to the complexity of their organisation and team coordination. The paper “Enhanc-
ing Project Management for Cyber-Physical Systems Development” [2] identifies that the main prob-
lem with such projects is the combination of different domains — hardware, software, communication,
and analytics — within a single life cycle. The authors note that classic IT project management meth-
odologies, focused solely on software, do not take into account the physical part of the system, which
leads to conflicts in planning, integration, and testing. The complexity is compounded by the different
work rhythms of the teams: electronics engineers work with longer production cycles, while software
developers use agile approaches. To address this imbalance, a hybrid management model has been
proposed that combines elements of PMBOK [3] and Agile, creating a unified plan for integrating the
hardware and digital parts of the system.

The same authors, in [4], emphasise that managing projects to create cyber-physical systems re-
quires modifying classic PMI processes. The authors highlight the problem of communication between
teams from different domains — software, hardware and analytical. Information barriers arise due to
differences in terminology, testing methods, and reporting formats. To overcome this, a communica-
tion integration model is proposed in which all teams use a common management platform that syn-
chronises changes in requirements and automatically updates project documentation. Such a platform
effectively acts as the “digital core” of a CPS project, preventing information loss between teams and
increasing process transparency.

The study [5] describes the practical difficulties that arise when creating complex cyber-physical
products. The authors emphasise that the difference between such projects and conventional IT pro-
jects lies in the need for the synchronous development of three layers of the system — physical, soft-
ware and network — each of which has its own dynamics of change. The main difficulty lies in ensur-
ing the coherence of the architecture and managing the interdependencies between these layers. The
paper describes the automation of management through the implementation of a “Digital Thread” — an
end-to-end digital model that tracks changes at all stages of the CPS life cycle. The use of artificial
intelligence elements, in particular machine learning methods, allows predicting integration risks and
optimising the testing process of hardware and software components.
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The analysed articles note that IT projects for the development of cyber-physical systems are
characterised by increased complexity due to their multidisciplinary nature, the synchronisation of dif-
ferent types of teams, and the need to integrate physical and digital environments. The complexity of
an IT project may be determined by the need for additional research to reduce uncertainty, as shown in
[6]. At the same time, automation of management and the use of Al are considered key factors in im-
proving the efficiency of such projects and reducing both risks and uncertainties in their implementa-
tion.

Therefore, the issue of communication management in complex IT projects was further consid-
ered. In article [7], communication is defined as a fundamental process that builds trust, mutual under-
standing, and motivation within a team. The authors emphasise that in the context of distributed and
virtual IT teams, the complexity lies in maintaining a single information space when team members
are in different time and cultural contexts. The main problem is identified as fragmented communica-
tion, which leads to information loss and destabilisation of processes. To overcome this, a two-
component communication management model is proposed: interpersonal (human) and organisational,
covering information flows, tools, exchange structure and feedback control. The authors analyse a
number of communication management models, from the classic one based on communication plan-
ning to modern integration approaches that involve the use of Jira, Trello, Slack or Confluence plat-
forms. It is important to emphasise the capabilities of artificial intelligence, which can automate the
analysis of communication flows and identify information gaps to improve team coordination.

Another point of view is presented in the work of V. Bannikov [8], which focuses on the practical
aspects of coordinating communications in complex projects. The author describes communication as
a multi-level mechanism that includes the collection, systematisation, analysis, and transfer of infor-
mation between all participants. The problem is identified as the lack of a systematic approach to
communication management, where each team acts autonomously. The solution proposed is to devel-
op a structured communication management plan covering the stages of initiation, planning, control,
analysis, and closure. The plan involves the creation of an information and technology model of com-
munication with a clear distribution of responsibilities. To avoid errors and data loss, it is recommend-
ed to use communication matrices and electronic message logs. The author believes that only on the
basis of a detailed communication system is it possible to effectively coordinate complex IT projects.

In the article “The Role of Communication Management Within the Virtual Team in an Interna-
tional Projects-Based Organisation” [9], researchers analyse the problem of information asymmetry,
which is particularly acute in international distributed teams. The complexity lies in uneven access to
information due to time zones and cultural differences. To solve this problem, they propose the im-
plementation of a “Communication Governance Framework” — a digital communication management
system that includes a monitoring panel, automatic logging of discussions, and activity analytics. Such
a system acts as a central hub that synchronises data exchange between teams and allows managers to
identify information delays in real time.

Research [10] highlights the relationship between communications and risk management. The au-
thors note that the lack of integrated channels between parallel teams creates hidden risks. To mini-
mise them, they propose introducing a continuous data exchange mechanism between projects based
on a centralised knowledge base. This allows for the synchronisation of management decisions and
reduces task duplication.

In article [11], the authors focus on the cultural aspect of communications and the role of a man-
ager’s “soft skills”. The authors emphasise that even with digital tools, communication remains pri-
marily a human process, where emotional intelligence and the ability to build trust are critically im-
portant.

All of the articles analysed share the common idea that communication is a system-forming fac-
tor for complex IT projects. Their complexity lies not only in technical barriers, but also in interper-
sonal interaction. The authors point to the need for automation of communication management, devel-
opment of integrated digital platforms, and use of intelligent message analysis algorithms to predict
information gaps and improve team coordination. Such a solution is a necessary condition for the suc-
cess of modern IT projects, especially in the context of multi-team interaction and a highly dynamic
environment.

Purpose and objectives of the study

The purpose of the study is to justify communication measures in projects for the development of
complex cyber-physical digital marketing products in order to ensure effective multi-team interaction.
Achieving the stated goal will ensure the fulfilment of tasks related to the development of the structure
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and content of the communication system for IT projects for the development of complex cyber-
physical products.

Justification of the approach to managing the information environment of IT projects for
the development of cyber-physical digital marketing products

As revealed by the review and analysis of literature sources, the complexity of managing projects
for the development of cyber-physical products lies in their multi-team nature, namely in the complex-
ity and inefficiency of communication between all teams. Therefore, the effectiveness of managing
such projects directly depends on a high-quality communication system [12].

The communication system for an IT project to develop a cyber-physical system in the field of
digital marketing should be an integrated intelligent communication and analytical platform that not
only ensures the transfer of information between teams, but also the automatic collection, structuring
and analytical interpretation of data from the project environment. Its structure consists of three levels:
infrastructure, information and communication, and analytical (intellectual).

At the infrastructure level, the system provides physical interaction between teams through a cen-
tralised data transfer environment. All teams — hardware, software, and marketing — connect to a sin-
gle network infrastructure that supports both wired and cloud connections. This level is responsible for
unifying data formats, synchronising file storage, maintaining change logs, and ensuring secure access
to project information.

The information and communication level is the central part of the system, which performs the func-
tions of collecting, filtering, and routing messages. All data generated in team environments (Jira, Git, Fig-
ma, Slack, Confluence, CAD systems) is automatically transferred to a centralised communication reposi-
tory. Here, the system classifies content by type (technical changes, marketing decisions, graphic updates,
defects, requirements, etc.) and establishes links between different types of messages [13].

A general view of such a network map is shown in Fig. 1. To ensure traceability, all communica-
tions are visualised in the form of a network map of interactions, showing the links between teams, the
frequency of exchange, and the degree of information saturation of each node. The physical interaction
between teams in the figure is graphically presented as directed lines. The direction indicates where
and to whom the information is sent. The thickness of the lines indicates the intensity of such interac-
tions; the thicker the line, the more intense the interaction. The dotted line indicates the discontinuity
and instability of such interaction. The color indicates which department formed the corresponding
communication. Additionally, on the network map of interactions, “alarmist” yellow or red marks may
be provided near the lines of interaction between departments to signal a conflict of the information
provided, or its critical delay. For a specific project, together with the network map, an appropriate
dictionary of conventional symbols and images is created.
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Fig. 1. General view of the network map of interactions between teams in a cyber-physical digital marketing
product development project

[HOOPMALIMHI TEXHOJIOT'TT



ISSN 2076-2429 (print) . . . 155
ISSN 2223-3814 (online) Proceedings of Odessa Polytechnic University, Issue 2(72), 2025

Based on the network map, it is possible to calculate the necessary metrics of information interac-
tion for a multi-team project, which are presented in Table 1.

Table 1
Key metrics of information interaction in a multi-team project
Metric What it shows
Degree Centrality Number of connections for each parthpaqt (how active they are in terms
of communication)
Betweenness Centrality | how much a participant acts as an “intermediary” in communications between others
Closeness Centrality how quickly information from a participant can reach others
Edge Weight the intensity of communication between pairs
Density overall level of interaction within the team (0-1)
Modularity / Clusters how “sub-teams” or “interest clubs” are formed
Information Flow Index speed of information transfer between teams (calculated based on time logs)

Based on this, the following management issues can be identified:

— find isolated nodes (teams that interact little);

— identify overloaded nodes (where there is too much communication and a risk of loss);

—reveal gaps in connections between key domains (e.g., Hardware «» Marketing);

— find time lags in communications (delays between a change and notification of it).

To build a network map of interactions in an IT project for the development of a cyber-physical
digital marketing product, data on communications between teams and their members is required. This
does not necessarily have to be correspondence; it can be any form of interaction that can be recorded
as an event in the space “who < with whom < about what < when”. Such data is recorded in a
communication table, an example of which is given in Table 2.

Table 2
Typical data from the “Project Communications Table”
Category Source Format Example
Task Jira / Trello JSON / CSV Task ID, Author, Assignee, Time, Comments
Code GitLab / GitHub Logs Commit author, reviewers, merge requests
Documents Conﬂue]r;)ecé Google API export Co-authorship, comments, edit times
Communications | Slack / Teams / Email Chat logs From, To, Timestamp, Message text
Meetings Google Meet / Zoom | Calendar logs Participants, Duration, Agenda

Testln%C/Sanalyt- CI/CD, QA logs CSv Pipeline triggers, responsible team

In a real IT project, such a table is filled from project management systems (Jira, GitLab, MS
Teams, Confluence, Slack) [14].

Metadata collection plugins can be used that do not violate confidentiality and only record met-
rics: who, when, with whom, through which channel, how often.

For the study, a synthetic dataset was created based on simulation (simulation data for 3 teams,
15 participants, 500 communications). This made it possible to demonstrate the principle of the model
without interfering with real processes.

As a result, the interaction graph is not just a “picture” but an analytical model in which each
edge has a mathematical weight.

That is, graph G can be represented as:

G=(V,EW), (1)
where:

V' is a set of vertices, in our case, teams or key project participants, for example:
V ={HardwareTeam, SoftwareTeam, MarketingTeam} ;

E is a set of edges, i.e. pairs of vertices between which there is communication, for example:
E ={(Hardware, Software),(Software, Marketing),(Hardware, Marketing)};

W — a set of weights characterising the intensity, delay or quality of communication.
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Thus, each edge Ej; has its own weight WWj;, which can be one-dimensional or a vector depending
on the complexity and depth of the analysis.

The graph can also be overlaid (as shown in Fig. 1) with:

— colors — type of communication (technical, managerial, marketing);

— line thickness — frequency or volume of exchange;

— node size — level of communication activity;

— centrality indices — importance in the network (who is the “bottleneck”).

In addition to visualisation, you can calculate:

—Communication Density — how integrated the team is;

— Information Delay Index — average response time between teams;

— Dependency Entropy — degree of uncertainty in connections (variation in exchange frequency);

— Centrality Index — who actually controls the information flow, even if they are not formally a
manager.

Note that a verbal description of communications (for example, “the marketing team agrees on
changes with the programmers”) only provides the logic of the process. It does not show:

— the actual intensity of the exchange;

— who is actually the center of influence (rather than the formal manager);

— where there are gaps or delays in the transmission of information;

— whether there is excessive communication that slows down work;

— which nodes become risk points for information overload.

In contrast, a graph model provides a quantitative picture that can be measured, compared, and
predicted. It allows you to:

— see the “real state of interaction” rather than the one described in the documentation;

— predict the risks of communication gaps (based on a decrease in communication intensity);

— track team synchronisation;

— receive automatic recommendations from Al, for example:

“The intensity of communication between Hardware Team and Marketing Team has decreased
by 40%. The probability of an asynchronous release has increased to 0.7”.

At the analytical (intellectual) level, artificial intelligence modules perform intelligent analysis of
communication content. Using natural language processing (NLP) technologies and analytical models,
the system automatically identifies potential conflicts between teams, task duplication, coordination
delays, or conflicting requirements. To do this, it uses a multi-layer neural network that analyses text
messages, code comments, documentation updates, and test reports. The result of the analysis is intel-
ligent signals — automatically generated recommendations to the IT project manager on the need to
coordinate, prioritise changes, or adjust the team interaction plan.

To implement this, the following system functionality was proposed:

— real-time communication monitoring with automatic identification of critical messages and
risky exchange nodes;

— a system of notifications about detected inconsistencies or information gaps between teams;

— an intelligent assistant to the IT project manager, which generates recommendations based on statis-
tical analysis and machine learning (for example, “the delay in synchronising the hardware design with the
AR module exceeds the acceptable threshold — it is recommended to convene an inter-team session”);

— a communications control panel that displays the status of team interaction in the form of inter-
active graphs, data exchange dynamics, and consistency indicators.

This system eliminates the human factor in terms of losing or ignoring important messages and
creates a closed loop of information management, where any change in one part of the project (team)
is automatically reflected in all others. The use of artificial intelligence models allows us to go beyond
passive data storage and ensure active communication management — to anticipate risks, identify in-
consistencies, and support the IT project manager in making timely and informed project decisions.

Development of a network interaction map as an element of complex IT project management

As mentioned earlier, the information and communication level is the central part of the cyber-
physical product development management system of a multi-team IT project. The project tasks in-
volve the participation of three independent but interrelated teams: hardware, software, and marketing.
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The main task of the analysis is to identify the effectiveness of communication between these teams
and to formulate management recommendations to reduce the risks of asynchronous work [15].

A network communication map allows formalising relationships, measuring their intensity, iden-
tifying central nodes, and identifying weaknesses in interaction.

To build the interaction map, a mathematical model based on graph theory is used, where the pro-
ject communication network is defined as (1).

The weight of each connection is determined by the formula:

VV;/' = a‘f;j _Bli/' + qu-,- 5 (2)

where:
/f; 1s the average frequency of communications between teams i and j (messages/day);

[, — average delay in responses (hours);

g, — interaction quality (0 — 1), and the coefficients a,3,y are set experimentally: for example,
a=1.0,3=05,y=2.0.

Communication parameters taken into account in the model:

— frequency (f;) — reflects the intensity of exchange between teams;

— delay (/;) — average time between request and response;

— quality (g;) — subjective assessment of the completeness and accuracy of responses;

direction — oriented communication (from source to receiver).

Based on these parameters, a synthetic dataset (Table 3) was created for communication model-
ling.

Table 3
Synthetic dataset of project communications
Day Sender Recipient Messages Delay (hours) Quality (0—1)
1 Hardware Software 1 2.1 0.92
1 Software Marketing 3 8.5 0.60
1 Hardware Marketing 1 10.2 0.55
2 Software Hardware 7 3.1 0.88
2 Marketing Software 2 7.4 0.65

The data undergoes preliminary processing: cleaning, normalisation and aggregation to average
the parameters over time intervals.
A relationship matrix is constructed based on the processed data:

Command — | HW | SW | MKT

e R

HW - 1851 07

o S

SW 1791 — 135

CMKT 109 112 -

Next, the weights of the connections between nodes are calculated using the above formula. For
example, for the Hardware—Software connection, where f, =8.5, [, =2.1, ¢, =0.92:

W,

HW,SW

=1.0x8.5-0.5x2.1+2.0x0.92=9.79.
Sets of nodes, edges, and weights are formed:
V ={HW,SW, MKT}, 3)
E ={(HW,SW),(SW, MKT),(HW, MKT)}, 4
W ={9.79,2.10,—-1.85} .

The analytical model of the graph allows network metrics to be calculated.
Centrality determines which team has the most connections.

Clustering coefficient shows the degree of node grouping in a subnetwork.
Density characterises the degree of network connectivity:
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2 |E |

AT ©)

where:

|V] is the number of nodes (participants or project teams);

|E| is the number of connections (actual channels of interaction between them).

The multiplier 2 in the numerator takes into account that the connections are bilateral (for exam-
ple, “Hardware <> Software”).

Network density is one of the basic indicators in sociometry, organisational structure analysis,
and project communications. It shows how fully all project participants actually interact with each
other. In our case (an IT project for the development of a cyber-physical product), this metric
measures: “what proportion of possible connections between teams is actually used for communica-
tion”. In other words, if three teams (hardware, software, marketing) could have three bilateral connec-
tions but actively communicate only through two, the density will be less than 1, meaning there is a
“gap” in communications within the system.

The value of D always belongs to the interval from 0 to 1:

— D = 1.0 — the network is fully connected: all participants interact with each other regularly;

— D = 0.5 — partial communication: half of the possible connections actually work;

— D < 0.3 —weak connectivity: information circulates only through individual intermediaries;

For example: “The current communication density between IT project teams is 0.58. Recommen-
dation: increase interaction between Software Team and Marketing Team through joint stand-ups or
short synchronisation sessions”. Thus, D is a quantitative measure that transforms “invisible” commu-
nication problems into a measurable management indicator.

Centrality analysis may show that the marketing team has only weak inbound connections, and is
therefore a peripheral node and a potential source of asynchrony.

Based on the metrics, critical ties are identified — those with a weight below the threshold value
(e.g., W<2.0). Such ties are subject to managerial intervention.

For clarity, the graph is visualised: the thickness of the edge is proportional to the weight value,
the color indicates the status of the link (green — stable, yellow — risky, red — critical), and the direction
of the arrow corresponds to the initiator of communication.

The critical state can be specified by the system by subtypes:

— unsatisfactory — the connection does not provide data exchange or distorts information;

— dysfunctional — formally exists but does not perform its functions (messages do not arrive, long
delays);

— ineffective — communication is of low quality or frequency;

— faulty — communication is unstable over time.

Based on the simulated synthetic dataset, all the necessary indicators were calculated to build a
network map of IT project interactions, which are summarised in Table 4.

Table 4
Calculated indicators of communication activity in the project environment
No Sender Recipient Number of Average Communica- Intensity
. messages delay, tion quality
No hours rating (0-1)
1 HardwareTeam SoftwareTeam 36 1.2 0.9 0.82
2 HardwareTeam | MarketingTeam 15 4.5 0.6 0.41
3 SoftwareTeam HardwareTeam 32 1.0 0.92 0.85
4 SoftwareTeam MarketingTeam 48 2.8 0.8 0.67
5 MarketingTeam SoftwareTeam 20 3.6 0.75 0.55
6 MarketingTeam | Hardware Team 12 5.0 0.5 0.3
7 | ProductManager | Hardware Team 18 1.8 0.88 0.76
8 | ProductManager | Software Team 25 2.0 0.9 0.78
9 | ProductManager | Marketing Team 30 1.5 0.95 0.84

After that, based on Table 4, a network map of the project was formed, which is presented in Fig. 2.
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Fig. 2. Calculated network map of the IT project (the symbols and interaction lines shown correspond to Fig. 1)

The interaction network map (Fig. 2) was built for an IT project to develop a cyber-physical digi-
tal marketing product. It reflects the intensity and directions of information exchange between three
teams: software and hardware development, marketing, and the Product Manager, who coordinates
their interaction. The Product Manager is at the center of the map because this project is distinctly
product-oriented, as the end result is not just a system but a commercial interactive product (AR
showcase or "smart mirror") that integrates technology, design, marketing and user experience. There-
fore, it is the Product Manager who is the link that coordinates the requirements of the market, the
marketing team, and the hardware and software development teams. They define the product vision,
functionality, usage scenarios, and priorities. The Project Manager is still present in such a system, but
they manage deadlines, resources, risks, and plans, and in this case, they are not the center of commu-
nication between teams. Their role is organisational.

The number of arrows on the map corresponds to the number of fixed communication directions
in Table 3. Each arrow shows the existence of real information exchange between two teams. Where
the exchange is mutual, the arrows are bidirectional, indicating active two-way communication, for
example between the hardware and software teams. If the arrow is unidirectional, this indicates asym-
metry in the interaction, where one team initiates the exchange more often or transmits more infor-
mation than it receives, which may be a sign of communication imbalance.

The color of the arrows reflects the status and quality of the connection. Green lines indicate sta-
ble connections with high-quality information exchange and minimal delays, such as between hard-
ware and software teams. Yellow arrows indicate risky communications — delays in response, low fre-
quency of contact, or partial loss of context, which is typical for communication between software and
marketing teams. Red lines indicate unsatisfactory or failed communication, for example between the
marketing and hardware teams, where the frequency of interactions is low and delays are significant.
This color signals the need for project manager intervention to restore full communication.

The numbers on the arrows reflect the weight of the connection — a calculated communication in-
tensity coefficient that combines message frequency, exchange quality, and average delay time. A val-
ue close to one indicates high intensity and stability of exchange, while low values signal weak or un-
stable interaction. These values are calculated automatically based on data from corporate communica-
tion platforms such as Jira, Slack or Teams.

For a project manager, such a map is an analytical tool that allows them to quickly identify bot-
tlenecks in the interaction between teams. If, for example, the connections between the marketing and
hardware teams have a low weight or are colored red, it means that changes in software logic or AR
content are not synchronised with marketing scenarios. In this case, the manager can quickly schedule
a short inter-team meeting or appoint a coordination specialist.
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It is advisable to calculate such a map regularly — at least once per sprint, and in intensive pro-
jects with parallel development of hardware and software — weekly, in order to record the dynamics of
changes in communication links. It is not necessary to show the map directly to the teams, as it per-
forms an analytical function for the manager. However, aggregated results, such as a decrease in inten-
sity or an increase in delays, can be demonstrated at retrospectives as objective indicators of team in-
teraction. Thus, the network map is not only a visualisation but also a tool for managing the quality of
communication in a complex IT project.

The resulting graph allows the IT manager to immediately identify weak communication chan-
nels, assess the level of interaction between teams, and determine the need for synchronisation actions
(additional meetings, clarification of technical requirements, or automatic notification via IS). Thus,
the communication network map transforms subjective team interaction processes into a formalised
analytical model suitable for monitoring, risk forecasting, and supporting management decisions in
complex IT projects.

Conclusions

The study found that the complexity of IT projects for the development of cyber-physical digital
marketing products is due to the high level of integration of various technological components, the
multi-team development structure, and the need to maintain constant synchronisation between the
physical, software, and marketing parts of the product. Unlike classic IT projects, which are dominated
by software development, cyber-physical systems combine hardware devices, sensors, analytical mod-
ules, artificial intelligence algorithms, and elements of real-time user interaction. This creates funda-
mentally new requirements for information flow management, transforming communication between
teams from a supporting process to a central element of the entire project’s effectiveness.

The main factor complicating such IT projects is the need to ensure coherence between teams
with different profiles that use different tools, methodologies, and languages to describe results. Any
change in one of the subsystems, for example, in the design of a perception sensor block or in AR vis-
ualisation, instantly affects other components of the system, creating cascading risks for the entire pro-
ject. Therefore, the key area for management optimisation is the development of an intelligent com-
munication system that provides automated monitoring, analysis and visualisation of interactions be-
tween teams.

The practical implementation of the network communication map has demonstrated that the tran-
sition from descriptive management methods to analytical and visual ones allows complex communi-
cation processes to be transformed into an objectively measurable system. The constructed map re-
flects the actual intensity, frequency, delays, and quality of information exchange between teams, and
also allows identifying central nodes and weak links that require intervention. In particular, the appli-
cation of a formalised graph model G(V, E, W) made it possible to calculate the weight coefficients of
connections and network metrics such as communication density, centrality, and clustering coefficient.
This provides the ability to quantitatively analyse interactions that were previously assessed only intui-
tively.

The system’s intelligent modules, based on machine learning and natural language analysis tech-
nologies, provide automatic detection of risks of asynchrony, information gaps, and potential conflicts
between teams. The analytical data obtained allows for the generation of management recommenda-
tions in real time — for example, on the need for urgent coordination of changes or a synchronisation
session. Thus, the network map of interactions not only performs a visualisation function, but also be-
comes an integrated component of the management decision support system.

An important advantage of the developed approach is the transition to proactive communication
management, where the system not only records the facts of communication, but also predicts possible
failures and provides analytical signals to the manager about the need for intervention. This signifi-
cantly increases the resilience of multi-team IT projects to dynamic changes in the environment and
reduces the risks of asynchrony in development. Thus, the construction of a network communication
map and the implementation of an intelligent analytical system become an effective tool for improving
the manageability, coordination, and adaptability of IT projects for the development of cyber-physical
digital marketing products, which is a necessary condition for their successful implementation in the
digital economy.
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KAN-TYPE NEURAL NETWORK MODEL FOR ECG SIGNAL
ANALYSIS AND CLASSIFICATION

/. Kowymina. Heiipomepe:xkeBa wmonenb KAN-tumy aiusi amamizy Ta kiaacupikanii curmanie EKT.  [locrmimkeHHs
€JICKTPOKApAiorpaM Ma€ KPHTHYHE 3HAUCHHs JUIS JiarHOCTHKH CEpIeBO-CyJHHHUX MATOJIOTiH, OCKINBKH TOYHE BHAITEHHS JIOKAIBHUX
ocobaMBOCTel curHary 3abesnedye HaAiiHICTh Knacudikanii apuTMiid. AKTyanbHICTh poOOTH 00yMOBIIEHA TOTPEOOIO Mi[BUICHHS TOYHOCTI
ABTOMAaTH30BaHHMX CUCTEM, 3[aTHHX NPALFOBATH i3 CErMEHTAMU CHIHAJIIB Pi3HOI JOBXMHHU Ta B yMOBaX LIyMOBOIO BIUIUBY. MeTO0 po6oTH €
PpO3po0OKa MoJielli Ha OCHOBI 0araTomrapoBOro MeprenTpoHa 3 J0JaTKOBHM IIapoM, 10 KOMOIHye paiianbHi 6a3ucHI (yHKIT Ta BeWBIET-
HIEPETBOPEHHS UL TOYHOTO BUSBIIEHHS JIOKAJIPHHUX OCOOJIMBOCTEH CHTHANYy. 3aBaHHS BKJIIOYAIH MIATOTOBKY Ta HOpMali3alilo CETMEHTIB
CHTHAJIB, EKCIIEPUMEHTAJIbHE MOPIBHIHHS Pi3HUX THIIIB BEHBJIETIB 1 piBHIB iX JeKoMmo3uiii, BUOIp 4ncia GpyHKIIN y 10JaTKOBOMY Iuapi Ta
OLHKY BIUIMBY apXiTeKTYpHHX IapaMeTpiB Ha TOYHICTh Kiacudikamii Ta MBHAKOAII0 Mojenedl. MeToanm ROCTiIKEHHS Hependadanu
00poOKy CHTHAIB i3 BiIKpUTOI 0a3M [aHMX, HOpMAJIi3allif0 3HA4Y€Hb CEIMEHTIB y BW3HAYCHOMY [iana3oHi, moOyIoBy Mojened i3
3aCTOCYBAHHSAM 0araToKIacoBOi (DyHKIT BTpAT i METOIB ONMTHUMI3allii TPAJIEHTHOTO CITyCKY, & TAKOXK OLIHKY e(heKTHBHOCTI Yyepe3 TOYHICTh
ki1acuGikarii i MoKa3sHUKH 30aJaHCOBAHOI TOYHOCTI JUIS CEIMEHTIB 31 NITyHOYKOBUMH IOPYIIEHHSMH PUTMY. Pe3ynpraTn mokasamu, o
iHTerpamnis JoJaTKOBOTO IIapy 3 pafialbHUMU 0a3UCHUMH (QyHKIISIMH 1 BeHBIIET-IEPETBOPESHHSM I IBUILY€ TOUHICTh KIacH(iKarii apuTMii,
3abesreuye CTabLIBHICT, MOJENCH MpH 3MiHI MapaMeTpiB CErMEHTAllli Ta HAsABHOCTI LIyMy, a TAKOX J[AO03BOJSE €()DEKTHBHO BHILISITH
JIOKalbHI OCOOIMBOCTI CHUTHaly. 3acTOCYBaHHS pI3HMX THIIIB BEHBIIETIB i DIBHIB JEKOMIIO3MI{ JO3BOJISIE JOCSAITH ONTHMAILHOTO
CHIBBITHOILICHHS] TOYHOCTI Ta IIBUAKOIII Mojeneil. HaykoBa HOBW3HA moJsirae y MOEJHAHHI paliajibHUX Oa3uCHHUX (YHKLIH i3 BEHBIICT-
MEPETBOPEHHSM ISl TIOKPAIICHOTO BU/IIICHHS JIOKAJBHUX O3HAK CHTHAJIB €IEKTPOKApaiorpamu, 10 3a0e3nedye MiABHIICHY CTIHKICTb 10
myMy. [IpakTidyHe 3HaYeHHS pOOOTH MOJIATae y CTBOPEHHI (EeKTUBHOI METOJHUKHU UL aBTOMATH30BAHOI'O aHANTI3y EJEKTPOKapAiorpam i3
BHCOKOIO TOYHICTIO KJIacu]ikanii apuTMiil.
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D. Koshutina. KAN-Type Neural Network Model for ECG Signal Analysis and Classification. Electrocardiogram analysis is
critically important for the diagnosis of cardiovascular pathologies, as precise identification of local signal features ensures reliable
arrhythmia classification. The relevance of this work is determined by the need to improve the accuracy of automated systems capable of
processing signal segments of varying length under noisy conditions. The objective of the study is the development of a model based on a
multilayer perceptron with an additional layer that combines radial basis functions and wavelet transformation for accurate detection of local
signal characteristics. The tasks included preparation and normalization of signal segments, experimental comparison of different types of
wavelets and their decomposition levels, selection of the number of functions in the additional layer, and assessment of the impact of
architectural parameters on classification accuracy and computational performance. The research methods involved processing signals from
an open database, normalizing segment values within a defined range, constructing models using a multiclass loss function and gradient
descent optimization, and evaluating performance through classification accuracy and balanced accuracy metrics for segments with
ventricular rhythm disturbances. The results demonstrated that integrating an additional layer with radial basis functions and wavelet
transformation increases arrhythmia classification accuracy, ensures model stability under variations in segmentation parameters and noise
presence, and allows effective extraction of local signal features. The use of different wavelet types and decomposition levels enables
achieving an optimal balance between accuracy and computational efficiency. The scientific novelty lies in combining radial basis functions
with wavelet transformation to enhance the detection of local electrocardiogram signal features, providing increased noise robustness. The
practical significance of the study is the creation of an effective methodology for automated electrocardiogram analysis with high arrhythmia
classification accuracy.

Keywords: electrocardiogram, multilayer perceptron, MLP-KAN, additional layer, wavelet transformation, radial basis functions,
classification, accuracy

1. Introduction

Electrocardiographic (ECG) signals are a primary diagnostic tool for monitoring cardiac activity
and detecting rhythm disturbances. Accurate analysis of ECG signals is crucial for early identification
of cardiovascular pathologies, as subtle variations in wave morphology can indicate serious conditions
[1]. Traditional signal processing techniques, such as digital filtering, morphological feature extrac-
tion, and R-peak detection algorithms — including the Pan-Tompkins approach and wavelet transforms —
have provided reliable tools for feature extraction; however, their performance heavily depends on
preprocessing quality and careful parameter tuning [1].

The rise of high-performance computing has enabled the adoption of machine learning methods,
such as support vector machines, decision trees, and ensemble models, which allow partial automation
of feature extraction. Yet, these models often struggle to capture the complex nonlinear dependencies
and inter-patient variability inherent in ECG signals [2]. Recent developments in deep learning, in-
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cluding convolutional, recurrent, and hybrid architectures, have demonstrated remarkable performance
in ECG classification tasks [3]. Despite these advances, classical multilayer perceptron (MLP) models
and their extensions remain relevant due to their structural simplicity, stability during training, and
precise control over architectural parameters.

An emerging approach involves Knowledge-Augmented Networks (KAN), which integrate MLP
architectures with radial basis functions (RBFs) to enhance the network’s ability to approximate local
signal features [4]. Such models generate localized responses to morphological variations, improving
detection of pathological contractions while preserving overall network stability.

The present study aims to investigate the effectiveness of a KAN-type neural network for ECG
classification, comparing it to conventional MLP models. The research focuses on analyzing the im-
pact of RBF components and wavelet-based preprocessing on model performance, robustness, and
sensitivity to rare pathological events. _

2. Literature Review and Problem Statement e — ors

Electrocardiographic (ECG) signals are a central Swave = —
tool for diagnosing cardiac rhythm and conduction —
disorders. The diagnostic value of ECG relies not on-
ly on the morphology of individual waves but also on
subtle variations in their duration, amplitude, wave-
front slopes, and interval ratios, which are critical for or
detecting early stages of arrhythmias and ischemic e
changes [5, 6]. Preservation of these features depends P
on high-quality preprocessing, making filtering and 7\ ] o
normalization stages essential for maintaining diag- V

iy

sT
Segment

nostically relevant characteristics [7]. Q

Classical ECG processing methods, developed in ®
the foundational works of Pan and Tompkins (1985), qr interval
Tompkins (1993), and studies associated with the
MIT-BIH Arrhythmia Database (2001), established Fig. 1. QRS complex visualization
the basis for QRS complex detection, noise removal,
and standardization of analysis approaches [8, 9]. S6rnmo and Laguna further systematized filtering
strategies, artifact models, and baseline drift correction techniques [10]. Despite these advances, tradi-
tional filters — including low-pass, high-pass, band-pass, and adaptive types — remain limited when
applied to real clinical data containing motion artifacts, myogenic noise, sudden baseline shifts, and
uneven sampling frequency, particularly in long-term Holter recordings [5, 6].

Adaptive filtering methods, such as LMS- and RLS-based algorithms (Widrow, Haykin), enable
real-time spectral adaptation [6]. Kalman filtering and its nonlinear extensions (Extended and Un-
scented Kalman Filters) have been successfully applied to reconstruct P-waves and suppress biome-
chanical noise while preserving QRS complex and ST-segment morphology, as illustrated in Figure 1
[5]. Unlike static filters, these approaches reduce the loss of diagnostically critical features, which is
especially important for long-duration and noisy recordings [1].

Wavelet transforms have been widely adopted for ECG preprocessing due to their ability to rep-
resent signals at multiple scales [7, 11, 12]. Wavelets such as Db4, Db6, or Symlet enable multilevel
extraction of the QRS complex, while adaptive thresholding of coefficients suppresses high-frequency
noise [11, 12]. Multilevel decomposition with subsequent reconstruction preserves small P-wave com-
ponents often lost during classical filtering [7].

Statistical and clustering approaches, including Gaussian Mixture Models (GMM), Hidden Mar-
kov Models (HMM), DBSCAN, and Spectral Clustering, facilitate grouping of cardiac cycles and
identification of pathological thythm patterns, such as atrial extrasystoles or fibrillation episodes [13,
14]. These methods reduce noise influence and structure large datasets, preparing segments for ma-
chine learning models like CNNs, LSTMs, and hybrid architectures [15, 2]. Adaptive clustering com-
bined with dimensionality reduction methods such as UMAP has demonstrated high effectiveness in
analyzing large clinical ECG streams [14, 1].

The introduction of deep learning has significantly advanced automated ECG analysis. Classical
classifiers (SVM, kNN, naive Bayes) were limited in capturing complex nonlinear dependencies in
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high-dimensional ECG time series [15, 16]. CNNs efficiently extract local QRS patterns, while LSTM
and CNN-LSTM hybrids preserve long-term dependencies [17, 18].

Knowledge-Augmented Networks (KAN) integrate MLP architectures with radial basis functions
(RBF), compensating for limitations in modeling local nonlinearities [17, 18, 19]. RBF components
allow the network to adapt to variations in individual complexes, reducing dependence on specific pa-
tients or recording devices. KAN models show improved arrhythmia recognition on noisy datasets
such as MIT-BIH Noise Stress Test Database and real-world clinical streams [17, 20]. Wavelet-based
preprocessing further enhances KAN models by providing a multilevel time—frequency representation
of ECG segments, preserving local morphology and improving robustness to noise while maintaining
computational efficiency [7].

Despite these advances, several challenges remain. Segmentation and normalization parameters
strongly influence QRS morphology, amplitude ratios, and temporal intervals, affecting classification
accuracy and model stability across different devices and patient populations. Real-world ECG signals
often contain electromagnetic interference, motion artifacts, and electrode-related distortions, yet the
robustness of modern neural network architectures — including MLP, RBF-KAN, and wavelet-KAN
models — under such conditions is insufficiently studied. Comparisons between architectures are nec-
essary to determine which approach best balances artifact resistance, training efficiency, and classifi-
cation accuracy.

Thus, the present study addresses the following objectives:

— Evaluate the impact of segmentation, normalization, and noise parameters on model performance;

— Compare the effectiveness of MLP, RBF-KAN, and wavelet-K AN models for ECG classification;

— Improve the reliability of automated cardiac diagnostics;

— Develop practical guidelines for model configuration and preprocessing across clinical scenari-
0s.

3. Aim and Objectives of the Study

The aim of this study is the development and systematic evaluation of a KAN-type neural
network for ECG signal classification, taking into account the influence of segmentation parameters,
normalization methods, and architectural configurations, including RBF and wavelet components. The
research focuses on identifying configurations that provide an optimal balance between classification
accuracy, the network’s ability to capture local time—frequency patterns of the signal, robustness to
noisy data, and training efficiency.

The objectives of the study include:

— preparation of the ECG dataset, including segmentation of signals of varying lengths
(100...250 samples), normalization, and class balancing to ensure a stable foundation for model train-
mg;

— development and tuning of the baseline MLP model, the MLP-KAN architecture with varying
numbers of radial basis functions (RBF: 4, 6, 8), and integration of wavelet preprocessing (MLP-
KAN-WT) for subsequent performance comparison;

— analysis of the impact of segmentation and normalization parameters on model accuracy and
stability;

— investigation of model effectiveness in detecting rare classes (extrasystoles, class V) through
data balancing and F1-score evaluation;

— visualization and assessment of classification results using confusion matrices to compare base-
line MLP, MLP-KAN, and MLP-KAN-WT;

— evaluation of model training time to determine the trade-off between computational efficiency
and processing speed.

4. Materials And Methods

The study utilized the MIT-BIH Arrhythmia Database [9], a standard dataset for ECG-based ar-
rhythmia classification tasks. This database contains recordings of various cardiac rhythms, allowing
modeling of both normal and pathological signals.

Signal segmentation was performed based on R-peaks, as the R-peak represents the most promi-
nent part of the QRS complex, serving as a reliable reference point for defining the start and end of
each cardiac cycle. Segmenting by R-peaks standardizes the length of input signal windows, reduces
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the impact of interbeat variability, and facilitates the extraction of local morphological ECG features.
Figure 1 illustrates an example ECG signal with highlighted R-peaks used for segmentation.

Class labels N (normal rhythm) and V (extrasystoles / premature ventricular contractions) were
converted into numeric format to ensure compatibility with machine learning algorithms. Normal
rhythm (&) includes QRS complexes without arrhythmic signs, characterized by regular heart rates
and stable amplitude-time characteristics. Extrasystoles (V) are premature ventricular beats differing in
shape, amplitude, or RR interval. Although rare, these events are clinically significant. This labeling
approach enables models to learn normal patterns while simultaneously evaluating their ability to de-
tect pathological signals, which is critical for automated diagnostic applications [21].

The dataset was split into training and testing sets while preserving class proportions to provide
representative evaluation of model performance and reduce overfitting risk. To ensure training stabil-
ity and comparability across different signal segments, data normalization was applied. This prepro-
cessing step scales input features to a uniform range, improving convergence during training and the
reliability of performance evaluation.

4.1. Data Preprocessing

Normalization is a critical step for the operation of multilayer perceptrons (MLPs) and KAN-type
neural networks, as these models are sensitive to the scale of input data. ECG signals vary in ampli-
tude due to patient-specific characteristics, sensor placement, and recording conditions. Without nor-
malization, larger amplitude signals could dominate the learning process, leading to biased or unstable
model behavior.

In this study, each ECG segment x =[x,, x,, ..., x,] was rescaled to the range [0,1] using min-max

normalization:

where: x is the original signal value, Xmin and xmax are the minimum and maximum values of the seg-
ment, respectively, and x' is the normalized value [22].

Normalization ensures that models consistently capture both local and global features of ECG
signals. It also improves the comparability of results across experiments, reduces training time, and
enhances generalization to unseen data, which is particularly important for clinical applications.

In addition to amplitude normalization, the dataset was structured to maintain class balance. Ven-
tricular extrasystoles (class V) are less frequent than normal beats (class N), and an unbalanced dataset
can bias the model toward the majority class. The training set was constructed to provide sufficient
representation of rare pathological events, ensuring the model learns to detect clinically significant
anomalies.

4.2. Model Architectures

The multilayer perceptron (MLP) is a fundamental neural network architecture commonly used
for classification tasks due to its ability to model nonlinear relationships between input features and
target classes [23]. The network consists of fully connected layers, where each neuron receives input
from all neurons of the previous layer, applies learned weights, passes the result through an activation
function, and forwards the signal to subsequent layers.

ECG signals were divided into fixed-length windows of 200 samples, each corresponding to an
individual cardiac cycle centered on the R-peak. Such segmentation standardizes the input length, re-
duces interbeat variability, and enables the model to effectively capture both local morphological fea-
tures and temporal patterns of the QRS complex.

In this study, the MLP processes one-dimensional ECG segments of 200 samples, representing
individual cardiac cycles. Input normalization to the 0...1 range standardizes amplitudes across differ-
ent patients and segments, promoting stable training and consistent feature representation [22].

The network comprises two hidden Dense layers. The first layer contains 128 neurons with ReLU
activation, responsible for extracting local morphological features of the ECG, including wave peaks,
slopes, and the overall shape of the QRS complex. A Dropout layer with 0.2 probability follows to
reduce overfitting. The second hidden Dense layer has 64 neurons, also with ReL U activation, and is
followed by a Dropout layer with 0.1 probability for additional regularization.

The output layer consists of two neurons corresponding to N (normal rthythm) and ¥ (ventricular
extrasystoles) classes, with a Softmax activation function to generate class probabilities:
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Zi

P(y=i)= y ,
J
where: z; represents the linear combination of
weighted inputs for the i-th output neuron.

Figure 2 presents the schematic of the MLP ar-
chitecture, showing the sequential processing of
ECG segments from input normalization through
hidden layers to class probability outputs. The de-
sign ensures comprehensive capture of local and
global morphological features for accurate classifi-
cation of normal and pathological cardiac events.

The MLP-KAN (Knowledge-Augmented Net-
work) model represents an extension of the classical Fig. 2. Schematic of basic MLP
multilayer perceptron through the integration of a
KAN layer [24]. This layer enhances the network’s ability to capture local variations and subtle mor-
phological patterns in ECG signals, which are often critical for detecting rare or irregular events. The
KAN layer incorporates radial basis functions (RBFs) to supplement the fully connected structure of
the MLP, enabling the modeling of complex nonlinear relationships that standard dense layers alone
may not adequately represent [25].

The input layer processes normalized ECG segments of 200 samples, consistent with the baseline
MLP [26]. Within the KAN layer, each neuron corresponds to a Gaussian RBF, and in this study, four
RBF units are used to capture localized morphological features. These functions generate selective
responses to specific ECG characteristics, such as sharp peaks or deviations in wave slopes, increasing
the network’s sensitivity to clinically significant variations [27]. The output of the i-th RBF neuron is
defined as:

Q,(x)= eXp(—M],

206’
where: xis the input segment value, c,is the center of the i-th RBF, and o is the width parameter con-

trolling the locality of the function’s influence [28, 29, 30]. Figure 3 illustrates the four Gaussian RBF
functions applied to a representative ECG segment, with each function labeled ¢, ,,¢,,9,.

The outputs of the RBF neurons are then fed

1.0 .
(P'I into a fully connected Dense layer, where each out-
0.8 _ I put is combined with trainable weights optimized
g 06 o @, @,  during t-raining [31]. This produces a condensed rep-
3 resentation of the local morphological features de-
504 tected by the RBFs. Subsequently, the representa-
. 02 tion is processed through two hidden Dense layers
with 128 and 64 neurons, applying ReLU activation
0 0.2 04 06 08 1o and Dropout regularization to enhance feature inte-

Normalized ECG Segment gration, nonlinearity, and generalization [32].

Finally, the output Dense layer contains two
neurons with a Softmax activation function, yielding
probabilities for classification into N (normal
rhythm) and V (extrasystoles). This layered organization allows the network to combine localized fea-
ture extraction via RBFs with global pattern integration, ensuring that subtle variations in ECG sig-
nals, including rare or irregular events, contribute effectively to the classification decision.

The overall MLP-KAN architecture, showing the RBF layer in parallel with the fully connected
hidden layers and the final output layer, is presented in Figure 4. This schematic highlights how local
signal characteristics are extracted and integrated to improve classification performance on both typi-
cal and atypical ECG patterns.

The MLP-KAN-WT (Multilayer Perceptron with Knowledge-Augmented and Wavelet Transform)
model extends the classical MLP-KAN architecture by replacing the radial basis functions in the KAN lay-

Fig. 3. Typical form of functions ¢; for m =4
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er with wavelet functions. This modification enhances the
network’s ability to capture local and time—frequency fea-
tures of ECG signals, enabling precise detection of short-
term anomalies, abrupt spikes, and transient events char-

X1 @1(x0)

LN
>

E acteristic of arrhythmogenic episodes. Wavelet functions
. & effectively highlight localized patterns of the QRS com-
. < @o(s0) G . plex, premature Ventrigul.ar depolz}rizationg, .and other sub-
E tle morphological variations, while providing robustness
F to noise, amplitude fluctuations, and segmentation varia-
126-127 o
X199 blllty.

Within the KAN-Wavelet layer, multiple parame-
terized wavelet functions are applied to each ECG seg-
ment of 200 samples to generate a multidimensional

Fig. 4. Example of KAN layer vector of local time—frequency features. The selected
wavelet functions include Haar (level 1), Daubechies 4

(level 4), Symlet 4 (level 4), and Coiflet 5 (level 5), providing diverse basis functions capable of repre-
senting a range of ECG signal characteristics. Each wavelet function v ,(¢) transforms the input seg-

ment x(¢) into a feature representation:

9,00=Yx0),0),

where: n is the number of samples in the segment. The trainable parameters of each wavelet allow the
network to adapt to variations in signal morphology and inter-patient differences.

The outputs of the wavelet functions are subsequently fed into two fully connected Dense layers for
feature integration. The first Dense layer contains 128 neurons with ReLLU activation and a Dropout proba-
bility of 0.2, while the second layer has 64 neurons with ReLU and Dropout 0.1. This structure aggregates
the extracted time-frequency features, introduces nonlinearity, and supports stable model training.

Figure 5 illustrates the typical forms of the five shifted Daubechies 4 wavelet functions applied to
a representative ECG segment. The graph demonstrates how these wavelets localize and detect subtle
signal variations. Figure 6 presents the complete schematic of the MLP-KAN-WT architecture, show-
ing the integration of the KAN-Wavelet layer with the subsequent Dense layers and output classifica-
tion layer. This architecture ensures effective extraction of local and time—frequency features, increas-
es robustness to noise and inter-patient variability, and improves arrhythmia classification accuracy
compared to the classical MLP-KAN model.

1.00y

0.75]

plitude

0.501
0.251

0
—-0.25]
—0.507

Wavelet Function Am

—0.75

4 6 8 10
Normalized ECG Segment

Fig. 5. Typical form of wawelet functions Daubechies 4 ¢, for m =5

4.3. Experiments

The experimental part of the study focused on a comprehensive evaluation of three distinct architec-
tures: the baseline MLP, the MLP-KAN model incorporating a kernel layer for local nonlinear approxima-
tion, and the modified MLP-KAN-WT, which combines the KAN approach with multiscale features ob-
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X199

Normalizer + WT

tained through discrete wavelet transforms. For MLP-
KAN-WT, Haar wavelets with decomposition level 1,
Daubechies 4 with level 4, Symlet 4 with level 4, and
Coiflet 5 with level 5 were selected.

The choice of decomposition levels was guided by en-
ergy and entropy criteria as proposed in [7, 33]. Signal ener-
gy reflects the concentration of information at a particular
scale, while entropy measures the disorder of the coefficients.
Selecting levels that maximize energy and minimize entropy
allows automatic identification of scales that best capture
both local and frequency characteristics of ECG signals.

All models were trained under a unified optimiza-
tion scheme using the Adam optimizer with a learning

Fia6-127

Fig. 6. Examzple of KAN layer with WT rate of 0.001, fixed-size mini-batches, and categorical

cross-entropy as the loss function. Initial weights were
identical across runs to minimize variability and allow

reliable statistical comparison. Evaluation was performed on an independent test set, recording per-
formance metrics such as overall accuracy, class-specific F'1-score, precision, recall, and training time.
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Fig. 7. Learning curves: a — for MLP;
b — for MLP-KAN; ¢ — for MLP-
KAN-WT, showing both training and
validation loss and accuracy over

A substantial portion of the experiments examined the im-
pact of input window size. ECG signals were divided into fixed-
length segments of 200 samples, corresponding to individual
cardiac cycles centered on the R-peak. This interval provides
sufficient morphological information to capture characteristic
QRS features while reducing interbeat variability. Additional
segment lengths of 100, 150, and 250 samples were tested to as-
sess sensitivity to available temporal context.

Class imbalance was explicitly addressed: the dataset con-
tained a majority of normal beats (class V) and a relative scarcity
of ventricular ectopic beats (class V). Oversampling of class V'
was applied during training to ensure sufficient representation,
mitigating bias toward the dominant class and enabling accurate
evaluation of models’ ability to detect clinically relevant anoma-
lies.

For MLP-KAN, the capacity of the kernel layer was varied
by adjusting the number of radial basis functions (4, 6, or 8 RBF)
to evaluate the effect of increased nonlinear space complexity on
the detection of subtle morphological changes. In MLP-KAN-
WT, wavelet transforms represent ECG signals across multiple
levels, preserving local variations such as short impulses, abrupt
transitions, and fine-grained features that conventional dense
layers or RBFs may smooth out.

Learning curves illustrating loss and accuracy on training
and validation sets were generated for all architectures. These
curves provide insight into convergence speed, stability, and the
influence of the KAN layer and wavelet-based feature extraction
on regularization and generalization. Figure 7 presents the loss
curves, while Figure 8 shows accuracy progression.

Confusion matrices were analyzed in detail to reveal char-
acteristic misclassifications, such as ventricular ectopic beats
labeled as normal. These patterns highlight how the integration
of local nonlinear processing in the KAN layer and multiscale
wavelet features in MLP-KAN-WT improve recognition of com-
plex morphological structures.

Overall, these experiments provide a holistic understanding of
the functional advantages and limitations of each model, demon-
strating how architectural choices, input segmentation, and class

Tpoclts
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balancing influence classification performance, robustness to noisy or variable signals, and computational
efficiency.

5. Research Results

The evaluation of the baseline MLP and its KAN-augmented variants was performed using three
primary metrics: overall classification accuracy, F1-score for class V' (ventricular ectopic beats), and
training time. Given that class V occurs far less frequently than class N (normal rhythm), the F1-score
serves as a critical measure of the model’s ability to correctly identify rare pathological segments.
Training time provides insight into computational efficiency and highlights the trade-off between
learning speed and classification performance, which is especially important in real-time clinical sce-
narios.

All models were trained on normalized ECG segments of 200 samples each, scaled to the [0,1]
range. Normalization ensures uniform signal amplitude across different patients and segments, pro-
moting stable training and consistent feature representation. To mitigate class imbalance, additional
class V segments from multiple records in the MIT-BIH dataset were included, ensuring a representa-
tive number of examples for both classes and reducing overfitting toward the dominant class N. Spe-
cifically, the training set contained approximately 90% class N and 10% class V' segments, reflecting
the natural prevalence of these rhythms while providing sufficient samples for robust learning of rare
events.

Test results, summarized in Table 1, show the performance of the baseline MLP, the MLP-KAN
models with RBF layers, and the MLP-KAN-WT variants using wavelet preprocessing. The data indicate
that the integration of a KAN layer and wavelet transforms improves both overall classification accuracy
and the F'1-score for the underrepresented class V' compared to the standard MLP. This confirms the ad-
vantages of combining local nonlinear modeling with multiscale time-frequency feature extraction.

The baseline MLP achieved an overall accuracy of 0.9993, but its ability to detect rare class V
segments was limited, as reflected by an F1-score of 0.9951. The addition of the KAN layer with 8
RBF units (MLP-KAN-RBF8) increased the F1-score to 0.9976, at the expense of higher training time
(61.07 s). The MLP-KAN-WT model with Haar wavelet preprocessing (level 1) achieved a compara-
ble Fl-score of 0.9976 while maintaining lower computational cost (41.46s), demonstrating that
wavelet preprocessing efficiently enhances detection of rare pathological events without compromis-
ing performance for the main class N:

Fl-score = 2- Precision - Recall

Precision + Recall ’
Precision = l , Recall = l .
TP + FP TP + FN

where: TP, FP, and FN represent true positives, false positives, and false negatives for class V, respec-
tively.

Table 1
Comparative Results

Model Accuracy Fl1V Precision V Recall V Time s

MLP 0.999324 0.995146 0.990338 1.000000 32.36
MLP-KAN-RBF4 0.999324 0.995146 0.990338 1.000000 46.12
MLP-KAN-RBF6 0.999324 0.995122 0.995122 0.995122 66.43
MLP-KAN-RBF8 0.999662 0.997555 1.000000 0.995122 61.07
MLP-KAN-WT-haar 1 0.999662 0.997555 1.000000 0.995122 41.46
MLP-KAN-WT-db4 4 0.998648 0.990243 0.990243 0.990243 43.24
MLP-KAN-WT-sym 4 0.998648 0.990243 0.990243 0.990243 52.01
MLP-KAN-WT-coif 5 0.998648 0.990148 0.990148 0.990148 51.64

Training dynamics were assessed through learning curves for each model, showing both accuracy
and loss over epochs (Figure 8). These curves confirm that the baseline MLP quickly reaches high ac-
curacy but exhibits fluctuations late in training, indicating some instability in detecting class V. In con-
trast, the modified architectures with KAN and wavelet preprocessing exhibit smoother, more stable
learning, maintaining peak accuracy around 0.9997:
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TP + TN
TP+ TN+FP+FN '

Confusion matrices further illustrate model performance. For the MLP-KAN-RBF8 model (Fig-
ure 9), class N achieved 2,743 correct predictions with 10 misclassified as class V, while class V" had
189 correct predictions with 16 misclassified as class N. For the MLP-KAN-WT with Haar wavelet
preprocessing (Figure 10), class N had 2.754 correct predictions with zero misclassifications, and class
V had 204 correct predictions with only 7 misclassifications. These results highlight the improved sen-
sitivity and stability provided by wavelet preprocessing combined with the KAN layer.

Accuracy =

Confusion Matrix

Model: MLP-KAN, Segment Length: 250 Confusion Matrix: Wav-KAN-haar
2500 2500
= Bl 2000 = 2754 0 2000
Q 1500 % 1500
= =
1000 1000
N 16 189 ~ 1 204
500 500
| 0 1 0
N Predicted V N Predicted V
Fig. 8. Confusion Matrix: MLP-KAN- RBFS§ Fig. 9. Confusion Matrix: MLP -KAN-WT-haar 1

6. Conclusions

The experiments demonstrated that integrating the KAN layer into the baseline MLP architecture
significantly improves ECG segment classification accuracy. The baseline MLP achieved an accuracy
of 0.9993, whereas the modified MLP-KAN-RBF8 reached 0.9997, with the F1-score for the rare
class V increasing from 0.9951 to 0.9976.

The model with Haar wavelet preprocessing— MLP-KAN-WT (Haar wavelet, level 1) — achieved
comparable results: accuracy of 0.9997 and F1-score for class V of 0.9976, with relatively lower com-
putational costs. This indicates that wavelet preprocessing maintains high model performance while
reducing training time.

MLP-KAN exhibited higher training stability and better robustness to segment variations. Valida-
tion accuracy for the modified models remained at 0.9997, whereas the baseline MLP showed larger
fluctuations in later epochs. Increasing the number of RBFs from 4 to 8 improved classification accu-
racy for class ¥ by approximately 0.2...0.3 %, although training time increased by 32...35 s. Wavelet
preprocessing ensures an optimal balance between high accuracy and computational efficiency.

Analysis of confusion matrices confirmed that MLP-KAN substantially reduces misclassifica-
tions of class V segments compared to the baseline MLP while maintaining high accuracy for class M.
Overall results indicate model stability and effective capture of local nonlinearities in the signal, en-
hancing generalization on test data.

These findings support the use of the KAN layer for automated ECG classification tasks, provid-
ing a balance between accuracy, F1-score, and computational cost, making this approach promising
for practical medical applications. Using wavelet preprocessing, as in the MLP-KAN-WT model with
Haar wavelet (level 1), achieves high performance at an optimal computational complexity.

Thus, combining wavelet preprocessing with the KAN layer offers the best compromise between
classification accuracy, sensitivity to rare segments, and computational efficiency, making this ap-
proach particularly suitable for practical automated ECG analysis.
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USING COMPUTER-AIDED DESIGN AND TECHNOLOGY
TO AUTOMATE THE CREATION OF DRAWINGS
FROM 3D MODELS

B. Tieapes, O. Jlonaxos, B. Kocmauescokuii, B. [loyenxo. BHKOpPUCTAHHSI KOMII'IOTEPHOT0 MPOEKTYBAHHS BHPOOiB Ta TeXHOJIOTIi
NpH aBTOMATU30BaHOMY (opmyBaHHi KpecieHMKiB 3 3d Mopgesell. BnpoBa/keHHS BUKOPUCTAHHS KOMII'IOTEPHOTO IPOEKTYBAaHHS
BUPOOIB Ta TEXHOJIOTIH IS aBTOMATH3aMlii CTBOPEHHS KPECJICHHKIB ITOJIATaE B TOMY, {00 3a0MIaANTH Yac i HaJaTH imKeHepaM i [u3aifHepam
MOJKJIUBICTE 30CEPEANUTHCS Ha 3aBIAHHIX BHCOKOI IIHHOCTI. ABTOMaTH3YIOUH CTBOPEHHS KpecieHb, Fusion 3BiIbHSAE KOMaHIN AW3alHEpiB,
o0 BOHH MOTJIM BHTpa4yaTH Olnpliie yacy Ha iHHOBalii Ta BHUpINICHHS mMpoOjeM, a HEe HAa MOBTOPIOBaHI 3aBIAHHs;. ABTOMATH3ALlis
KOMII'TOTEpHOTO IPOEKTYBAaHHSI BUPOOIB Ta TEXHOJIOTiIl Ha OCHOBI IITYYHOTO iHTENEKTY TO3BOJIIE iM 3a/IOBOJIBHATH Lli BUMOTH 0€3 IIKOIH
JUISL SIKOCTi. MOXKIIMBICTh IIBHIKO CTBOPIOBAaTH 2D-KpeciieHHS TakoX JoroMarae 3a0e3lNeYHTH TOYHE JOHECEHHS 3aJyMy IIPO IPOEKT IO
BUPOOHHYMX KoMaH. Lle 3MeHIIye MOTeHNiHHI 3aTPUMKU Ta HEMOPO3yMIHHS MijJ 4ac BUPOOHHUTBA. KIIFOUOBOIO mepeBaroi0 MOKIHBOCTEH
mrygHoro iHtenekTy Autodesk Fusion e ii OesnmepemxomHa iHTerpamiss 3 XMapHUM cepemoBumieM IniaTdopmu. Fusion ciyxuTh
LEHTPAIbHUM LEHTPOM JUIS JAHUX, JO3BOJIIIOYM KOMaHAaM Jy3aifHepiB 1 BHPOOHMYMX KOMIIAHIH MpaIfoBaTH 3 HaWaKTyaJbHIIIOI
indopmamieto. Lle Ham3BHYaiiHO BaXKTMBO B TOW Yac, KOJNHM JaHi € OJHAM 3 HAWIIHHIIKX pecypciB y ramysi. s Oimblr JOCKOHAIOrO
PO3YMIHHS IIpOLIECY Ta TEXHOJOTii aBTOMAaTH30BAHOTO (hOPMYBaHHS KPECICHUKIB HaMH 3alpPOIIOHOBAHO OJIOK CXeMy aBTOMAaTH30BAaHOI'O
¢dopmyBaHHs KpeciieHHKIB y Fusion. Biok cxema aBromatH3oBaHoro (opMyBaHHSI KPECJICHHKIB y Fusion ckiamaeTbest i3 TPhOX OCHOBHHX
qacTUH: (HOPMyBaHHS KPECICHHKIB OKPEMHX JeTajeil, (hopMyBaHHS KPECICHHKIB CKIaqaHb, CTBOpeHHs mrabioHiB. Koxna yactuna 010k
CXEMH CKJIAJAEThCS 3 OKPEMHX €JIEMEHTIB, SIKi IOSICHIOIOTh CYTHICTh KOKHOTO 3 OJiokiB. HaBeeHi npukiaay BUKOPHCTAHHS OJIOK CXEMH ISt
ABTOMATH30BaHOI'0 (POPMYBaHHS SIK OKPEMHX KPECICHHKIB Pi3HOTO TUITY TaK 1 KPECICHUKIB CKIIaTaIbHOTO B3y IIOBHICTIO.
Kunrouosi cnosa: KoMI'IOTEpHE POSKTYBaHHs BUPOOIB Ta TEXHOJIOTIH, aBTOMaTH3allisi HOPMYyBaHHs KPECIECHUKIB, INTYYHUI 1HTENEKT,
Autodesk Inventor, Fusion

V. Tigariev, O. Lopakov, V. Kosmachevskiy, V. Dotsenko. Using computer-aided design and technology to automate the creation
of drawings from 3D models. The adoption of computer-aided design and technology to automate the creation of drawings is to save time
and allow engineers and designers to focus on high-value tasks. By automating the creation of drawings, Fusion frees design teams to spend
more time innovating and solving problems, rather than on repetitive tasks. Al-based computer-aided design and technology automation
allows them to meet these demands without compromising quality. The ability to quickly create 2D drawings also helps ensure that the
design vision is accurately communicated to production teams. This reduces potential delays and misunderstandings during production. A
key advantage of Autodesk Fusion’s Al capabilities is its seamless integration with the platform’s cloud environment. Fusion serves as a
central hub for data, allowing design teams and manufacturing companies to work with the most up-to-date information. This is extremely
important at a time when data is one of the most valuable resources in the industry. For a better understanding of the process and technology
of automated drawing generation, we have proposed a block diagram of automated drawing generation in Fusion. The block diagram of
automated drawing generation in Fusion consists of three main parts: drawing generation of individual parts, drawing generation of
assemblies, and template creation. Each part of the block diagram consists of separate elements that explain the essence of each of the blocks.
Examples of using the block diagram for automated generation of both individual drawings of various types and drawings of the assembly
unit as a whole are given.

Keywords: computer-aided design of products and technologies, automation of drawing generation, artificial intelligence, Autodesk
Inventor, Fusion

Introduction

In today’s fast-paced world of engineering and design, efficiency is everything. Computer-aided
design (CAD) tools have evolved rapidly, and with them comes a powerful revolutionary tool: CAD
automation. Whether you are an architect, mechanical engineer, or product designer, CAD automation
can significantly reduce manual tasks, increase accuracy, and optimize your entire workflow. Current-
ly, the industry is undergoing a process of active integration of automated solutions for creating tech-
nical documentation, in particular drawings, based on three-dimensional models. Such tasks are driven
by the ever-increasing demands for speed of project execution, high accuracy of technical information,
and the need to minimize human error. CAD automation involves the use of scripts, macros, or soft-
ware tools that automatically generate or modify CAD drawings and models. Instead of manually
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drawing each line, curve, or component, CAD automation allows repetitive or complex tasks to be
performed with minimal human intervention. The development of computer-aided design tools and
technologies has greatly simplified and accelerated the design process. Automation can include any-
thing from automatically updating part numbers on a drawing to creating complete assemblies based
on predefined parameters. This not only saves time but also increases accuracy. However, there are
serious challenges associated with adapting software to work with complex geometric shapes and en-
suring flexible configuration of drawings in accordance with various standards and requirements of a
specific project.

The problem lies in the need to develop a clear understanding among specialists of the function-
ality of automated drawing generation tools for optimal and well-informed selection and use in work
on projects of various types.

Analysis of recent studies and publications

The topic of automating the creation of drawings from three-dimensional models is relevant both
in industry and in scientific research. Recent publications in this field focus on improving algorithms
for processing geometric shapes, optimizing design processes, and integrating artificial intelligence to
solve complex technical problems.

The study [1,2] examines the features of solid modeling and the creation of technical drawings in
the Autodesk AutoCAD and Autodesk Inventor software environments. A comparative analysis of the
processes of modeling and drawing design is provided, emphasizing the advantages of Inventor in cre-
ating volumetric models with threaded connections, automating the construction of drawings, and ap-
plying dimensions in accordance with standards. Autodesk Inventor provides a higher level of automa-
tion and convenience when working with complex models. Work [3] investigates the effectiveness of
modern software for automating the creation of drawings from three-dimensional models, which is a
relevant task for the engineering and architectural industries. The main focus is on analyzing the capa-
bilities of AutoCAD, SolidWorks, and Fusion. The work [4, 5] considers the issues of expanding the
capabilities of computer modeling and adapting the tools of the corresponding software packages for
the development of design documentation in accordance with standards, in particular, in the Autodesk
Inventor package environment. In the work [6, 7, 8], one of the most important results is the creation
of 2D drawings. It can be sent and distributed using various output options, such as printed and digital
formats (DWG, PDF, DWF, etc.). Creating a 2D drawing in the Autodesk Inventor environment can
be done manually by the user, programmatically using codes, or using a combination of manual data
entry and automation. The latter option is very common, where codes perform some repetitive tasks
and the user completes what is missing in the drawing. Source [9] is dedicated to the Autodesk Inven-
tor ADC software application. ADC (Automatic Drafting Constructor) introduces innovative concepts
to the drafting process, extending the capabilities of Inventor and enabling creators to reach new
heights. When ADC is used with an assembly node, it is possible to choose to create drawings for all
assembly levels. This means that it is possible to include every document in the assembly, only the
first level of the assembly, or only the current assembly document. ADC understands the specification,
guiding the creation of the necessary drawings and providing the freedom to adjust settings according
to the task. Work [10] discusses the creation of technical drawings. Autodesk Fusion revolutionizes
the creation of drawings with automated dimensioning, view generation, and artificial intelligence fea-
tures that optimize the process, reduce errors, and improve collaboration between teams.

Source [11] is a Fusion system reference element. Drawing automation is a powerful automated
process that quickly generates 2D drawings from your designs in the Fusion Drawing workspace. To
get the most out of drawing automation, you need to configure templates. Sources [12 — 15] are dedi-
cated to three Al-based features that have appeared in Autodesk Fusion: Sketch AutoConstrain, Auto-
mated Drawings, and Autodesk Assistant. Autodesk Assistant is currently a product support chatbot.
Fusion Automated Drawings takes a 3D model and generates 2D drawings of the entire assembly and
each of its parts. This core functionality is based on user templates and heuristics, but Autodesk has
now included some Al-based features. The tool now includes an artificial intelligence model that scans
geometry to classify standard fasteners and exclude them from drawings. Work [16-18] is dedicated to
customization features in the Autodesk Fusion automatic drawing template file. The system creates
drawings with corresponding views and dimensions based on the 3D model of the project. By default,
they will include a drawing sheet with an ISO view and a parts list (if it is an assembly), as well as a
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sheet with orthographic views and dimensions. It is also possible to create drawing sheets for each
component of the assembly.

Based on the analysis, we conclude that the use of computer-aided design technologies and tech-
nologies for automating the process of creating 2D drawings from 3D models is highly relevant and
strategically important for the further development of engineering design and related industries.

The purpose of the study

The purpose of this study is to conduct a comparative analysis of the capabilities of AutoCAD,
Autodesk Inventor, Fusion software, and algorithms used in the automation of flat drawing creation
based on three-dimensional models. The study aims to determine their level of efficiency based on key
parameters such as processing speed, adaptation to complex shapes, and flexibility in drawing config-
uration. The results obtained will allow us to form a block diagram of automated drawing generation
in Fusion for performing various types of tasks depending on the requirements for geometric complex-
ity, accuracy, and ease of adaptation of technical documentation.

Materials and methods of the research

Modern computer-aided design of products and technologies in industry is increasingly focused
on automating the process of creating drawings of various objects. These objects can be both engineer-
ing structures and architectural units. The need for faster project execution, minimization of the human
factor, and increased efficiency in working with large volumes of technical information are among the
priority requirements of industry. Nowadays, engineers, designers, and architects first develop a three-
dimensional model of an object and then use it as a basis for developing technical documentation, in-
cluding the corresponding drawings. This has become possible with the development of computer
modeling tools.

The process of converting three-dimensional models into flat drawings depends not only on the
features of the software itself, but also on the algorithms implemented in these systems. Our study
evaluates the capabilities of AutoCAD, Autodesk Inventor, Fusion, and algorithms for performing
such tasks.

AutoCAD uses basic algorithms for converting three-dimensional objects into two-dimensional
projections based on the principles of projection geometry. These algorithms enable the rapid creation
of drawings with clear lines and simple geometric shapes. This tool is best used for creating drawings
of a single part, but AutoCAD’s functionality is not sufficiently developed for converting assembly
units. Limitations in working with curved surfaces or complex polygonal objects significantly narrow
the scope of AutoCAD’s application in tasks where detailed complex shapes are required.

Autodesk Inventor uses more advanced algorithms for generating projections, including spline in-
terpolation algorithms, which allow for accurate representation of curved elements and roundings. In
addition, the system integrates methods for automatically creating cross-sections and displaying the
internal geometry of the model, which significantly increases the accuracy and detail of flat drawings.
Thanks to its support for parametric models, Autodesk Inventor adapts to changes in a three-
dimensional object, automatically updating the corresponding drawings.

Fusion combines the advantages of projection geometry algorithms and cloud computing. Using
computer graphics methods to create two-dimensional views, Fusion can quickly process even com-
plex models. The system’s algorithms are optimized for working with curved and organic shapes,
making Fusion a versatile tool for a variety of tasks. Autodesk Fusion’s Al-powered automated draft-
ing feature automates what used to be a tedious and time-consuming part of the design process. After
analyzing a 3D model, the Al system automatically generates the necessary 2D views, dimensions,
and other details required to manufacture the part. This speeds up the workflow and reduces the likeli-
hood of errors that often occur due to manual input. Al doesn’t just generate drawings; it intelligently
decides which details are necessary and which can be omitted. It can identify fasteners or other com-
ponents that do not need to be included in the final set of drawings. The result is an optimized set of
drawings ready for production, without the need for excessive manual editing. The software’s ability
to work with complex shapes in the context of converting three-dimensional models into flat drawings
is determined by its ability to accurately and efficiently process models with complex geometry. Such
shapes include objects with complex curved surfaces, multi-layered structures, detailed textures, inter-
nal structural elements, and irregular organic contours. Effective software for such tasks uses modern
algorithms, such as curve interpolation, surface approximation, or volumetric sectioning. In particular,
Autodesk Inventor uses spline algorithms to create accurate projections of curved surfaces, while Fu-
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sion provides high-quality processing of organic shapes through the use of powerful computational
methods. AutoCAD, on the other hand, has limited capabilities when working with complex shapes, as
its functionality is primarily focused on processing basic geometric elements.

Flexibility in drawing customization is defined as the ability of software to provide users with
advanced capabilities for adapting two-dimensional graphics to specific project requirements. This
includes customizing the appearance, style, and format of drawings in created templates, as well as
modifying parameters created automatically based on a three-dimensional model. One important as-
pect is the ability to change drawing standards, which allows the software to support a variety of tech-
nical standards and adapt to the requirements of a specific project. Flexibility also includes control
over the level of detail, in particular the adjustment of the visibility of drawing elements such as hid-
den or axis lines, as well as cross-sections. Another important factor is the support for exporting draw-
ings to various formats, such as DWG, DXF, or PDF, which ensures convenient data transfer for fur-
ther work. Software solutions such as Autodesk Inventor and Fusion demonstrate high flexibility
thanks to the ability to automatically create standard drawings with subsequent manual editing, such as
changing the scale, projection location, or adding text notes or specification tables.

However, less flexible systems, such as AutoCAD in its basic configuration, limit the user’s capa-
bilities, which often leads to the need to perform a significant amount of manual work to adapt drawings
to the requirements of a specific task. As part of research into the use of computer-aided design of prod-
ucts and technologies in automated drawing generation, a block diagram for automated drawing genera-
tion in Fusion using Al was developed. The block diagram allows you to analyze the processes of gener-
ating drawings of varying complexity and creating templates to accelerate and expand the capabilities of
automated drawing generation. The proposed block diagram is shown in Fig. 1.

The block diagram of automated drawing generation in Fusion consists of three main parts:

1. Generation of drawings for individual parts;

2. Creation of templates;

3. Generation of assembly drawings.

Each part of the block diagram consists of separate elements that explain the essence of each
block.

Let’s look at each part of the block diagram separately.

The creation of drawings for individual parts is discussed in the first part of the block diagram:

a) automatic placement and scaling of views;

b) automatic rotation of components to the best orientation;

¢) automatic breaking of long components;

d) application of center lines and marks;

e) automatic scaling of views and placing them on a sheet;

f) moving overlapping dimensions and changing their order;

g) placement of flat sheet metal templates, bend tables, and identifiers.

These features allow you to create drawings of individual parts of various types and levels of
complexity.

The creation of assembly drawings is explained in the third part of the block diagram:

a) automatic placement of drawing sheets for each component in the model and scaling of views;

b) shows dimension strategies in a “generative” style. These dimensions are categorized into
broad categories: Base Line, Chain, Symmetrical, and Ordinate;

¢) generation of parts lists and positions for assemblies;

d) automatic ignoring of components from the skip list;

e) use artificial intelligence to identify fasteners: nuts, bolts, and washers in assemblies and ex-
clude them from the drawing package;

f) components modeled “in place” require named views for easy detailing using traditional work-
flows;

g) drawing automation allows you to ignore standard fasteners from the Autodesk fastener library
and also ignores components in the “Skip” list (based on the component name);

h) uses advanced artificial intelligence to identify nuts, bolts, and washers in assemblies and ex-
cludes them from the drawing package;

i) the use of computer-aided product design and technologies in automating the creation of a set
of individual drawings and an assembly drawing performs 60...80% of the work on documenting.
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The steps required to create and configure a template file are explained in the second part of the
flowchart.

A template file with preconfigured drawing standards, basic inscriptions, and basic views saves
time on reconfiguration:

a) create multiple templates for different models or production processes.

b) forming placeholder views, browser nodes, and additional sheets.

¢) deleting placeholder views, browser nodes, and additional sheets to convert a “Smart Tem-
plate” to a “Drawing Template.”

d) create multiple templates with different omission lists.

e) use the omission list to ignore components that do not need to be detailed.

Formation of part drawings Creation of templates Formation of assembly drawings

Automatic placement
and scaling of views

Create multiple templates
for different models or
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drawing sheets for each

Y

U
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components to the best
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metal templates, bend
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Fig. 1. Block diagram of automated chair formation in Fusion

There are three types of templates: From scratch (Out of the box), Drawing template (user-
modified template), Templates based on work processes.

Let’s take a look at each type of template.From scratch. Uses Autodesk default settings. Designed
to allow you to “try out” the automation of drawing creation. Drawing templates or Smart templates
(outdated — not very suitable for automation). Any template with placeholder views, browser node en-
tries (links or part lists), or additional sheets is considered a smart template. Templates that take into
account work processes. They take into account the desired work processes when creating templates,
drawing templates, and take into account the template document settings.

Practical implementation

Within the scope of the study, we use the proposed block diagram when testing the specified
tools for creating a drawing of a separate part and an assembly node in Fusion. In both examples, the
capabilities of automation for creating and designing drawings were used.

Let’s look at the use of computer-aided design and technologies in the automated creation of a
drawing from a 3D model of a plate part. To do this, we use the first part of the block diagram. The
drawing will be created in accordance with the ISO standard. We use the standard Fusion configura-

INFORMACION TECHNOLOGY



180 . . . . ISSN 2076-2429 (print)
[Mpani Opecbkoro nositexHiYHOTO YHiBepcuTety, 2025. Bur. 2(72) ISSN 2223-3814 (online)

tion template. The three-dimensional model of the Plate part is shown in Fig. 2. It was created in a
three-dimensional solid modeling environment. We select to create a drawing in the Settings window
and set it to Automatic (Fig. 3).

I B B s~~~ g i CrnanansHuii syaon vi X @ Nnura7-1v1 x v + 0O ©® I e
— CREATE DRAWING 44
SOLID SURFACE MESH SHEET METAL PLASTIC MANAGE UTLTES
== | P -t E .
DESIGN ~ izl = B 3 @ ] + (‘U ==} g E
| @T o f - mﬂﬂ ] 1= = A Automatic (o)
CREATE ~ MODIFY ~ ASSEMBLE ~ CONFIGURE ~ CONSTRUCT ~ INSPECT ~ INSERT ~
BROWSER - Manual

v. © @ nowarivi ©
> £ Document Settings Sheet Count 1
> BJ Named Views

> & BJ orign ¥ Reference
> @ [BJ Bodies
> @ B Sketches Contents. Full Assemblhy v

¥ Destination

Template From Scratch v
Standard 150 v
Units mm v
Sheet Size Ad v
s - B % of Of- @ B~ - Width 420mm
(<P DENDIDRNOLDERINEDO ! ° oK cancel
Fig. 2. Three-dimensional model of a part Plate Fig. 3. Setting the parameters

Fusion generates a drawing and offers to select the required type of dimensioning from the table
of options. Fig. 4 shows an example of selecting the type of dimensioning on a drawing.
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Fig. 4. Selecting the type of dimension formation on the drawing

After selecting the type of dimensions, the final version of the drawing is formed (Fig. 5).

If necessary, you can edit the drawing by adding new types or sections. The automated option for
creating drawings significantly speeds up the process and increases the accuracy of document creation.

This procedure can be repeated for other settings and using various templates. If you choose to
create the drawing manually, you will need to perform all the actions that the Al performs yourself.
Let’s consider the option of automated drawing generation from an assembly node based on the third
part of the block diagram. When solving this task, it is possible to perform three options for forming
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drawings: a drawing of a separate part of your choice, an assembly drawing with specifications, or a
complete set of drawings for all assembly parts, except for standard and typical parts specified in sepa-
rate settings. As an example, let’s consider the assembly model of a valve pneumatic device. The as-
sembly model of the valve pneumatic device was created from separate part models in a solid model-
ing environment. After that, all parts were assembled into a separate assembly node. The solid assem-
bly model of the pneumatic valve device is shown in Fig. 6.

1 2 1 E] 1 L] | E 1 L] 1

I
T | A 4x MEx OB BH
?‘ r £3
| . -
i
2145 65U
\ ] BB, 25 6H
+ e
L4
o 1
i i r@w . i
41 : 2= i
4 , X -+
L3 B
| I
24, 28
2 24
140
- F -
-
1 o —— m _=h 0.06.2026) I~
| Ly '
¢ 26 | | 3778 | L] I SE0T (| 26 Fhm'a?—1 o
21676 — -
' | [ [5

T = T = T T T T = T g T

Fig. 5. Drawing of the part Plate
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Fig. 6. Solid assembly model of a pneumatic valve device

Fig. 6 shows images of individual parts of the assembly unit in the browser (left side). To select
an individual part, select the required part in the graphic area of the assembly tree. It will then be high-
lighted in a different color, as shown in Fig. 7.

Then repeat the steps as when creating a drawing of a separate part. The drawing of the body part
is shown in Fig. 8.

The next task is to create a drawing of the assembly unit from the model. To do this, select the
All Assembly and First Level settings, i.e., the entire assembly is shown in Fig. 9. The program gener-
ates two drawings: the first is an isometric image with specifications, and the second is a complete
drawing of the assembly unit (Fig. 10, Fig. 11). When generating specifications, you need to configure
the design template according to the required standard.
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Fig. 7. Highlighting a separate detail in an assembly Fig. 8. Detail drawing of the housing

The last option for generating design documentation from an assembly model creates assembly
drawings and drawings of all non-standard parts. When configuring the template, you must specify
which parts do not need to be drawn; these can be standard parts or typical parts for which drawings
already exist. After creating a set of drawings, a row of icons for the created drawings appears at the
bottom of the assembly model screen. This allows you to select the desired drawing (Fig. 12) and, if
necessary, correct and print it.
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of created drawings
Research results
When analyzing the effectiveness of using the proposed block diagram to accelerate the creation
of drawings using automation and Al, the time required to generate documents in automated and man-
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ual modes was recorded. The following results were obtained. The drawing of a separate part, the plate,
was generated in 32.5 seconds. It took 4 minutes and 25 seconds to create the drawing in manual mode.
An assembly drawing consisting of two drawings and specifications was created in 15.6 seconds. In
manual mode, it took 3 minutes and 12 seconds. The drawing of a separate simple part from the assem-
bly was obtained in 22.2 seconds, and in manual mode in 1 minute and 35 seconds. A complete set of
documentation consisting of 12 drawings of parts and an assembly drawing was generated in 2 minutes
and 4 seconds. It took 29 minutes and 34 seconds in manual mode to obtain this set of drawings. The
results of the study confirmed the effectiveness of using block diagrams and automating the drawing
generation mode.

Conclusions

The paper analyzes the possibility of automated drawing generation from a three-dimensional
model in modern CAD systems. The features of drawing generation in AutoCAD, Inventor, and Fu-
sion are considered. Fusion has the greatest capabilities for automated drawing generation. It uses arti-
ficial intelligence and a cloud environment to process results for this class of tasks. For a more com-
plete explanation of the technology of automated drawing generation, a block diagram of automated
drawing generation in Fusion is proposed. It consists of three parts, which are designed to explain the
generation of drawings of individual parts, the generation of assembly drawings, and the creation of
templates. The interconnection between the individual elements of the block diagram is shown. An
important part is the configuration of templates for high-quality drawing generation, especially for
working with assembly units. Using the proposed block diagram, examples of automated drawing
generation for a single part and options for working with an assembly node are given. A study was
conducted to calculate the time required to generate drawings in automated and manual modes. As a
result, a reduction in the time required to generate drawings in automated mode was confirmed. The
block diagram can be used to train engineers who use Fusion to speed up the generation of design
documentation. Gradually, with the development of new opportunities for using Al to automate work
with Fusion, the block diagram will be improved.
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APPLICATION OF NONLINEAR DISCRETE MAPS TO
CONSTRUCT PSEUDO-CHAOTIC CRYPTOSYSTEMS

B. Xamimos, C. Anmowyx. BHKOPMCTAHHSA HeJiHIHHMX JHCKPeTHMX BiToOpakeHb /s NMOOYAYBaHHSl TCEBAOXA0THYHHX
kpunTocucteM. CTaTTs NPUCBSYEHA BUKOPHCTAHHIO HEJIIHIHUX AUCKPETHHUX AMHAMIYHHAX CHCTEM Yy KOMII 10TepHil kpunrorpadii. OcHOBOIO
6araTbOX MOTOKOBHX CXEM LIM(PYBAHHS € MCEBIOXAOTHYHI IOCIIZOBHOCTI, IO TEHEPYIOTHCS 3a IOMOMOTOI0 IEsAKOI 00paHoi TpaekTopil
JIUCKpeTHOT IuHaMiuHOi cucTeMu. OCHOBHA NPOOIeMa BUKOPUCTAHHS NICEBIOXA0TUYHHUX JUHAMIYHUX CUCTEM y KOMII FOTEPHHUX OOUMCIICHHAX
TIOJISITAE B TOMY, IO KIJIBKICTh Pi3HOMaHITHHX CTaHIB y KOMII T0Tepi CKIHYEHO, 0T)Ke, KOXKHa IT00yJOBaHa TPAEKTOPIS € NEePioJHIHOI0, IPHIOMY
OBXKHHA mepiony Moxke OyTu HeBennkoro. Kpim Toro, pisHi ruiardopmu (amapatHi Ta HOpOrpaMHi) BHKOPUCTOBYIOTH Pi3HI aJrOpHUTMU
o0YHCIIeHHsT MAaTeMaTHIHUX (YHKIIH Ta 30epiraloTh OPOMDKHI Pe3yNbTaTH 3 PI3HOK TOYHICTIO, TOMY pPe3yJIbTaTH, OTPUMAHI Ha PI3HHUX
wiatopMax, MOXYTb CYTTEBO Biipi3HsTHCS. ISl OJOIaHHSI 3a3HAYCHHUX POGIIEM IIPOIIOHYETHCSI BUKOPUCTATH HOBY IMHAMIYHY CHCTEMY, a
came y3araibHeHe BinoOpaxenHs TeHT 3 KepyBaHHIM, sIKe CTaOLIi3ye HUKIIH 3aaH01 JoBXKUHH. Lli IUKITH 3a1eXkaTh Bifl MapaMeTpiB CHCTEMU
Ta MOYATKOBOTO 3HAYCHHSI; LI BEIMYMHH € KOPOTKUM KIIFOYEM [UIs TeHepallii JOBroi MCeBIOXa0THYHOI MOCIiOBHOCTI. Y CTaTTi HABOAUTHCS
HaNMpPOCTIMINK CTATHCTHYHMI aHAI3 NEpeBIPKH HEKOPEIIFOBAHHS KIIFOYOBOI ITOCIIJOBHOCTI, a Takox rpadidnuii Tect. ExcriepumeHTH
MIOKa3yIOTh BIJCYTHICTh 3Ha4HOI Kopemswii. Takok HocHimKeHO YyTIMBICTH €JEMEHTIB KII0YOBOI MOCTIJOBHOCTI IO Bapiamil mapaMmerpiB
KJIr04a. SIK MpuKIiIag poOOTH aropuTMy PO3IISIHYTO 3aBAAHHS MH(PYBaHHS 300paKeHb.

Knrouwosi  crosa: TICEBIOXAOTHUYHI  TOCIIOBHOCTI, INH(pPYBaHHS 300paKeHb, KPHUITOCHCTEMH, 3aXWUCT iHpOpMamii Bif
HECaHKI[IOHOBAHOTO JIOCTYITy, allapaTHO-IPOrpaMHa Iiathopma, CTAaTUCTUYHHUI aHali3, AMCKPETHI TUHAMIYHI CUCTEMH, HECTIHKI nepioandHi
op0iTu, crabinizaris nepiognaHuX opoIT

V. Khamitov, S. Antoshchuk. Application of nonlinear discrete maps to construct pseudo-chaotic cryptosystems. The article is
devoted to the application of nonlinear discrete dynamical systems in computer cryptography. The basis of many stream encryption schemes
is pseudo-chaotic sequences, which are generated using a certain selected trajectory of a discrete dynamical system. The main problem with
using pseudo-chaotic dynamical systems in computer calculations is that the number of all possible states in a computer is finite, therefore,
every constructed trajectory is periodic, and the period length can be small. In addition, different platforms (hardware and software) use
different algorithms for calculating mathematical functions and store intermediate results with different precision, so the results obtained on
different platforms can differ significantly. To overcome these problems, it is proposed to use a new dynamical system, namely the generalized
Tent map with control, which stabilizes cycles of a given length. These cycles depend on the system parameters and the initial value; these
values are a short key (seed) for generating a long pseudo-chaotic sequence. The article provides a simple statistical analysis to check the
uncorrelation of the key sequence, as well as a graphical test. The experiments show the absence of significant correlation. The sensitivity of
the elements of the key sequence to the variation of the key parameters was also investigated. As an example of the algorithm’s operation, the
problem of image encryption is considered.

Keywords: pseudo-chaotic sequences, image encryption, cryptosystems, protection of information from unauthorized access, hardware-
software platform, statistical analysis, discrete dynamical systems, unstable periodic orbits, stabilization of periodic orbits

Introduction

One of the main problems of digital data processing is the problem of unauthorized access to in-
formation. To protect data in a digital environment, cryptographic methods are used. Cryptographic
transformations can be conditionally divided into two types: classical methods or alphabetic ciphers,
and arithmetic transformations, in which transformation operations occur on the bit (decimal) represen-
tation of data. In modern cryptography, methods of the second type are used. Symmetric and asymmetric
encryption schemes are distinguished. Another well-known classification distinguishes between block
and stream ciphers. A stream cipher converts a stream of text characters into a stream of ciphertext, and
the transformation depends on the state of the system. Identical text characters will be encrypted into
different ciphertext characters. There is extensive literature on various aspects of cryptography, for ex-
ample, [1, 2, 3].

Many stream encryption schemes can be viewed from the point of view of nonlinear dynamics. A
feature of these schemes is the use of the values of a certain selected trajectory of a discrete dynamical
system, i.e., constructed for some given initial conditions and system parameters. A similar way can be
used to obtain a sequence of decimal digits or a bit sequence. This sequence is then used as a key to
transform the original sequence (the source message) into an encrypted one (ciphertext). The process is
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carried out by linear operations modulo (for example, two or ten) of the elements of the source and key
sequences. The simplest stream cipher is the Vernam cipher [4].

A stream encryption scheme is considered secure if the key sequence is truly random and its length
is equal to the length of the original message [5]. However, in practice, it is difficult to generate and
transmit such keys. Instead, pseudo-random (pseudo-chaotic) sequences are used, generated by some
deterministic generator from a short key (seed), using a discrete dynamical system [6-9].

However, at the stage of modeling dynamical systems on modern computers, fundamental
problems arise. For example, in [10] it is noted that computer calculations necessarily require
additional special confirmation of the results. The main computational problem is that in com-
puters, numbers are stored in registers and memory cells with a limited number of bits, as a
result of which the system of real numbers representable in a machine is discrete and finite. To
trace what consequences may arise as a result of this, let’s consider the simplest example of

calculating an iterated sequence using the standard Tent function f(x)=2(1/2 —|x—1/ 2|) in the
EXEL software environment. Let’s choose the starting point x, =2/3. Then theoretically it
should be f*(x)=x,, k=1,2,... (here and below the notation " (x)=f(x),
@)= f(*"(x)) is used). However, the calculations give different results: ¥ (x,)=1,
£(x,)=0. One can choose other initial values for x,, and again we will get " (x,)=0. The
reason for such incorrect calculations is explained by the fact that a number from the interval
[0,1] is represented in a computer in the binary number system by a finite sum of numbers of
the form o, / 2’ (o, €{0,1}), i.e., they are binary-rational numbers, it is equal to A/2" (A4 isan
integer and 0< 4<2"). The number m is called the order. But then f(4/2")=4,/2"" (4, is an
integer and 0< 4, <2""), f@(4/2")=4,/2", ..., "™ (4/2")=0. On computers where the
iterated sequence was calculated, the maximum order was 53.

Let’s turn again to the Tent map. We will carry out the calculations in the MAPLE package
with a decimal representation with the value of the variable Digits:=25. We generate the se-

quences {x, = f“ ), 0, =00}, k=1,2,... , where x,=1/1001, y, =evalf(1/1001), and
construct the sequence {x, —y,}. It can be seen that, starting from the 80th step, the behavior of
this sequence is quasi-chaotic.

Xy} | Xi—Yi} I
0.4 0.6—1
0.2 . 0.4 1 I H
0.2 ﬂ
0 ~ I 0 < ‘ A 1
02 o U[ VL
o4 ~0.4 i i
-0.6
-0.6
—0.8
0 10 20 30 40 50 60 70 80 90 k 0 100 120 140 160 180 &k
a b

Fig. 1. Graphical representation of the sequence {x, —y,} :a —for k=1,..., 100, b —for k =80,..., 200

Similar examples can be constructed further. However, the examples given above clearly
show that a researcher can never be sure of the correctness of calculations performed on a com-
puter. That is, to the question of R. Lozi [10] (about trust in numerical results), the answer is,
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unfortunately, negative. This once again proves the need to develop mathematical methods that
allow correcting computer calculations.

Another problem may arise when the orbit of a discrete dynamical system becomes cyclic,
and the cycle length turns out to be quite small, for example, due to an unsuccessfully chosen
initial value. It is also possible that as a result of rounding values, the trajectory will become
cyclic, again, with a small cycle length. The point here is that the variables that determine the
state of the system can have close, but not equal values; and when rounded, the chaotic behavior
ceases. In these cases, it is impossible to construct a correct key sequence.

The next problem is related to the fact that different platforms (hardware and software) use
different algorithms for calculating mathematical functions and store intermediate results with
different precision. Since chaotic generators are extremely sensitive to precision and error, it is
very likely that the same encryption algorithms implemented on different platforms will lead to
different results.

Thus, the property of chaoticity of dynamical systems turns out to be dual: on the one hand,
it provides the properties of confusion and diffusion absolutely necessary for cryptography (rel-
ative to the text and the key) [11], on the other hand, it causes inconvenience of use associated
with high sensitivity to disturbances and rounding.

The purpose of this article is to construct a new discrete dynamical system with which
you can generate long pseudo-chaotic sequences; in this case, the system parameters and initial
values are used as a seed (key). Requirements for the seed: the seed should consist of a small
number of elements. Requirements for the algorithm: the algorithm should not depend on the
hardware and software.

Literature Review

A significant number of works are devoted to the use of chaotic systems in cryptanalysis,
for example, [12 — 15]. The importance of the problem of the performance of chaotic cryptosys-
tems is noted [17, 18, 19]. Discrete dynamic systems of small dimensions have obvious ad-
vantages over high-dimensional systems: these systems are easier to implement in software,
and the time costs for generating a pseudo-chaotic sequence are less, which allows encrypting
large amounts of data in real time [20]. Therefore, the development of effective models of one-
dimensional discrete chaotic systems for constructing encryption algorithms is an actual task
[21, 22, 23].

Preliminary results

The mathematical basis for constructing new algorithms for generating pseudo-chaotic
cryptosystems is the one-dimensional Tent mapping with additional predictive control.

Following [24], let’s consider a nonlinear equation with discrete time:

x,=f(x), n=12,..., (1)

where:
_ ()2 1/2)) = Hx,x<1/2; 5
SEO=HO2==2D =y D i, @

xe(—o,+0), H>2.
The map (2) is called the generalized Tent map.
A set U is called invariant for equation (1) if for any x, eU it follows that /' (x,)eU,

k=1,2,... . It can be shown that for /# >2 in equation (1) the invariant set will be a Cantor-
type set: closed, continuum power, with zero Lebesgue measure. Note that each point of the
. . . . = oL . .

invariant set is representable in the form ZH—JJ ,where a; € {0, H —1} . This set includes a count-

Jj=I
able subset of all periodic points of the map (2). If x, does not belong to the invariant set, then
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the corresponding sequence {f* (x,)}r, tends to—c. Such invariant sets are called repellers of

the map (2).
The set {n,,... ,m,} is called a T - cycle of the map (2) if the numbers 7, ... , n, are dif-

ferentand n,, =f(m,), j=1....,T-1, n,=f(n,), while each point of the 7 — cycle is called
a T — periodic point. The multiplier of the cycle of equation (1) is determined by the formula
u= L' () f1(0) e p=2H .

As is known [25], the local asymptotic stability of a cycle is determined by the condition
(sufficient): the multiplier in absolute value is less than one. Since |u|=H" >1, any cycle of

equation (1) is unstable. In addition, if # >2, then for almost any initial point, the correspond-
ing trajectory goes to infinity.
Along with equation (1), let’s consider the equation:

xn+1:F('xn)a 7’121,2,... b (3)
where: F(x)= f(9x+(1-9) /" (x)), 9 —is some real number, called the control parameter and
subject to determination. Equation (3) is called the control system for equation (1). Let
{Ni» ... » My} be a cycle of equation (1).

Since 91, +(1-9) ' (n,)=m,, then F(n,)=f(n,), this means that the cycle of equation (1)
will also be a cycle of equation (3). Note that the converse is not true in the general case.
The multiplier % of this same cycle {n,, ... , n,} but for equation (3) can be found from [26]:

A=pB+1-9)p’.
Two cases are possible: u>0 and p<0. The condition for local asymptotic stability of a
T - cycle of equation (3) for p=H": [A|= |HT (9+(1- S)HT)T| <1, whence:

HT—% HT+%
71 <9< ool “)

If u=-H", then the condition for local asymptotic stability of the cycle of equation (5):
M=|HT (9-(1-9)H")"|<1, whence:

HT—% HT+%
<9< . 5
H" +1 H" +1 )

Theorem 1 [24]. If inequalities (4) are satisfied, then any solution of equation (3) is
bounded (i.e., for any initial point x, e (—oo,+) the corresponding trajectory is bounded).
Moreover, any 7' —cycle {n,, ... ,n,} of this equation, for which the value p=f'(n,)-...- f'(n,)
1s positive, is locally asymptotically stable.

Theorem 2 [24]. If inequalities (5) are satisfied, then the set [0, //2] is an invariant set of
equation (1) (i.e., for any initial point the corresponding trajectory is bounded by the values 0
and H/2). Moreover, any T — cycle {n,..,n,} of this equation, for which the value
u=f'(m;)-....f'(n,) is negative, is locally asymptotically stable.

Main result

To generate a pseudo-chaotic sequence, it is proposed to use a dynamical system (3), in
which 9 satisfies condition (4) or (5). In this case, the sequence itself is determined through the
T periodic points {n,,... ,n,}. Here 77 — is a sufficiently large number. In order to exclude
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-1

short subcycles, the number 77 must be taken to be simple. In total, there are cycles of

length T, i.e., for sufficiently large lengths 7 the total number of cycles will be very large
(exponential growth in 7'), i.e., the probability of guessing a specific cycle that is realized is
negligible. Due to the chaotic nature of the dynamical system (1), a long cycle will be practically
indistinguishable from an arbitrary bounded non-cyclic trajectory. Note, however, that in prac-
tice for A >2 any trajectory of equation (1) will go to infinity due to rounding of results. Fig.
2 shows typical T - periodic trajectories of equation (1) for 77=223, H=2.070801, x,=0.9.

{xn} {2}
0.8

0.6

1 0.4

0.2

|

0.8

0.6

0.4

0.2

'f| Il }
400 500 n 100 200 300 400 500 n
a b

Fig. 2. T' — periodic trajectories of equation (1) for =223, H =2.070801, x, =0.9 : a —the value
u=s'(ny)-...-f'(n,) is negative; b — the value p= f'(n,)-...-f'(n,) is positive
For things to work practically, you need to use equation (3). Then the found cycle will
depend on the initial point x,e(0,1), on the number 7" and on the parameters A and 9, which

may contain a sufficient number of decimal places. Such a complex dependence will in fact
make the cycle parameters non-obvious for a cryptanalyst.

This cycle is locally asymptotically stable. This means that the resulting trajectory does
not depend on minor disturbances, inaccuracies in calculations and rounding. Moreover, one
can expect that for different but close values ofx, , 7, H, 9 different cycles will be obtained

on the same computers. The main question is the speed of convergence (i.e., the number of
correct decimal places). Roughly speaking, this speed must be sufficient for the length of the
cycle. Experiments show [24] that the accuracy should be chosen at least 1.05-T'1g(H) .

However, the sequence {n,, ... ,n,} is not pseudo-random —the order of elements is fully

determined. So an extra trick is needed. The point is that as a result of the calculation, we need
to guarantee ¢ correct decimal places in the cycle {n,, ... , n,}, where ¢ denotes the number of

decimal places. In this case, we have T-¢ decimal digits, from which we can build a pseudo-
chaotic sequence. For example, in the following way: let’s take the numbers 7, 7;, and com-
putational precision should be taken ¢=7, +27, (T,+27T,>1.05-Tlg(H )).For each number 7,

take decimal digits of the fractional part starting from digit number 7 +1, ending with number
T, +T,. Denote these sets {n,, ... ,N;z}, j=1,...,T. For the formation of the key sequence, we

obtained 7-7, decimal digits. The key sequence itself can have, for example, the form:
L= e s Mg Moo Mg M- Mg (6)
or L= MM s My Migsee oo Mgaseeos Migoe e oo Nrg - (7)
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You can form the sequence in other ways.
Choice of key parameters
The seed for generating a pseudo-chaotic sequence is the key Key=[T, H, +a, x,]. Here

H T+oci
the numbers o or —o are used to calculate the control parameter 8=T—H or
H -1
H T—a%
9 =——>——L respectively.
H" +1 P Y

The closer a is to zero, the closer the cycle multiplier is to zero, the faster the initial point
will be attracted to this cycle. Therefore, it is advisable to take 0<a <0.005. Practical experi-
ments show that with such a , the initial point falls into the cycle in no more than 20 iterations.
This means that the number 7, in the formula ¢ =7, + 27, can be taken equal to 20. In this case,
the number 7, can be taken simply equal to 7'. The period 7 must be a prime number in the
range between 100 and 500. Large numbers lead to a sharp increase in calculation time. The
initial point x, must be chosen from the interval (0, 1) .

Periodic trajectories are sensitive to changes in key parameters. Let’s take, for example,
H"+0.001-1/ H
H" -1
Key =[223, {2.070801, 2.0708011}, 0.001, 0.9] . Let’s calculate the two corresponding periodic tra-

jectories and their difference z,. Let’s plot the resulting trajectory in Fig. 3.

Due to the high sensitivity, the parameter A can be chosen quite close to two, for example,
H (0, 2.2), and the whole uncertainty can be put into the following significant decimal places.

Let’s take the key: Key =[223,2.0708011, {0.001, —0.001}, 0.9]. Let’s calculate the two corre-
sponding periodic trajectories and their difference z,. Let’s plot the resulting trajectory in Fig. 4.

x, =09, T=223, 9=

, H <{2.070801, 2.0708011} ie.

{zn} {zn}
I N oy [ ].
0.6 B 0.6 N .
0.4 0.4 —
0.2 0.2 '
0
I 0 1 |
02 -0.2H 1— ||
0.4 -0.4H ’I
0.6 i 0.6 i
0.8 | + || ' -0.8 || T I I II
0 100 200 300 400 500 n 0 100 200 300 400 500 n
Fig. 3. The difference of two 7" — periodic Fig. 4. The difference of two 7" — periodic
trajectories of equation (3) for trajectories of equation (3) for
Key =[223, {2.070801, 2.0708011}, 0.001, 0.9] Key =[223,2.0708011, {0.001, —0.001}, 0.9]
Similarly, we construct the difference of trajectories for

Key =[223,2.0708011, {0.001, 0.0011}, 0.9] (Fig.5), Key=[223,2.0708011, 0.001, {0.9, 0.9001}]
(Fig.6)
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{ZV!} {Zn}
IR
i |
0.4 0-5 l I
0.2|+
o 0 i i
-0.2
-0.6 | I
038 - |||| |
-1.0
0 100 200 300 400 500 n 0 100 200 300 400 500 n
Fig. 5. The difference of two 7" — periodic Fig. 6. The difference of two 7 — periodic
trajectories of equation (3) for trajectories of equation (3) for
Key =[223, 2.0708011, {0.001, 0.0011}, 0.9] Key =[223,2.0708011, 0.001, {0.9, 0.9001} ]

Let’s consider the sensitivity of the key sequence to the parameter 77 (period), i.e., let’s calculate
two corresponding periodic trajectories x, and y, (constructed for 77=223 and 7" =227 respectively)

and their difference z, for the key: Key =[{223, 227},2.0708011, 0.001, 0.9]. Let’s plot the resulting
trajectory in Fig. 7-a). In Fig. 7-b) we plot the points of the sequence {1n(|zn|)} .

{2} {Inz,} Tadad 17 it

0.8
| /

-50

0.6
0.4
0.2
0 i

——

~0.2
~100 A

-0.4

-0.6 |

s | '} |

-1.0 ‘
0

——
——

—150
100 200 300 400 500 n 0 100 200 300 400 500 n
a b

Fig. 7. The difference of two periodic trajectories of equation (3) for Key =[{223, 227},2.0708011, 0.001, 0.9] :

)

Analysis of the results shows that for n <210 the values of the two trajectories x, and y,
<107 for n<74.For 230<n <440 the values x, and
v,.. Will be close; further, for 460 <n <670 the values x, and y,

n+8 2

a — the sequence {z,} ; b — the sequence {ln(

z
n

are close to each other, in particular |z,

will be close, and so on.
Conclusion: variation of the parameter 77 does not give the necessary divergence of the key
sequences.

The essential parameters of the key are the values H, o, x,. If these parameters are deter-
mined by at least ten decimal places, then the number of all possible variants of the keys will
be of the order of 10%, i.e., about 100 bits. If necessary, you can increase the cryptographic
strength of the algorithm by using several keys in series.
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Statistical analysis
Let’s investigate some statistical characteristics of pseudo-chaotic sequences (6) and (7)
for the Key = [223, 2.070811, 0.001, 0.9] . Let’s construct a histogram and determine the mean and

standard deviation. Let’s start with sequence (6). The sequence contains 7° elements. In our
case, 49729 elements. The mean is S=4.4795..., which deviates insignificantly from the theo-
retical mean of 4.5 of a uniformly distributed discrete random variable. The standard deviation
is the theoretical one is 2.8722... Let’s construct histograms for the first 1000 elements of the
sequence, for elements with numbers from 2000 to 3000, for all elements (Fig. 8).

Frequency of occurrence of decimal digits

Set of decimal digits
a b c

Fig. 8. Histogram for the sequence: @ — [I,[j]:j =1..1000]; b — [1,[j]: j = 2000..3000] ;

H"+0.001-1/H

c— [L,[j]:j =1..49729], constructed for 7"=223, H=2.0708011, 9= 1 ,

x,=0.9

We see that individual sections of the sequence do not have a strictly uniform distribution,
although their distributions are close to uniform.
For further analysis of the properties of the sequence [I,[/]:j=1..49729] let’s define three quan-

.. . - 1k . ..
tities: the cumulative mean Il(k)=%ZIl[ jl, k=1,...,T . the cumulative standard deviation
j=1

d,(k)= —Z(I [/1-1(k))*; the cumulative variance o,(k)=./8,(k), k=2,...,T". It is clear that

13
the usual sample mean is equal to 1(77), and the sample variance is &,(T7).

To construct graphs of the cumulative mean and variance, we derive recurrent formulas for these
k-1 1

quantities. Since 1 (k)= = -1 12 ZI [ ]]+ I \[£], then
100 =TG-+ K T=1, ®)

Further, (I[/1- (k) =(1,[/) ~ 2L 1Tk + (T (k))*, whence

2 = k . k ~ 2 L L‘ 2
5, (k)= S AL = TR L = W) = SAL) ~5 (G0

Let’s denote:

17 (k) =—Z(I D,

_l—
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then 1% (k)= ﬁﬁkz( [/])? +—(1 [k])* = <2>(k 1)+—(1 [k])*. Thus, the follow-

ing recursive relation is valid:
_ ko -
5,(k) = 11(2)(/()——(11(@)2;
9)
19(k) = ) I(2)(k 1)+—(I [k])’.
In this case, k=3,..., N, and I(z)(2) =[] +1,[2D)°.
The graphs of the quantities {1,(/)})%, {T( ])}i1 are shown in Fig. 9. The graphs of the

Jj=1°

quantities {o, ( j)}j_:l, {c,(j)}"., are shown in Fig. 10.

L)} W L)}
5.0
4.4 i
1 }WMW
T 4.8
43 ;'N
J‘ 4.6
42 | ml \
2N
I 4.4 ot
4.1 l-
4.2
4.07
4.0
39
100 200 300 400 J 10000 20000 30000 40000 ;
a b

Fig. 9. Graphs of the quantities: @ — {1 ()}’ ;b — {1, (j)}fi1

J=1°

{0, ()} A {0 ()} pFF—
2.65 qr -
\\ rﬁ pr 26
2.60 1 v " J
M[ 2.4
2.55 i 22
2.50 I 2.0
1.8
2.45 1
2.40H 1.6
235 1.4
1.2
100 200 300 400 10000 20000 30000 40000
a b

Fig. 10. Graphs of the quantities: a — {o, (_])}ii? ; b— {o, (])}jT=1
The absence of periodicity in the behavior of the graphs of the cumulative mean and vari-
ance indicates the absence of regularities between individual parts of the sequence, which may
indicate its pseudo-stochastic nature.
Let’s carry out a similar analysis for sequence (7). In this case, we note that in formulas (8),
(9) the index 1 must be replaced by 2. The corresponding graphs are given below (Fig. 11-13).
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N
S

Frequency of occurrence of decimal digits
(=]
S}

01 2 3 4 5 6 7 8 9 01 2 3 4 5 6 7 89
Set of decimal digits
a b c

Fig. 11. Histogram for the sequence: a — [1,[j]:j =1..1000]; b — [1,[j]: j =2000..3000]; ¢ —
H" +0.001-1/ H

[L,[/]:j=1..49729], constructed for 7=223, H=2.0708011, 9= 1 , X, =0.9
Lo} ] &L Lo
4.8
A AT
4.7 J T JJ h NHJ 5.2
w1 y
4.8
4.5
1 ] i
4.4 LM' 4.4
I 4.2
100 200 300 400 J 10000 20000 30000 40000
a b
Fig. 12. Graphs of the quantities: a — {1, (])}ii? ;b— {1, (j)}il
{02} + CAOH
1 ) 2.8 k\-
j‘ﬂ Wy (0
2.9 1
2.4
I
2.2
2.8 2.0
1.8
27 1.6
1.4
1.2
100 200 300 400 J 10000 20000 30000 40000
a b

Fig. 13. Graphs of the quantities: a — {o,(/)}}; b — {o,( j)}jT.i1
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Graphical testing method

There is a known problem in testing a pseudo-chaotic sequence for uncorrelation, which is
that the use of point characteristics (mean, variance), as well as correlation functions or even
functions that depend on higher-order moments, can be ineffective.

Therefore, we will additionally apply a graphical testing method. Let’s break down the
sequence [1,[ /]:j =1..49729] into elements consisting of consecutive triples of decimal numbers,

and divide the resulting three-digit numbers by 10°. We get a new sequence:
[Il[j]-IO_1 +Il[j+1]-10_2 +Il[j+2]-10'3 :j=1..49727],

consisting of decimal numbers, which are determined by the first three digits. Let’s plot the

points with coordinates on the plane:

(L1107 + L[ +1]-107 +1,[j +2]-107, [ j +3]- 107 + I,[ j +4]- 102 + L[ j +5]-107} .~ (10)

The resulting image will allow us to assess the chaotic nature of consecutive triples of
numbers. In Fig. 14, the points with coordinates (10) are shown for ;=1.3000 and

J=5000..20000 .
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Fig. 14. Points with coordinates (10) for: @ — j =1..3000 and » — j =5000..20000, generated by sequence (6)

for 7=223, H=2.0708011, 9=

H" +0.001-1/H

] , X,=0.9

One can see the absence of explicit correlation in sequence (6). For sequence (7), the results
of the corresponding constructions are shown in Fig. 15.
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Fig. 15. Points with coordinates (10) (with the replacement of index 1 by 2) for: a —; b — j =5000..20000,

generated by sequence (6) for T=223, H=2.0708011, 9=

H" +0.001-1/H
H" -1
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Visual analysis of the corresponding graphs shows that sequence (7) may be more uncor-
related than (6). However, sequence (6) is constructed sequentially with the calculation of the
cycle points {n,, ... , n,}, while for the construction of sequence (7) it is necessary to know the
entire cycle at once, which leads to a decrease in the speed of the algorithm and an increase in
the memory used.

The graphical test used above can be modified. For a more effective check of the correla-
tion of the sequence, instead of a two-color image, one can consider a color one. To do this,
three sequences are generated from the sequence [I[/]:j=1..N]: R=[0.1-1[/]:j=1..N],
G=[0.1-1[j+1]:j=1..N], B=[0.1-1[j+2]:j=1..N]. Further, for each pixel, the color in RGB
format is determined using the generated sequences R, G, B.

Let’s take, for example, an image height of 4 =438 pixels, a width of w=648 pixels. A
total 0of 279936 pixels are used. Let’s generate the sequence [jmod10:/=1..N] (the number N
must be chosen not less than 279938), which is clearly correlated. In this case, the histogram,
mean and variance of this sequence will be, as for a uniformly distributed one. For comparison,
let’s generate a sequence of the first digits of the fractional part of the expression sin(;*+1),

j=1..N. Let’s construct images of these sequences in RGB format (Fig. 12).

Since any correlation should manifest itself in the form of visual regularity, it can be argued
that the sequences that generate the images in Fig. 16 are strongly correlated.

a

Fig. 16. Images in RGB format for the sequences: a — [ jmod10: j =1..N];
b — [trunc(10-sin(j* +1)): j =1..N]

Let’s construct a similar image for sequences (6) and (7) (Fig. 17).

a b
Fig. 17. Image in RGB format for sequences (6) (case a) and (7) (case b)

For these sequences, the regular structure is not visually traced.
For comparison, we give an image in RGB format for the sequence of the first 286000
decimal digits of the numbers = and e (Fig. 18).
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a b
Fig. 18. Image in RGB format for the sequence of the first 286000 decimal digits of the numbers: ¢ —n; b — e

Image encryption

Let’s apply the above algorithm to image encryption. An image with a height of 4 pixels
and a width of w pixels consists of n=#4-w pixels. That is, it is considered as an array of =
elements, to each of which a three-dimensional vector of decimal numbers is assigned. These
numbers have 15 digits and are enclosed between zero and one. The vector (0, 0, 0) defines a
black pixel, and the vector (1, 1, 1) a white pixel. The coordinates characterize the shades of
red, green and blue, respectively. Sometimes a fourth coordinate is also considered, which char-
acterizes the transparency of the color.

To encrypt an image, you need to generate a pseudo-chaotic sequence whose elements are
enclosed between zero and one, and add it element-wise modulo 1 with the sequences R, G
and B. It is clear that instead of one pseudo-chaotic sequence, you can generate three different
similar sequences.

Let the sequence [I[]:j =1..N] be generated according to rule (6) or (7) with the corre-

sponding key: Key=[T, H, ta, x,]. Let’s define the sequence:
[S1j+k—1]-10%:j=1.N+1-p], (11)
k=1

where 1< p <15 (experiments show that it is sufficient to take p=2 or 3). If T is such that N
is less than », then it is necessary to generate several key sequences (with different keys). Let
r — i-th element of the sequence R, o — i-th element of the key sequence. Then the encrypted
element 7 in the simplest case will be calculated by the formula:

F= {r + oc} , (12)

where the function { -} means the integer part of the number.
Formula (12) allows for the reverse:
{ r—a, r—a>0;
=

l+7-—a, F—a<0.’

(13)

Formula (13) allows you to uniquely restore the value of the original pixel from the en-
crypted value in all cases, except for 7—a =0. In this case, two options are possible »=0 or 1.
In order to exclude ambiguity, you can perform rescaling of the sequences R, Gand B:
X - (1-g)X , where ¢ — is a small number, greater than 10" . Then in the case of 7—a =0 it

is necessary that »<1, i.e. »=0. Physically, rescaling means the absence of pure white. For
small ¢, this fact practically does not change anything. It is clear that if necessary, you can
perform the reverse rescaling X — X/(1-¢).

Let’s consider the image presented in Fig. 19. It consists of 238572 pixels (2 =423, w=7564).
For encryption, let’s take the key Key=[223,2.070811, 0.001, 0.9] and generate the key
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sequence. It contains 49729 elements. It is necessary to generate additional sequences. Let’s do
this by choosing the keys Key, =[223, 2.07081/, 0.001, 0.9], j=2.6. The combined key se-

quence contains 49729-6=298374 elements, which is sufficient to perform the encryption pro-
cess. The results of the encryption process using sequences (6), (7). The image encrypted in this
way is presented in Fig. 20.

Fig. 19. Test image for encryption

a b

Fig. 20. Encrypted test image using sequence (6) (case @) and (7) (case b)

A regular structure is traced on the encrypted images. If you use a modified version (14),
then already for p =2 the encrypted images look without a visible regular structure (Fig. 21).

a b

Fig. 21. Encrypted test image using modification (14) for p =2 for sequences: (6) (case a) and (7) (case b)

Let’s consider one more example (the test image is shown in Fig. 22).
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Fig. 22. Test image for encryption

The encryption results are presented in Fig. 23. It can be seen that the simple use of sequences
(6) and (7) leads to a regular structure (cases a) and ). With modification (14) ( p =2 ), the visible

regularity of the encrypted image disappears.

a b

c d
Fig. 23. Encrypted test image for sequences (6) and (7): without modification (cases a and b); with modification
(14) for p =2 (cases c and d)

Concluding remarks

This paper proposes a new discrete dynamical system for generating long pseudo-chaotic
sequences. The system can be used for data encryption, for example, images and information
protection from unauthorized access. The advantage of the proposed solution is the short key
length and the independence of the algorithm from the hardware and software platform used.

The algorithm for constructing pseudo-chaotic sequences proposed in the article, of course,
needs further testing. It is necessary to conduct a detailed correlation analysis of the sequence,
an approximate entropy analysis, a statistical test (National Institute of Standards and Technol-
ogy, USA), etc. It is necessary to additionally conduct an analysis of the security of the keys,
an analysis of the statistical histograms of encrypted messages (images), an analysis of sensi-
tivity, an analysis of robustness, an analysis of complexity, etc. [27].

It is also interesting to consider other schemes for stabilizing cycles, for example, [28, 29,
30] and compare them with the scheme proposed in the article.

These are all tasks for further research.
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